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Introduction

Thank you for purchasing this machine.

This User’s Guide describes setting methods for each function utilizing bizhub C353/C253/C203, mainly
using the PageScope Web Connection. In order to allow functionality of this product fully and to use it
effectively, please read through this User’s Guide, and then get started.

In order to operate the product safely and properly, be sure to read the Quick Guide
[Copy/Print/Fax/Scan/Box Operations].

For descriptions on trademarks and copyrights, refer to the [Trademarks/Copyrights].

lllustrations shown in the User’s Guide may differ from actual machine.

C353/C253/C203 x-1



Table of contents

Introduction

Table Of CONTENTS.........oiiiii s s s ss s ar e e e e s s e r AR RRRRRRRRRRRRRRRRRRERERRRRRRR SRR SRR R R SRS x-2

Y oY o U 4 T30 3 = T3 - x-8
L@ 0] 1T 1 €SS x-8
Representation of ProduCt NAME .......cciiiiiiiie e e e e s e e e e e e nr e e e e e e snreeeaeenas x-8
Explanation of manual CONVENTIONS ......couiiiiiiiiii e e e e e e e e e e e e eeeansanas x-9

L LT =Y T [ x-11
TN (=T 10 ¢ F= g U | N x-11
User’'s GUIAE CD MANUAIS ......cccociiiiieieie e eee e e e e e e e ee e e e e e e e e e e eeaeaaeeeeeeae s nnnsnsssaareeeeeeeeeeeesanannnen x-11

1 Setup items by operation

1.1 Specifying general settings for TCP/IP-based communication........ccccceeriimmissmmsessniesnnssssnsesns 1-2

QLI | S T 1T 1 PRSP 1-2

DY To 7= 44 o o T TSP 1-3
1.2 Using PageScope Web ConNECioN ........uucceiiiimmiismimisssmisssmisssnsssssssssesssssss s sissssssssssssssssnsssssssssassnssnes 1-4
1.2.1 LI ] S T 41 o = SRR RTE 1-4
1.2.2 PSWWEC SEHINGS -vveeiiiieiitieee ittt ettt r e e e e ettt e e e e e s et e e e e e aaasteee e e s asaeeeeesasseeeaesaassseeaseannnseeeesansnseeeenann 1-4
1.2.3 IO RS o Tod 1] AR Tt g Vo R 1-5
124 TS I I S T 7= 1 o PR 1-5
1.3 Logging in to Administrator mode of PageScope Web Connection..........ccocvmememmmmmmnmnnnnnininsnsssnnns 1-6
1.4 Creating a certificate for this machine for SSL-based communication.........c.ccciuimmnisnrnsssnisannnas 1-7
1.41 Create a self-Signed CertifiCate .........cuuiiiiiiiiee e e e e s e e e e snr e e e e e e snreeeaeenns 1-8
1.4.2 REQUEST @ CertifiCALE ....uuiiiieiiiiiei e e e e s e e e e e e e e e e e s e saaae e e e e anreeeeeeannreeeeaann 1-9
143 [0S €= 1L = W O =Y {1 T = L= PSP 1-10
1.4.4 Set an Encryption Srength ... e 1-11
1.4.5 St MOAE USING SSL ...t e st e e s e s e e e e e ne e e s ne e e e aneeesnreesanneeeanneenanee 1-12
1.4.6 REMOVE @ COIIfICALE ....eeiiiiiiiiee e e e e e e et e e e e e s st e e e s e snnseeeesesnseeeeeeaan 1-12
1.5 Acquiring the certificate for this machine.......ccccuiiiiiiniesm e ——— 1-13
1.5.1 Create @ CEMIfICATE .....eei ittt e et e s ne e e e s ne e e e sbee e snre s snneeeanneenanee 1-13
152 DowWnIoad @ CertifiCate .....oi e s e e e e 1-13
1.6 Registering a user certificate in this Machine ... 1-14
1.6.1 o g F= T o [ (=TT RPN 1-14
1.6.2 Automatically Obtain CertifiCates ..........ioieiiiiiriiee e e e 1-15
1.7 Specifying the date and time on this machine........ccccccircmiicnni s 1-16
1.71 Y =T 10 F= IS Y= 41 o R 1-16
1.7.2 QIO A1 T4 T T PR 1-17
1.7.3 B0 4= o] o T PRSPPI 1-17
1.7.4 Time AdJUSTMENT SELHING ..coieiieeee e e e e e ne e e 1-17
1.8 Sending scan data to a Windows COMPULET .......cccccimiimiminmimissnnssnis s ssssss s s ssssnas 1-19
1.8.1 TOP/IP SEHNGS .. eeueteeiteeeeite ettt e a e e et e e s s e e e s b et e e bt e e s aae e e e saseeeaabeeeeneesnneeeanbeeeenneeeanneas 1-19
1.8.2 (@3 11=T g1 ST ] o PR 1-20
1.8.3 Direct HOSHING SEHING ....veeiiiiieee ettt ae et e e ne e e st e e e eaneas 1-21
1.8.4 AL S TS T Vo S 1-22
1.9 Sending scan data by E-Mail ... 1-23
1.91 TOP/IP SEHNGS .. eeeeueeeeieee ettt et e e e e s e e e e s s e e e e ane e e s ann e e e smne e e e ne e e ene e s nneeeanreeeennneeannees 1-23
1.9.2 o T UL I 511 I I ) TSP PRPRT 1-24

0 E T I 1D G (11 I ) 1-24

AdMIN. E-MaAil AQAIESS ....eeeeeee ettt et ettt e e e s e et e e e s e ante e e e s e aanseeeeaeaanseeeeaasannneeaesannns 1-25
1.9.3 SMTP OVEIr SSL/STAN TLS ... eieiiieeie ettt e et e s e e s se e e e sar e e s eae e e e saneeeeabeeseneesanneeeareenanne 1-26

LS 0T T 1D G (511, I ) 1-26

Action for INValid CertifiCate ...........eiiiii et e e s e e e e e e e ennes 1-26
1.9.4 SMTP AUtNENTICALION ...t e e s ne e ne e 1-27

C353/C253/C203 X-2



1.9.5 [l oY=y 0TIV N 1-27

O e o (o TSI 1V I P 1-27

T T o) (] T R 1-28
1.9.6 L@ ] o 1YY RS 1-29

0T T ) (] T 1-29

Action for INValid CertifiCate ........uuiruiiiiiee e st 1-29
1.9.7 APOP AUTNENTICATION ...ceiieeiiee e e e st e e e e s e et e e e e e anee e e e esannseeeeeennseeeeeennnees 1-30
1.10 Sending scan data by E-mail (With the digital signature attached).......cc.cccccecmmrrissccnnnnsssnennnnnanes 1-31
S O B 0 | Y=t gV PR 1-31
S O~ = oy T 0 (11 I ) SRR 1-31
1.10.3  Create @ CertifiCate ...ttt e e e e e e e n e e e e e e anre e e e e e nreeeeaean 1-31
IS 02 S 7 /1 S 1-32
1.10.5  SMTP OVEr SSL/STA TLS .....eii i iieeeitertee ettt stte e ete ettt e e see e e s e e e sa e e e sasee e ssneeesnseeeeaseeesnneeesnseesanseesannnes 1-32
1.10.6  SIMTP AUTNENTICATION ...ttt ettt e s st e e s ne e e s aab e e e nr e e e ane e e s aareeeenneas 1-32
1.10.7  POP DEFOIrE SIMITP ...ttt ettt ettt ettt e st e e st e e e et e e e s st e e eabe e e e nbeesneeeeaneeesaaseeeenneas 1-32
S O T O T o 1YY s | 1-32
1.10.9  APOP AUTNENTICALION .....eeeiieeeee ettt e e e e e e e e e e e e e e e e s e ane e e e e s e sanseeeeseanreneeaenan 1-32
1.11 Sending scan data by E-mail (Public key-based encryption) .......cccccucvemmrrissmmnnnssssmsnnsssssmsssnsnes 1-33
S I B 1 | S Tt g T PP UPT PR 1-33
LS~ = 0= U1 I (11 I ) T PSPPI 1-33
LS T TR S 7 /1Y TR 1-34
1.11.4  SMTP OVEr SSL/STA TLS ... iieeeie et e et e et e e s e e e st e e s e e e sneeesseeeeaneeesaneeesnseeeaseeeennees 1-34
1115 SMTP AULNENTICATION ...ttt e e e et e e e e e e e e e e s e samse e e e e e nreeeeaean 1-34
L L T O ] o= (o £ IR 11 I PR 1-34
T.19.7  POP OVEE SSL.. ittt et e e h et e bt e e et e e s bt e e e b et e sse e e e nb e e e ab e e e aan e e e sre e e eneesanneas 1-34
1.11.8  APOP AUTNENTICALION ..ttt e e st e e e s e e e e e e e e aae e e s enreeeenneas 1-34
1.12 Searching for E-mail addresses from the LDAP SErver .........ierceccmrresssscesesssssscesssessssssssessssnes 1-35
S 20 T 0 | T g Vo TS 1-35
1.12.2  Manual Destination INPUL........ooi i sr e e ne e nanns 1-35
L 2R T B Y s = T PSPPSR 1-36
T.12.4  SEttiNG UP LDAP......ceeeeeee ettt ettt st e a et e et e e s st e e st e e e e st e e sae e e e neeesaabeesneeeeanneesanreesanneas 1-37
T.12.5  LDAP OVEE SSL ...ttt ettt sttt e et e s et e e s ae e e ettt e eas e e e s bt e e e b e e e sne e e s nee e e nbeesneeeeanneeeanreeeanneas 1-38

SEHING UP LDAP. ..ttt s et e s e e e se e e s ensee s smn e e e e ne e e s nn e e e ne e e e aneeesanneeeanneeean 1-38

Action for INValid CertifiCate ..... ... et e e e e e s e e ee e e e e 1-39
T.12.6 DINS SEIVEI SEHINGS . uuvtiieiiiiiiiieeie ittt e e e e rtree e e e see e e e s st ee e e e seaseeeeeeeaseeeeeeaassseeeseaassseeeaaassseeeeeeaansaneesesnn 1-39
L 2 A B - (Y A T g T TS 7= 4T TS 1-39
1.13 Sending scan data by FTP .....iiiiiicicemtisisssessss s ss s s s nn s sms s s s s s m s s s s nsmmn s s s nnns 1-40
S 0 B 0 | T g Vo TS 1-40
L S 2 o e S 1= 1 1T PSPPSR PR 1-41
1.14 Sending scan data by WEDDAV ..........ccciiiiimmiiiisssssnsisssssssssissssssmssnssssssssssssssssssssssssssnsssssssssnssssssssnns 1-42
LS o B O | S Tt g T PP PRSI 1-42
1.14.2  WEDDAV ClIENt SEHNGS ..eiiueiiiieiieietie ettt ettt sttt sne e e s bt e e e snbe e s eae e e s saeeesenseeennneas 1-43
B T V1T =Y o I YA 01T s | P 1-44
1.15 ST 0 Lo [T g Yo = T T 1T (=Y g Tt 1-45
T.15.1  TOP/IP SEHINGS -.eeeeiiteeieiteie ittt e et e e e e e s ase e e e e me e e s amr e e e amne e e s ane e e e ne e s ann e e e snre e e enneeannees 1-45
1.15.2  INternet FaX FUNCHION ..ottt e e s s e e e e e s e annr e e e e e e areeeeeean 1-46
1.15.3  Regist maching iNnfOrmMation ..........ooiuiiiiii i e e e e e e e e e e eenre e e e e e sraeeeeeaan 1-47

Do Tt 1V = T Y Lo [ =7 1-47

L E= Lo a1 g T=ST=7 11 o PSP 1-48
1.15.4  Header INTOrMIATION ....ooiiie ettt e e et e e s st e e s b e e e nr e e s e e e e aae e e s anreeennneas 1-49
LS ST ST = 0 T 0 (11 I ) TSP 1-50
1.15.6  1-FaxX AdVANCEd SEHNG ....ooiueeiiiie e e e e e e 1-50
1.15.7  SIMTP OVEr SSL/STAN TLS ... iiie ettt e e ee e sete e ee et s e e e et e e e seeesesaeeeneeeeanseesnnneeeasseesanseeennnees 1-50
L R TS 1 W 1 g =T ooz o) o PR 1-51
1.15.9  POP DEFOIrE SIMITP ...ttt ettt ettt et s e e e st e e e ettt e s st e e e be e e e ne e e sne e e e aneeesanreeeannes 1-51
LS ST L O T o1V s | PR 1-51
1.15.11  APOP AUThENTICAION ..ttt st e et e e e e b e e s e e e e e e e s nas e e e enneas 1-51

C353/C253/C203 x-3



1.16

.16.1
16.2
.16.3
.16.4
.16.5
.16.6
A7

7.4
7.2
7.3
7.4
1.17.5
1.18

1.18.1
1.18.2
1.18.3
1.18.4
1.19

1.191
1.19.2
1.19.3
1.20

1.20.1
1.20.2
1.20.3
1.20.4
1.21

1.211
1.21.2
1.21.3
1.22

1.22.1
1.22.2
1.22.3
1.22.4
1.23

— 4 4 1 a4 A A A

1.24

1.25
1.25.1

1.25.2
1.26

1.26.1
1.26.2
1.26.3
1.27

1.271
1.27.2
1.27.3

Receiving INternet faxes ... s s s s s e n e 1-52
IO 7 S YT 41 o =PSRN 1-52
INternet FaX FUNCHION ... e s e e s e e e e s e sanr e e e e s e mreeeeeean 1-52
Lo T T ) (@ ] TSR 1-53
[-FaX AAVANCE SEHNG ....eeiieiee e e e s e s e e e e s 1-54
O ] o 1YY RS 1-54
APOP AUTNENTICATION ...coiiiiee e e e e e e e e e e e e e s ane e e e e e s annteeeesennnneeeeeennnees 1-54
Sending and receiving IP address faXes ......ccccuummmmrmmsssssmsmimssssmsssmsssssssssmsssssssssesssssnsssssssssnssssssssnns 1-55
QIO A1 T 1T 1= PR 1-55
IP AdAress FaxX FUNCLION ......coiiiee ettt s e e s e e e e e e enr e e e e e s nneeeeeean 1-55
I S T gV SRS 1-56
R I S =S T oV S 1-57
[ [>T LY gl [0 {0 g =1 ) o R 1-57
Importing images using the TWAIN SCaN .......uccciuimimisssnmsmmmmsensnssnsmssssssssssssssssssssssmssssssssssssssssssssssnss 1-58
QIO A1 T T 1 PR 1-58
SLP StING ettt e e e e e e nr e e s e e e e ree e nnr e e s nnreeeareeeaan 1-58
TCP SOCKEE SEHING -..eeeeeeeiiie i e e e e s e e s ne e e e e s e e e e e r e e e enne e smnnes 1-59
N1 0T T 4 S A R 1-60
Printing (LPR/POIt9100)........cuuiesrrisnrmismsrasnssrssmssasmsnsssssssssassnssasssssssssasassesssnssassnssassnssnssnssasnnssnssnssnsn 1-61
IO = S YT 41 o =PRSS 1-61
[ I IR Y=Y 1T PR 1-61
RAW POIt NUMDET ...ttt ettt ettt et e e et e e e e e st e e e e e e e beee e e e eannneeeeasaannseeeeeesansenaaaean 1-61
Printing (SIMB) ...ttt s rrsiss s s s s m s s s i ms s s e a e mm s s s Ee s e samasEEa e s RsmnsEEaasmmnsEensasnnnnsnrssn 1-62
TOP/IP SEHNGS -.eeeeeteeiieeee sttt s e s e e s e e e s e et e e e s e e s e ne e e sane e e e ane e e s an e e s anneesanreeeannneeannees 1-62
L1011~ 1 Vo PR 1-63
LT AN SRS Y= 41 o RPN 1-63
(DYoo (o TSy 4 TaTe TS 1= i gV TP 1-63
o 10T T T (o = 1-64
TOP/IP SEHINGS -reeeeeieeieieeeee e ee ettt e e et e e e s a et e e e eee e s n e e e s st e e eseeeeanseeeasseeeanseeeaseeeanseeeanseeeaneeennnees 1-64
| oS T= 4 T PSPPI 1-65
IPP Authentication SEttiNg........ccuiiiiiiiiiiiiiie e e e e e e e s e e e e s e snnre e e e s esnraeeeeeaan 1-66
Printing (IPPS) .....iciiiciiiiiisemssinssssmssssssssssssnsssssssss s sssssssmsss snsssssss s sesssnmssssnsssssses sessssnmssssssssnnnssensssnnnnnnssss 1-67
QIO A1 T T 1 PR 1-67
L =11 o PP 1-67
TS I I S TS 7= 1 o SRS 1-67
IPP AuthentiCation SettiNg.......co ceeiiiiie e s 1-68
Printing (BONJOUL) .....uciiiiiiisserisssssmmessssssssssssssssssmsssesssssnssssssssanssssessssnmsss sassssssnssnsssnnnssnessssnnnssensssnnnnnssnss 1-69
[2T0] ][0T TS Y= o Vo PSP 1-69
Printing (APPIETaIK) ....ciciiiceeriiisssmmesisssssmmssnsssssmsssessssssssssssssnnmsssessssnmnsssasssssssssessssnmnsnsssssnnnssessssnnnnnsssss 1-70
F Y] o] (=Y =SS T= 11T PP PR 1-70
Printing (NETWAr€) ... ccricccccirrs s cnrresssssc s s eess s cs s ee s s s ms s s e e s s s mn s s e e s s smmn s eessssmmmneesssnmmnssessssnnmneenss 1-71
N =R = T= 1 o TP 1-71
For Remote Printer mode with NetWare 4.x bindery emulation...........cccceeiiiiiiiiniiiciiiiiiieieeeeeeeeee e 1-71
For the print server mode with NetWare 4.x bindery emulation ..., 1-72
For NetWare 4.x Remote Printer mode (NDS)........cooceiiiiieieiiieeee e 1-72
For NetWare 4.x/5.x/6 Print Server mode (NDS) .......cooo it 1-73
For NetWare 5.x/6 Novell Distributed Print Service (NDPS)...........uoiiiiiiiiiiaieee e 1-73
NEEWEIE SEALUS ... eeeeieiiie ettt e b e e e eae e e s eane e s aabe e e e ne e e eane e e sbeeeenneeennneas 1-74
Using the WS-Print fUNCHION ......ccciiciiieccriniiecesnsnssscssssrssssms s s s ssssss s sssssssms s s sssssssmssssssssnmssssesssnmnnnssnss 1-75
IO | T 1 1T 1P 1-75
Web Service COmMMON SEHINGS ......eeeiiiieiiie e e e e eeas 1-76
L] L =TS T= 111 T | TP 1-77
Using the WS-Scan fUNCHION.......ccciiiiimissiis s s s s s as s s s e s e s nmn s 1-78
IO 7 S YT 41 o =PSRRI 1-78
Web Service COmMMON SEHINGS ...oueieiiiiiiiiiie ettt a e s ae e sbe e e et sneeesneeean 1-79
S Te= Vo L= ST g [ TR 1-80

C353/C253/C203 x-4



1.28

1.28.1
1.28.2
1.28.3
1.29

1.29.1
1.29.2
1.29.3
1.30

1.30.1
1.30.2
1.30.3
1.31

1.31.1
1.31.2
1.31.3
1.31.4
1.31.5
1.31.6
1.31.7
1.31.8
1.32

1.32.1
1.32.2
1.32.3
1.32.4
1.33

1.33.1
1.33.2
1.33.3
1.33.4
1.33.5
1.33.6
1.33.7
1.33.8
1.33.9
1.34

1.34.1
1.34.2
1.34.3
1.35

1.35.1
1.35.2
1.35.3
1.35.4
1.35.5
1.36

1.36.1
1.36.2
1.36.3
1.36.4
1.36.5
1.36.6
1.36.7
1.37

1.37.1

Using SSL for communication from Vista to this machine with Web Service ..........cccouverriennnne 1-81
QIO ] S YT 41 o =PSRRI 1-81
IS I IS T 7= 1 o PPN 1-81
Web Service COmMMON SEHINGS ....ueeeiiiiiiiie ettt st e b e e e rnte e sneeesneeean 1-81
Using SSL for communication from this machine to Vista with Web Service........cccccccniiiiiiicinnnnn 1-82
TOP/IP SEHHNGS -.eeeeeeeeiieee ettt e e e e e e s e e e r e e e s ane e e e amne e e anre e s e ne e s nn e e e anreeeenneennnees
Web Service COmMMON SEHINGS ...uveeiiiieiiiie e ne e e e s snne e sneeeas
Action for INvalid CertifiCate .........oiiuiii i
Monitoring this machine using the SNMP manager

QIO A1 T 1 1T 1= PR

N =R E= = T= 1 o TP
SNMP Setting ..eeecveeeeeeeeieee e

Providing notification of the status of this machine (E-mail) ......ccccccurririmminsissmmmnnnsseems s 1-87
QIO o S YT 41 o =PSRRI 1-87
L T T I (511 I ) TP 1-87
Status Notification SEHING .......cvi e 1-88
SMTP OVEI SSL/STAN TLS ....neieiieieeeie et ee e e e et e e st ee e e s e e e e eeeeseeeeaseeeaaseeesaseeeeseeeeseeeanneeeanseeeann 1-89
SMTP AUTNENTICATION ...t e e e s st e e e e e e e e e e e s e nnteeeeeenneeeeeesanneeeeas 1-89
POP DEFOIE SIMITP ...ttt ettt s b e e st e st e e ae e e e ettt e e st e e sabee e enteesneeeeanneeeanseesannees 1-89
POP OVEI SSL....eei ettt e e et e e h e et e e et e e s bt e e e be e e s ne e e e hee e e ane e e e e e e e sbe e e eneenanneas 1-89
APOP AUTNENTICALION ...ttt e st e e st e e e s st e e s ne e e s aae e e e enteesenneas 1-89
Providing notification of the status of this machine (TRAP)........ccoccimiiicmiiricismrrrcseems e 1-90
IO 4| Y gV 1SR 1-90
NEEWEAIE SEIING «reueeeeiiie et e s s s e e s s ee e e mr e e snn e e e ann e e s anree s annnes 1-91
I T S 1= [ o [PPSR SPP 1-91
Status NOtIfiCation SETHNG ......cc.eiiiei e e e e e e e ee b are e e e e eanaeeeeeennnnes 1-91
Providing notification of the counter information of this machine via E-mail ........ccccccceviiiiiiians 1-92
QIO A1 S T g T 1 PSSR
E-mail TX (SMTP)

Total Counter NOtIfiCation SETHNG .....cceivieiiie e e 1-94
SMTP OVEIr SSL/STAN TLS ... eii ittt ettt e st e e e e st e e e abe e e s ne e e sbeeeebeeesnreesnneeeanreenanee 1-94
SMTP AUTNENTICATION ...t e et e e e e e e e e e s b e e e snreesnneeeanneesanee 1-95
L0 e o1 (o T4 SIS 1V I I PP 1-95
L 01T S | 1-95
APOP AUTNENTICATION ...ttt e e e r e e e s e ne e e e e e s nnt e e e e e enneeeaeeannnen 1-95
1Y =T =Y G @ 11 o | R 1-95
Limiting users using this machine (Machine authentication).........ccccccirimiiiisscmnrnsss s 1-96
USEr AUTN/ACCOUNT TIACK ...eeeiiiiiee ettt ettt ettt st e st s et e e st e e e ne e e s ne e e san e e e enreeeenneas 1-97
USEr REGISTIatiON ...t e e e e et e e e s e aae e e e e s e annre e e e s e s nreeeeeean 1-98
Account Track REgISIration .........cooiiiiiiiii e s 1-100
Limiting users using this machine (Active DireCtory)......cccooouiirircssmmrrsissmssnsissmssssss s ess s ssssamanens 1-102
TOP/IP SEHNGS e eueeeeiiee ettt st e e s e e e e e e sn e e s ne e e s ne e e smn e e s ne e e e anre e sanneesaneeeenreenanes 1-102
External Server ReQIStration .........iceeiiii ittt e e e e s e e e aa e e e e s enreeaaeaan 1-103
USEr AUTN/ACCOUNT TIACK ...ttt e b e s st e e sne e e e st e e s e e e e snneeeebeeeeane 1-104
Default FUNCHION PEIMISSION....cooi ittt s e e e e e ne e e e e s eanneeeeeaan 1-105
DAt/ TIME SEtHING ... eeeieieie e e s e e e sne e e s e e e e ne e e e nn e e snn e e e aneeenane 1-105
Limiting users using this machine (Windows domain/workgroup).........cccccsuuissmmmrmnsssenmssmnsssannes 1-106
TOP/IP SEHNGS ..eeeueeeeiee ettt e s e e s e e e s e e s se e e s ne e e s mn e e sne e e e anre e sanne e eaneeeenneenanees 1-106
External Server REQISIration .........iceeiiei ittt e e e e e e e e e e e e s enreeaaeaan 1-107
USEr AUTN/ACCOUNT TFACK ...ttt ettt st e b e s st e e sne e e e nbe e seneeeesnneeeebeeeeans 1-108
Default FUNCHION PEIMISSION....cooi it e e e e ne e e e e s enneeeeeaan 1-108
L@ =T | AR T T PP 1-109
LA NS IS T ] T TSP 1-109
DireCt HOSHING SEHHNG ....veiiieiie e e e e e e s sne e e e ree e e 1-109
Limiting users using this machine (NDS).........cccccciuiiiinmmminnisssssissssssssssssssss s sesssssssssssssssssssssssssnnes 1-110
External Server REQISTration .........coui ittt e et e e s ne e e s bee e eane 1-110

C353/C253/C203 x-5



1.37.2
1.37.3
1.37.4
1.38

1.38.1
1.38.2
1.38.3
1.38.4
1.38.5

1.39
1.39.1
1.39.2
1.40

141

1.411
1.41.2
1.41.3
1.41.4
1.41.5
1.42

1.421
1.42.2
1.42.3
1.42.4
1.43

1.43.1
1.43.2
1.43.3
1.43.4
1.44

1.441

1.44.2

1.44.3

1.44.4

1.44.5

1.44.6

1.44.7

1.44.8

1.45
1.451

(O LT g AN U g V7Y eTeTo 1 U Lo} A = (o 1-111

Default FUNCHION PEIMISSION ... .iiiiiiiiiiiee ettt e e s e e e st e s e e e e sneeeebeeeeans 1-111
N L=y AT =TS T=Y A o o PSRRI 1-112
Limiting users using this machine (LDAP).........ircccrrrrrrrecerressssscssreesssmssseessssmmsseessssmmmssesssnnnns 1-113
QIO 4| Y gV TS 1-113
External Server RegISTration .........coui i n e e e 1-114
USEr AULH/ACCOUNT TFACK ... ..eeiiieieieieee ettt et e e et e e e et e e e e e et e e e e e s ensae e e e e s nseeeeeesannneeaeeann 1-115
Default FUNCHION PEIMISSION........eiiiiiiiiiee sttt et e e s e e e st e e s e e e s sneeeebeeeeans 1-115
[ e o =Y 1 PSR 1-116
External Server REGISTration .........coui i s ene e e eane 1-116
Action for INValid CertifiCate .........oiiiii i e e e e e e e s nr e e e e s enaeeeeean 1-116
Performing IP address filtering ......ccccccuiiiiiimiiiiisinisissssssss s s ssssssssssssssssssssss s snessssssssnns 1-117
IO 4| S T gV T PSP 1-117
L 11 (=TT T PP PR 1-117
Communicating USING IPV6 ........ccucciiieeiiisniiss s s s s s s s s m s s s s nmn e 1-118
QLI 74| S YT 1-119
Communicating USING IPSEC......cciiceiiiisinmnrissssnmesisssssmssnssssssssssesssssmssssssssnmssassssssnnsssssssnmnnnessnssnnnnns 1-121
QIO = S YT 41 o =P RT 1-121
| ST o PP PP 1-122
LIRS g T PR 1-123
YRS T g Vo 1-123
Y= SRR 1-124
Using the TCP Socket/OpenAPI fUNCLION.......ccccciiisimmmrrissssmsssnssssssmsssssssssmssssssssssnsssessssnmsssssssnnnns 1-125
QIO 7 S YT 41 o = SRR RT 1-125
IS I IS T 7= 1 o PR 1-125
TCP SOCKEE SEHING ..eeeteeeeiie e e e s e s sme e e e e sne e e ene e e e nr e e nnns 1-126
L@ oT=T g N o BT 1T PP 1-127
Using FTP server/WebDAV server fuNCHONS ........cccuceminimmmissinnsmnssmses s s ssssssssssssnns 1-128
QIO = S YT 41 o = SRR RT 1-128
S I S TS 1o Vo PSR 1-128
FTP SerVEr SEHING. . .eeiiiiieeie et e et e st e s s st e e s bt e e e be e st ee s saneeesbeeenane 1-129
WEDDAV SEIrVEr SETHINGS .. .eeeiiiiiieiiee i e e e e s e r e snn e smn e e e e e e e nreennns 1-130
Other items on the Maintenance tab ... 1-131
USING ©XTEIMNAI MEIMOIY .. .eiiiei ettt et ss e e e s e e s e e e e smne e s aar e e s eane e e saneeeeaneeesnneesanneeeannnenans 1-131
External Memory FUNCLION SELHNGS ...coooviiiiieiieeeee e s e 1-131
Using the timMer FUNCHION .......cooiiieee e e e et e e e e et e e e e e s nae e e e e sennreeaaeaan 1-132
POWET SAVE SEHING ...eeiiieieeiie et e e s e s e e e e r e e e e nr e e snn e e e eneeenane 1-132
WEEKIY TIMEr SEEHING ... ettt e e et e e e s e st e e e e e nsee e e e e snbeeeeaeaansaeeeeannnes 1-133
Importing or exporting setting iNformMation ............oooo i 1-134
1 aT 0o 0 74 =biq o o U 1-134
Resetting setting iNfOrmMation..........cceueii i e e e e e e e e e e e eeeeean 1-135
NETWOIK SEHHNG CIEA ....eiieiie e e e s e s snn e e s s e e e e s e e s sne e e e reeeenns 1-135
LTSS O 1-136
Format All DESHINATION ...ttt e e et e e e e st e e e e e s ne e e e e e sanneeaeaan 1-136
57 =Te313Y/[aTe JE=10] o) oTeTa d Ia] (o] a0 F=1 i o 1S RSN 1-137
ONIINE ASSISTANCE ....eeeeii ettt ettt e e e e et e e e e s aeee e e e s e aneeeeaeeaanbeeeeeaasseeeaesannneeaasannns 1-137
Registering the header OF TOOTEN ..........oii i e e e e e eereeeeeeas 1-138
Header/Footer REGISIration .........coociiiiieiiiee et s e e s e s smne e e e neeeeane 1-138
Checking the ROM VEISION........ii ittt ettt ettt e st e sab e e e s be e e sane e e s be e e sneeesneeesnneeean 1-139
ROIM VEISION. ...ttt ittt ettt ettt et e ettt s e e e ae e s st e e sas e e aa b e e e e s e e e s neeeebeeesanseeaanneeeabeeeeneeesnneeenbeeanans 1-139
Extending fUNCHIONS OFf MFP ... .o e e 1-140
LT T 01T 0o o [ SRR 1-140
INSTAI LICENSE ...ttt e e e e e e e e e e e e e e e e e e s e e e e s e sasne e e e e e nrne e e s e anreeeeean 1-141
Other items on the Security tab ... 1-142
Limiting accessible destinations Dy USEr ... e 1-142
Reference Allowed Group REgIStration ...........cooiiiiiiiiiiiieeiee e e 1-142
Public User RefErenCe SEtHNG......cciiiiiieiei ettt et e et st e s sane e s bee e e 1-143

C353/C253/C203 x-6



1.45.2  Restricting address registration DY @ USEr.........c.eviiiiiiiieiiiieeee e 1-143

Permission of ADAress Change .........oooceeiiiiieiieeeie e e e sn e s sne e e e nnee e e 1-143
IR KNS TS T o T=Yod) 1Y/ o Yo I da T=YR=TU) (ol [oTe [o 11 | i g = RS 1-144
F T (ol e To o TU | OSSPSR 1-144
1.45.4  Specifying the administrator PASSWOId .........couiiiiiiiii i 1-145
Administrator Password SEtHNG ........cooouiiiiieie e e s 1-145
1.46 = T0 ) = 1o JE=T=1 1] Vo 1-146
1.46.1 Changing user box settings or deleting @ USer DOX........occeviiiiiiiiiiiiee e 1-146
OPEN USEI BOX ...uutiiiiiiiiiiet e ettt e e ettt e e e et e e e e e s teeeeeeeeabaeeeaesasnseeessansteeeeeesntaeeesesansaneesennnses 1-146
1.46.2  Crealing @ NEW USEI DOX ... . cureiiueeeeiiieeeetee st e e sseesese e e sane e s s e e s s se e e sne e e s ase e e sanneesaneeeenreesanneeesnneeesareesanns 1-147
Create USEI BOX ...eiuiiiuiieiiiieieeeiee sttt ettt ettt sh e s b e s e s bt e s e e eae e e e a e e e e e e r et s r e e n e ne e er e e nnre s 1-147
1.46.3 Changing system box settings or deleting system DOXeS.........ccvviiiiiiiiiiiii e 1-148
OPen SYSEM USEI BOX ....uiiiiiiiii ettt s e e s e e e e e e s 1-148
1.46.4  Creating @ NEW SYSEM USEI DOX .....uviiiiiiiiiiie sttt e e e e re e e e s e sne e e e e e snre e e e e eensnnes 1-149
Create SyStEM USEI BOX ...ciiccuiiiiieeieiiiie ettt e e e e s r e e enn e e s annee s 1-149
1.47 Print Setting tab SEttiNgS .....ciieeic e e nnnnnns 1-151
1.47.1  Specifying initial settings for the print fUNCLION .......c.coi i 1-151
=TS (oS 1= 4 g Vo SR 1-151
1.47.2  Specifying settings for PCL/PS/XPS PriNt......coo i e 1-152
O Tt {1 o SRR 1-152
LS TR =Y 410 SRR 1-153
DS TR =Y 10T 1= SRR 1-154
1.47.3  Specifying the interface tiMEOUL.........ooo i e 1-154
101 (T = VoY1= 1 oV SRR
1.48 Store Address tab settings
1.48.1 Registering or editing an address book destination..............ceeveiiiiie e 1-155
IS o= [0 [T USSP 1-155
o o o PP PTR 1-158
1.48.2  Registering or editing @ group destination ..........cooociir i 1-159
L€ T 0T o TR 1-159
1.48.3  Registering or editing a program destination ..........uuuii i ——————— 1-160
L CeTo =T a=To [ (=TT PP PRR 1-160
1.48.4  Registering or editing destinations to be temporarily USed..........ccccuimiiiiiiiii e 1-169
TempPOorary ONE-TOUCK ...t e e s e s ane e e s en e e e s e e e e anr e e s anneennns 1-169
1.48.5 Registering E-mail SUDJECT OF XL .....ooiii e 1-170
S0 o)1= RSN 1-170
B IE= G SO OPTOPP PR 1-170
1.48.6  Using an application registered in an external SEIVEr ...........oo i 1-171
Application ReiSIration ..o e a e e e e e e e e e 1-172
1.48.7  Simplifying E-mail address @Ntry ... ..ooieiiiieeeeeeee e 1-174
PrEfiX/SUTTIX ...eeeeie ittt e n e sne e snennee e 1-174

2 Network Settings

2.1 Displaying the Network Settings SCreen ... s 2-2
2.2 Network Settings MenuU liSt ...t s e e 2-4
221 Network Settings SCIrEeN (1/2) .. .ue e s e e e s nn e e enee e 2-4
222 NEtWOIrK SEHHINGS SCrEEN (2/2) ..eeii ettt e e e e e e e e e st e e e e s eneeeeeeseraeeeaeaan 2-14

3 Appendix

3.1 Product Specifications (Network funCtions) .......cccccceemeccmmmmmmmininieiersssssssssssssssssssmesesmsesssss e sessssssssssns 3-2

3.2 GlOSSANY ..uuuunnneeeeememeeerrtrrerereeesessssssssssssnsnsnmmmsmsssssssteseseeesssasssssassssnsnsnmsmsmssnsnsssssesssesssassssssnssnnnnnnnnnnsnnnnennnsns 3-3
4 Index

4.1 [ o 1= 4-2

C353/C253/C203 x-7



About this manual

This document is a user’s guide summarizing setup procedures for enabling effective usages of the product
utilizing the networking functions. For copy, scan, box, and fax operations, refer to the respective User’s
Guides.

This manual is intended for persons with basic knowledge of computers and the copier. For details on the

Windows or Macintosh operating systems, or software applications, refer to the respective manuals.
Contents

This manual consists of the following chapters:

Chapter 1 Setup items by operation

Chapter 2 Network Settings

Chapter 3 Appendix

Chapter 4 Index

Representation of product name

Product name Representation
bizhub C353/C253/C203 Machine, copier, or printer
Microsoft Windows Windows
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Explanation of manual conventions

N

Subject titles

Explains the summary of an item

for the title.

Explains the way of setting by

—>1.5

[ CoNINECtiON. ONCe the certificate for this machine is acquired,

Setup items by operation

Acquiring the certificate for this machine
Acquire the certificate for this machine at the user side.

Download the created certificate for this machine by accessing this machine with PageScope Web

certificate (public key), and then sent from the user to this machine.

Specify the settings according to the following flowchart.

Create a certificate
Download a certificate

the flow chart. Click desired
setting to jump to the description
of the setting.

Note

Note

The certificate for this machine is acquirable by receiving a message with a digital signature attached

from this machine. For details, refer to “Sending scan data by E-Mail (With the digital signature

attached)" on page 1-30.

1.5.1 Create a certificate
Create a certificate for this machine.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.

152 Download a certificate

In mode of Pag
- *Certificate Download"

To download a certificate to the computer, click [Download].

Text highlighted in this manner
contains references and supplemental
information concerning operating
procedures and other descriptions.
We recommend that this information
be read carefully.

[ ]

Names as shown above indicate
buttons on the screen.

(C353/G253/C203

pe Web Connection, select the Security tab - "SSL/TLS Setting"- [Setup]

Setup items by operation

Contents displayed on a screen. ——

(The page shown above is an example only.)

C353/C253/C203

Names as shown above indicate
menu items and check box names
on the screen.




—Q

Detail

Text highlighted in this manner provides more detailed information concerning
operating procedures or references to sections containing additional information.

If necessary, refer to the indicated sections.

2 Network Settings
EE
o | 2 Network Settings
5
;% 21 Displaying the Network Settings screen
5} Settings by purpose can be specified via network settings in the control panel of the machine.
Access network settings from the Administrator Settings screen. Perform the following steps to display the
2 Network Settings screen.
2
H Q
x Detail
g When logged in to Administrator mode, the control panel of the machine is locked and cannot be used.
2 Depending on the status of the machine, you may not be able to log in to Administrator mode.
1 Press the [Utility/Counter] key.
Utility/Counter
2 Touch [3 Administrator Settings].
~ When setting the Utility screen, you can also select a setting by using the keypad to enter the
number next to the desired button. To select [3 Administrator Settings], press the [3] key in the
keypad.
E
o
[Esosveians—]
w1l oll I
3 Typein the password, and then touch [OK]
Reminder
If *Prohibited Functions When Authentication Error” in Administrator mode is set to *Mode 2" and an
Incorrect password is entered the specified number of times, it is no longer possible to log in to
Administrator mode. For details on the “Prohibited Functions When Authentication Failed” parameter,
refer to the User's Guide [Copy Operations].
22 C353/C253/C203

N

Reminder

[ ]

Names as shown above indicate
keys on the control panel, buttons
in the touch panel, and the power
switches.

Explains the operation procedure.

Touch panel screens are shown to
check the actual display.

Text highlighted in this manner indicates operation precautions.
Carefully read and observe this type of information.

(The page shown above is an example only.)
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User’s Guides
This machine is provided with printed manuals and PDF manuals on the User’s Guide CD.

Printed manual
Quick Guide [Copy/Print/Fax/Scan/Box Operations]

This manual contains operating procedures and descriptions of the most frequently used functions, allowing
the machine to immediately be used.

In addition, this manual contains notes and precautions that should be followed for safe use of the machine.

Be sure to read this manual before using the machine.

User’s Guide CD manuals
User’s Guide [Copy Operations]
This manual contains descriptions of the Copy mode operations and machine maintenance.

Refer to this manual for details on the paper and originals, copy procedures using convenient Application
functions, replacing consumables, and troubleshooting operations such as clearing paper misfeeds.

User’s Guide [Enlarge Display Operations]
This manual contains details on operating procedures in Enlarge Display mode.

Refer to this manual for details on using copy, scanner, G3 fax, and network fax operations in Enlarge Display
mode.

User’s Guide [Print Operations]

This manual contains details of the printing functions that can be specified with the standard built-in printer
controller.

Refer to this manual for operating procedures on using the printing functions.
User’s Guide [Box Operations]
This manual contains operating procedures for using the user boxes on the hard disk.

Refer to this manual for details on saving data in user boxes, retrieving data from user boxes and transferring
data.

User’s Guide [Network Scan/Fax/Network Fax Operations]
This manual contains details on the network scan, G3 fax, and network fax operations.

Refer to this manual for details on using network scan function by E-Mail or FTP, G3 fax, Internet fax and IP
address fax operations.

In order to use the fax functions, the optional fax kit must be purchased separately.
User’s Guide [Fax Driver Operations]

This manual contains details of the fax driver functions that can be used to send a fax directly from a
computer.

Refer to this manual for operating procedures on using the PC-FAX functions.
In order to use the fax functions, the optional fax kit must be purchased separately.
User’s Guide [Network Administrator] (this manual)

This manual contains descriptions on setting methods for each function utilizing network connection, mainly
using the PageScope Web Connection.

Refer to this manual for details on using network functions.
User’s Guide [Advanced Function Operations]

This User’s Guide describes overview and usage of functions that become available by registering the
optional license kit and enabling its function, and functions that become available by connecting the MFP
with applications.

In order to use the functions effectively, please read this User’s Guide.
The following models support the advanced function.
bizhub C650/C550/C451/C353/C253/C203
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Trademarks/Copyrights
This manual contains descriptions on trademarks and copyrights.

Be sure to read this manual before using the machine
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Setup items by operation

11
1 Setup items by operation
1.1 Specifying general settings for TCP/IP-based communication

Specify settings to use this machine in a TCP/IP network environment. To use this machine by connecting to
the network, specify these settings in advance.

N

Reminder

In order to apply all changes to the network settings, turn off this machine, then on again.

When turning off the main power switch and turning it on again, wait for 10 seconds or longer after
power-off, and then turn on the power again. The machine may not operate correctly if it is turned on
immedjately after being turned off.

TCP/IP Settings

On the Administrator Settings screen of the control panel, select [Network Settings] - [1 TCP/IP Settings].

Specify the following settings.

N

Note

For details on displaying the Network Setting screen, refer to "Displaying the Network Settings
screen” on page 2-2.

S
+
TCP/IP Setting |

Hake a selection.

DNS Donain A
RAW Port Hunber A tBeralE®hilEes> ‘
IPu6 Settings J

DHS Server Settings

Ip Filtering,
<beny” Access)

IPsec Settings )

dministrator Settings> Network Settings> TCP/IP Setiings

IP Settings 4 DHS Host 4

17/04/2007 14:50 ‘ 0K |

Hemory 100% —_—
Item Definition Prior confirmation
TCP/IP Settings Select [ON].

IP Application Method

Select whether the IP address is automatically acquired or
directly specified.

IP application method to
be used

IP Application Method
Auto Setting

To automatically acquire the IP address, select the automat-
ic acquisition method.

IP Address

To directly specify the IP address, specify the IP address of
this machine.

IP address of this ma-
chine

Subnet Mask

To directly specify the IP address, specify the subnet mask
of the network to be connected.

Subnet mask of this ma-
chine

Default Gateway

To directly specify the IP address, specify the default gate-
way of the network to be connected.

Default gateway of this
machine

Dynamic DNS Settings

To automatically register the host name specified with [DNS
Host Name] for the DNS server that supports the Dynamic
DNS function, select [Enable].

Whether Dynamic DNS is
used

DNS Host Name

Specify the host name of this machine (up to 63 characters).

C353/C253/C203
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Item

Definition

Prior confirmation

DNS Domain Name Auto
Retrieval

Select whether to automatically acquire the name of the DNS
domain.
This item is enabled when the DHCP is enabled.

Whether automatic ac-
quisition is available with
DHCP

Default DNS Domain
Name

If not acquiring the DNS domain name automatically, specify
the domain name to which this machine belongs (up to 255
characters including the host name).

Default Domain Name

DNS Search Domain
Name 1to 3

Specify the DNS search domain name (up to 253 charac-
ters).

DNS Server Auto Obtain

Specify whether to automatically acquire the DNS server ad-
dress.
This item is enabled when the DHCP is enabled.

Whether automatic ac-
quisition is available with
DHCP

Priority DNS Server

If not automatically acquiring the DNS server address, spec-
ify the address of the priority DNS server.

Address of the server

Secondary DNS Server 1
and 2

Specify the address of an alternate DNS server.

Address of the server

Device Setting

On the Administrator Settings screen of the control panel, select [Network Settings] - [5 Detail Settings] - [1

Device Setting].

Specify the following settings.

¥
Detail
Settings
+
Device Setting |

Specify the network speed

HAC Address Network Speed

Auto Setting |

17/04/2007
Henory

14:51
1007

dninistrator Settings> Detail Settings> Device Setting

1["‘"][)3 Half Duplex 1UM|JPS Full Duplex
e
I 1Gbps Full Duplex

Item Definition Prior confirmation
MAC Address Displays the MAC address of the network interface card for
this machine.
Network Speed Specify the network speed.
1-3
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1.2

1.2.1

1.2.2

Using PageScope Web Connection

Specify settings for using PageScope Web Connection. This manual describes how to specify settings
required for each operation using PageScope Web Connection.

PageScope Web Connection is a device management utility supported by the HTTP server integrated into
the printer controller. Using a Web browser on a computer connected to the network, machine settings can
be specified and the status of the machine can be checked. Some settings can be specified from the
computer instead of from the machine control panel.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

\\/

| PSWC Settings |

|

| TCP Soc\ket Setting
|

| Use wi\th ssL? |
|

Yes No

\\/

| SSL/TLS Setting |

\L

| Finish |

TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

PSWC Settings

On the Administrator Settings screen of the control panel, select [Network Settings] - [3 HTTP Server
Settings].

Specify the following setting.

N

Note
For details on displaying the Network Setting screen, refer to "Displaying the Network Settings
screen” on page 2-2.

Specify the htip settings.

ministrator Settings > Network Settings > HTTP Server Settings

| Utility PSWC Settings

Adninistrator
Settings
+ -
Network o
Setiings
s

HITP Server |
Setbinds i

17/04/2007  14:52 0K

Hemory 100%
Item Definition Prior confirmation
PSWC Settings Select [ON].
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1.23 TCP Socket Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "TCP Socket Setting".

Specify the following settings.

N

Note
For details on logging in to Administrator mode of PageScope Web Connection, refer fo "Logging in
to Administrator mode of PageScope Web Connection" on page 17-6.

2 Network - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help e
£= IKONICA MINOLTA & Auministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting TCP Socket Setting
E-mail Setting (Turn the main switch OFF, and then ON  when changing TCP Socket)
¥ TCP Socket
LDAP Setti
it Fort Mumber (1-65535)
[P LAy ™ Use SSUILS
FTP Setting Pott MNo.(S5L) =S
SHMP Setting ¥ TCP Socket(ASCH Mode)
SMB Setting Port Mo.(ASCI Mode) 52160 [1-E5535)
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
Item Definition Prior confirmation
TCP Socket To use in the Flash format, select the "TCP Socket (ASCII
(ASCII Mode) Mode)" check box.
Port No. Specify the port number.
(ASCII Mode)

1.24 SSL/TLS Setting
Specifying settings for SSL-based communication

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.

C353/C253/C203 1-5



Setup items by operation

1.3 Logging in to Administrator mode of PageScope Web Connection

To specify settings for this machine with PageScope Web Connection, Administrator mode must be logged
in. The following shows how to log in to Administrator mode.

Q

Detail
When logged in to Administrator mode, the control panel of the machine is locked and cannot be used.

Depending on the status of the machine, you may not be able to log in to Administrator mode.

In the login page, select "Administrator”, and then click the [Login] button.

If necessary, select the display language and format. If "When in warning, the dialog is displayed."
check box is selected, warning messages appear during operation after logging in.

2 KONICA MINDLTA PageScope Web Connection - Microsoft Internet Explorer,

r

File Edit View Favorites Tools Help

< IErrast Web Connection

KONICA MINOLTA F

)

Language |OS Language (05 Language) V‘

Login ¢ Public User

@ Administrator

View Mode  Flash & HTML

Flash Player is necessary to see in Flash form. &iammes, e /2

User Assist I~ WWhen inwarning, the dialog is displayed.

Enter the password for the machine’s administrator.

‘2l Login - Microsoft Internet Explorer
4’

Eile Edit Vew Favorites Tools Help

|ErPASE \Web Connection

IKONICA MINOLTA 4

)

Administrator Password [ |

Click the [OK] button.
The Administrator mode page appears.

N

Reminder

If "Prohibited Functions When Authentication Error" in Administrator mode is set to "Mode 2" and an

incorrect password Is entered the specified number of times, it is no longer possible to log in to

Administrator mode. For details on the "Prohibited Functions When Authentication Failed" parameter,

refer to the User’s Guide [Copy Operations].
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1.4 Creating a certificate for this machine for SSL-based communication
Specify settings to create a certificate for this machine for SSL-based communication.

Creating a certificate for this machine encrypts communication from a client computer to this machine using
SSL in order to prevent disclosure of communication contents and password.

Specify the settings according to the following flowchart.

@ Self-sign
@ Issue by the certification au-
‘ thority ‘
@ @
Create a self-signed Certificate | Request a Certificate

| Install a Certificate

>|| Set an Encryption Strength

| Set Mode using SSL |

|

| Finish |

N

Detail

When specifying the following settings, communication from a client computer to this machine can be
encrypted using SSL. For details, refer to the respective sections.

"Using PageScope Web Connection" on page 1-4

"Printing (IPPS)" on page 1-67

"Using SSL for communication from Vista to this machine with Web Service” on page 1-81
"Using the TCP Socketl/OpenAPI function” on page 1-125

"Using FTP server/WebDAV server functions" on page 1-128
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1.4.1 Create a self-signed Certificate
In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" -
"SSL/TLS Setting" - [Setting] - "Create a self-signed Certificate".
Specify the following settings.
<3 Security - Microsoft Internet Explorer
Fle Edit View Favortes Tools Help ,'
£ KONICA MINOLTA &g Aarministrator
IEXEASE Web Connection & Feady o Soan
Model Mame: bizhub G353 [
Maintenance m. Box Print Setting Network
P Authentication Create a self-signed Certificate
» User Registration Cornmman Mame localhost
Organization | |
¥ Account Track Registration
Organizational Unit | |
| Locality | |
Y — State/Province | |
lon tor
Certificate Country :l
¥ Address Reference Setting Admin. E-mail Address | |
P Permission of Address
Change Walidity Stat Date
» Auto Lagout Validity Period |
Encryption Strength
DES, RC4-40, RC4-128, 3DES-168, AES-256 v
Mode using SSLTLS Admin. Mode and User Mode V|
Item Definition Prior confirmation
Common Name Displays the IP address or domain name of the machine.
Organization Enter the name of the organization or group used for creating
an organization certificate (up to 63 characters).
Organizational Unit Enter the name of the account used for creating an account
certificate (up to 63 characters).
Locality Enter the name of the locality used for creating a locality cer-
tificate (up to 127 characters).
State/Province Enter the name of the state/province used for creating a
state/province certificate (up to 127 characters).
Country When creating a country certificate, enter a two-character
country code regulated by ISO 3166.
United States: US, Great Britain: GB, ltaly: IT, Australia: AU,
The Netherlands: NL, Canada: CA, Spain: ES, Czech Repub-
lic: CZ, China: CN, Denmark: DK, Germany: DE, Japan: JP,
France: FR, Belgium: BE, Russia: RU
Admin. E-mail Address Enter the address for the administrator (up to 127 charac- Address for the adminis-
ters). trator
Validity Start Date Enter the starting date for the period of validity. Displays the
date and time when this page was displayed.
Validity Period Enter the number of days from the starting date for the peri-
od of validity for the certificate.
Encryption Strength Specify the encryption method.
Mode using SSL/TLS Specify the mode using SSL/TLS.
[OK] Creates a self-signed certificate. It may take a few minutes
to create a certificate.
C353/C253/C203 1-8
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1.4.2 Request a Certificate

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "SSL /
TLS Setting" - [Setup] - "Request a Certificate".

Specify the following settings.

2 Security - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

==

'

Chanye

Maintenance m. Box Print Setting Store Address Network

P Authentication
* User Registration

¥ Account Track Registration

Organizational Unit
Locality

¥ Action for Invalid
Certificate

» Address Reference Setting Admin. E-mail Address

* Permission of Address

» Auto Logout

£ KONICA MINOLTA & Administrator
IE 125 Web Connection & Feady o Soan
Model Mame: bizhub G353 [

Request a Certificate
Carnran Narme localhost

Organization

State/Province

I
I
I
I
Country |:|
I

Item

Definition

Prior confirmation

Common Name

Displays the IP address or domain name of the machine.

Organization

Enter the name of the organization or group used for creating
an organization certificate (up to 63 characters).

Organizational Unit

Enter the name of the account used for creating an account
certificate (up to 63 characters).

Locality

Enter the name of the locality used for creating a locality cer-
tificate (up to 127 characters).

State/Province

Enter the name of the state or province used for creating a
state/province certificate (up to 127 characters).

Country

When creating a country certificate, enter a two-character
country code regulated by ISO 3166.

United States: US, Great Britain: GB, ltaly: IT, Australia: AU,
The Netherlands: NL, Canada: CA, Spain: ES, Czech Repub-
lic: CZ, China: CN, Denmark: DK, Germany: DE, Japan: JP,
France: FR, Belgium: BE, Russia: RU

Admin. E-mail Address

Specify the address for the administrator (up to 127 charac-
ters).

Address for the adminis-
trator

[OK]

Creates certificate signing request data.

C353/C253/C203
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2 Security - Microsoft Internet Explorer
Edit

Eile View Favorites Tools  Help

£ KONICA MINOLTA

IEXEASE Web Connection
Model Name: bizhub C353

Maintenance

P Authentication
* User Registration

¥ Account Track Registration

¥ SSL/TLS Setting
» SSL/TLS Setting

¥ Action for Invalid
Certificate

¥ Address Reference Setting

* Permission of Address
Chanye

» Auto Logout

& Administrator

@ Ready to Scan
ﬁ Ready to Print

Box Print Setting Store Address Network

Certificate Sighing Re¢quest Data

>

MICaTCCARMCEAZ LyeBpBOLAgRUOYGPzYwD

QY JKoZ hveMAQEEBQAwgakxFjAl
ByMvBALTDYZemlTaVWduLCBJbmMxRzBFBghy  —
BAsTPnd3dy52 7 )pc2inbisjb20v
crvwb3MpdG8yeS8UZNOQT BTIEIUY2SycC4gQnk
gUrmLiBMaVWFILIBMYE QuilUYw
RAYDWQOLEZ1Gh3lgWmyyavNp 24y XvaG9ya
HplZCBOZNOaYWSnI GIubHKkulESy

IGF ze3%y Va2 KEMpY I OTKIMBAXD TAY M v

Item Definition Prior confirmation
Certificate Signing Re- Displays certificate signing request data.
quest Data
[Save] Saves certificate signing request data in the computer as a
file.
143 Install a Certificate
In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "SSL /
TLS Setting" - [Setup] - "Install a Certificate".
After requesting a certificate to the certification authority, install the certificate sent from the certification
authority on this machine.
| Security - Microsoft Internet Explorer
Fle Edit View Favortes Tools Help -:,'
£ KONICA MINOLTA & Administrator
IEXEASE Web Connection & Feady o Soan
Model Mame: bizhub G353 [
Maintenance m. Box Print Setting Store Address Network
P Authentication Install a Certificate
* User Registration RyMIUB0sgvpl Y g4 SAHW L sIGS ~
q05yaGaSEmwt] +equmvgrmnpsoz EKURZIS A TCKa
* Account Track Registration mE3bYPunkCkF GwF ppQ3FFPaUE
Qoz/zoF3AgMBAAEWD QY JIKoZ IhveMARQEEBQAD
QODFYUMEOTALIUsBogAQZ1 yHXI<M
- b2Z7 ZTUWI+UIQIC rAaNgOf lbwr AR 3WEp kS 0Ag
Y S S | EMD CERTIFICATE v
Certificate
¥ Address Reference Setting
P Permission of Address
Chanye
» Auto Logout
Item Definition Prior confirmation
Install a Certificate Paste text data sent from the certification authority.
[OK] Moves to the Set an Encryption Strength and Set Mode us-
ing SSL screen.
C353/C253/C203 1-10
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& Security - Microsoft Internet Explorer,

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar

IEX 245 Web Connection gt resaytoscen

Model Mame: bizhub (353 [ L
Maintenance Box Print Setting Store Address Network
* Authentication Set an Encryption Strength
» User Registration Encryption Strength
|DES‘ RC4-40, RC4-128, IDES-168, AES-256 4
¥ Account Track Registration

V SHALS ity Set Mode using SSL
» SSL/TLS Setting Mode using SSLTLS Admin, Mode and User Made v

* Action for Invalid
Certificate

» Address Reference Setting

* Permission of Address
Change

* Auto Logout

Item Definition Prior confirmation
Encryption Strength Specify the encryption method.

Mode using SSL/TLS Specify the SSL/TLS application range.

[Install] Installs the certificate.

1.4.4 Set an Encryption Strength

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" -" SSL /
TLS Setting" - [Setup] - "Set an Encryption Strength".

Specify the following setting.

2} Security - Microsoft Internet Explorer

file Edt Wew Favortes Took Help
£= KONICA MINOLTA B Adrinistrator
IEr 125 Web Connection e Reacy toscen
Madel Name: bizhub C353 & e P
Maintenance w. Box Print Setting Store Address Network
¥ Authentication Set an Encryption Strength
» User Registration Encryption Strength
DES, RC4-40, RC4-128, 3DES-168, AES-256 Vl
¥ Account Track Registration

¥ SSL/TLS Setting
0K Cancel
P SSL/TLS Setting -

* Action for Invalid
Certificate

» Address Reference Setting

* Permission of Address
Change

» Auto Logout

» Administrator Password
Setting

Item Definition

Encryption Strength

Prior confirmation

If necessary, change the set encryption strength. Specify the
encryption strength.
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1.4.5 Set

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" -

Mode using SSL

TLS Setting" - [Setup] - "Set Mode using SSL".
Specify the following setting.

] Security - Microsoft Internet Explorer

Fle Edt Wew Favorktes Tools Help

& Administrator

9 Ready to Scan
G] Ready to Print

box

Logout

£ KONICA MINOLTA

IE* 1455 Web Connection
Model Names bizhub C353

Maintenance Print Setting Store Address Network

¥ Authentication Set Mode using SSL

Mode using SSLTLS

Admin. Mode and User Mode

¥ User Registration

* Account Track Registration

¥ SSL/TLS Setting
» SSL/TLS Setting

* Action for Invalid
Certificate

» Address Reference Setting

* Permission of Address
Change

* Auto Logout

* Administrator Password
Setting

"SSL/

Item

Definition

Prior confirmation

Mode using SSL/TLS

If necessary, change the set SSL/TSL application range.
Specify the SSL/TLS application range.

1.4.6

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" -

Remove a certificate

TLS Setting" - [Setup] - "Remove a Certificate".

"SSL/

If necessary, remove the certificate installed on this machine. To remove the installed certificate, click [OK].

Q

C353/C253/C203

] Security - Microsoft Internet Explorer

Fle Edt Wew Favorktes Tools Help

& Administrator

9 Ready to Scan
G] Ready to Print

Maintenance m. Box

£ KONICA MINOLTA

IE* 1455 Web Connection
Model Name: hizhub C353
Print Setting

Store Address Network

Logout

» Authentication Remeove a Certificate

" - i ?
» User Registration Are you sure you want to remove the certificate

* Account Track Registration

¥ SSL/TLS Setting
» SSL/TLS Setting

* Action for Invalid
Certificate

» Address Reference Setting

* Permission of Address
Change

* Auto Logout

* Administrator Password
Setting

Detail
If Enhanced Security Mode is set to "ON", the certificate cannot be removed.
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1.5 Acquiring the certificate for this machine
Acquire the certificate for this machine at the user side.

Download the created certificate for this machine by accessing this machine with PageScope Web
Connection. Once the certificate for this machine is acquired, messages are encrypted based on the acquired
certificate (public key), and then sent from the user to this machine.

Specify the settings according to the following flowchart.

| Create a certificate |

\\/

| Download a certificate

\L

| Finish |

Q

Detail
Users can acquire the certificate for this machine by receiving a message with a digital signature
attached from this machine. For details on sending E-Mails with the digital signature attached, refer to
"Sending scan data by E-mail (With the digital signature attached)" on page 7-31.
1.5.1 Create a certificate
Create a certificate for this machine.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.

1.5.2 Download a certificate

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting"- [Setup]
- "Certificate Download".

To download a certificate to the computer, click [Download].

‘3 Result - Microsoft Internet Explorer |Z||E‘

Elle Edit Wew Favorites Tools Help

:r'

Preparation for dowmload has been completed Click the "Daownload"
button to start the save When the save is completed, click the "Back"
button
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1.6 Registering a user certificate in this machine
Register a user certificate in this machine

When registering a certificate in this machine, the following methods are available: manual registration at the
time of address registration and auto registration by sending a message with a digital signature attached.
Once the certificate for this machine is registered, messages are encrypted based on the registered
certificate, and then sent from the user to this machine.

Specify the settings according to the following flowchart.

@ Manual registration
@ Auto registration ‘

|
0] ®
| |

| E-mail Address Automatically Obtain Certificates |

L

| Finish |

1.6.1 E-mail Address

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Address Book" -
"Store Address" - [New Registration] - "Address Book (E-mail)".

Specify the following setting.

2l Store Address - Microsoft Internet Explorer

File Edit View Favorites Tools Help ,'
£ KONICA MINOLTA L& Adrinistrstor
IEFEASE Web Connection 5 Feacyto sean

Model Narne: bizhub C353 & oo 0P

Maintenance Security Box Print Setting Slum Address Network
¥ Address Book Address Book (E-mail)

* Store Address Mo

& Use opening number

* lcon

© Direct Input I:l
» Group

MName I
* Program Inde
" Temporary One-Touch Specify & keyward for address search and display by registered name.
- Subjct

M

» Text ain

[
IS Destination Information

* Header Information E-mail Address

I Registration of Certification Information

' Registration of Certification Information

|CBrowse...

" Deletion of Centification Information

Limiting Access to Destinations
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Item

Definition

Prior confirmation

Registration of Certifica-
tion Information

Select the "Registration of Certification Information" check
box. To specify a storage location of certification information
to be registered, click [Browse].

Only files in the DER (Distinguished Encoding Rules) format
are supported for certificate information.

To delete the certificate information, select "Deletion of Cer-
tification Information".

Certificate storage loca-
tion

N

Reminder

If the E-mail address to be registered does not match the E-mail address of the certificate, the
certificate cannot be registered. Confirm whether both E-mail addresses match, and then register the

certificate.

1.6.2 Automatically Obtain Certificates

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "S/MIME".

Specify the following settings.

2 Network - Microsoft Internet Explorer Q@ng
L
iy

Fie Edit Wiew Favorites Tools Help

E-mail RX {POP)

Bonjour Setting

£= KONICA MINOLTA &y Agrinistrator 2
IEF EASE Web Connection &G Resly to Sean
Model Marne: bizhub C353 ﬁ]aeadym Print @]
Maintenance Security Box Print Setting Store Address
TCPIP Setting S/MIME
|_SMMIME Camm Setting ON v |

(Toselect ON, the administrator's e-mail address specified in the device registration
needs to correspond with the e-mail address specified at the time of certification

E-mail TX (SMTP} creation))
Digital Signature Do not add signature %

I.Fax Advanced Setting E-Mail Text Encrypt. Method 3DES v
LDAP Setting Autornatically Obtain Certificates oM » I
IPP Setting Print SMIME information OFF »
FTP Setting
SNMP Setiing
SMB Setting

Web Service Settings

NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting
TCP Socket Setting

Item Definition Prior confirmation
S/MIME Comm. Setting Select "ON".
Automatically Obtain Select "ON".
Certificates
Detail

After specifying settings for "Automatically Obtain Certificates”, register the E-mail address for which a
certificate is to be registered in Address Book. After registering the E-mail address, send the message
with a digital signature attached from the computer on the network to this machine. If the E-mail

address registered in this machine matches the E-mail address of the received certificate, the certificate
/s automatically registered.
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1.7 Specifying the date and time on this machine

Specify the date and time of the internal clock of this machine.

The following specification methods are available: manual specification and acquisition from the NTP server

via the network.

To use the fax function on this machine, specify the date and time of this machine in advance. Also, to make
this machine log in to the Active Directory, it may be necessary to specify the date and time of this machine.

Specify the settings according to the following flowchart.

| I Use NTP?

No

Manual Setting

Yes

|

TCP/IP Settings

L

Time Zone

L

| Time Adjustment Setting

L

| Finish

Detail

The following sections contain descriptions on the settings to make this machine log in to the Active

Directory. For details, refer to the respective sections.

"Searching for E-mail addresses from the LDAP server” on page 1-35
"Limiting users using this machine (Active Directory)" on page 1-102

1.7.1 Manual Setting

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Date/Time Setting" -

"Manual Setting".
Specify the following settings.

<} Maintenance - Microsoft Internet Explorer

Fle Edt Wiew Favortes Tools Help

CBX

’r’

* Timer Setting
* Network TWAIN
* Reset

* External Memory Function
Settings

* Header/Footer Registration

* License Settings

£ KONICA MINOLTA £ Administrator
|§_’E€§p§ Web Connection e reacyto scan
Modal Mame:bizhub G353 [
Security Box Print Setting Store Address Hetwork
* Meter Count Manual Setting
* ROM Version Date
5 1 Year 2007
mport/Export
Honth B
* Status Notification Setting -
Day -12
* Total Counter Notification
Setting Time
Hour 0
* Machine Setting
Minute -54
* Online Assistance
Time Zone GMT
¥ Date/Time Setting
I™ Daylight Saving Time I:| (1-150)
» Manual Setting
* Time Adjustment Setting
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Item Definition Prior confirmation
Year Enter the year.

Month Enter the month.

Day Enter the day.

Hour Enter the hour.

Minute Enter the minutes.

Time Zone Select the time difference from GMT. Time zone

Daylight Saving Time If necessary, specify the daylight saving time setting.

1.7.2 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
1.7.3 Time Zone

On the Manual Setting screen, specify setting for "Time Zone".

For details, refer to "Manual Setting" on page 1-16.
1.7.4 Time Adjustment Setting

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Date/Time Setting" -
"Time Adjustment Setting".

Specify the following settings.

-3 Maintenance - Microsoft Internet Explorer EHEE\

File Edit Wew Favorites Tools Help :,'

£ KONICA MINOLTA &g Adinistrator

IEX 525 Web Connection &R recy o scan
Model Name:bizhub G353 & oo 0P

| Security Box Print Setting Store Address Network

* Meter Count Time Adjustment Setting

* ROM Version Time Adjustrent Setting

»* Import/Export NTP Server Address I” Please check to enter host name.

L . |oooo
* Status Notification Setting

Port No. _123 1-65535:
* Total Counter Notification ¢ )
Setting

* Machine Setting ‘ Adjust I‘ Cancel

* Online Assistance

¥ Date/Time Setting

* Manual Setting

» Time Adjustment Setting

* Timer Setting

* Network TWAIN
* Reset

* External Memory Function
Settings

* Header/Footer Registration

¥ License Settings

Item Definition Prior confirmation
Time Adjustment Setting | Select "ON".

NTP Server Address Specify the NTP server address. (Format; "*«* »* ** et Address of the server
Range for ***: 0 to 255)

If the DNS server is specified, the address can be specified
using the host name.

This item can also be specified with IPv6.
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Item Definition Prior confirmation

Port Number Default setting: 123 Port number for the serv-
Specify the port number. er

[Adjust] Connects to the NTP server with the specified conditions to

adjust the time.
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1.8

1.8.1

Sending scan data to a Windows computer
Specify settings for sending scan data to a Windows computer.

Scan data can be sent directly to a computer specified on the network. In order to perform a Scan to PC
(SMB) operation, first specify shared file settings in Windows on the computer receiving the data.

To specify a computer on another network using Windows name (NetBIOS name), a WINS server must be
used.

This machine supports the direct hosting service. To send data in the IPv6 environment, the Direct Hosting
setting must be enabled. When the Direct Hosting setting is enabled, the destination computer can be
specified using the IPv6 address or the computer (host) name. When the destination is specified with the
computer (host) name, this machine uses the DNS server to acquire the IPv6 address.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

| Client Setting |

L

‘ I IPv6 environment? | |

No Yes
l |
Use the WINS server? }— Direct Hosting Setting
Yes No
| WINS Setting
L

| Finish

N

Note
For details on registering SMB addresses, refer to "Registering or editing an address book
destination" on page 1-155.

For details on the SMB-based file transmission, refer to the User’s Guide [Network Scan/Fax/Network
Fax QOperations].

TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

To send data in the IPv6 environment, the Direct Hosting setting must be enabled. To specify the destination
computer with the computer (host) name, prepare a DNS server and be sure to specify the DNS settings of
this machine correctly.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.8.2 Client Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "SMB Setting" - "Client
Setting".
Specify the following settings.
<3 Network - Microsoft Internet Explorer. E”E\E|
Fle Edit View Favortes Tools Help ,'
£= IKONICA MINOLTA & Auministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Client Setting
E-mail Setting SMEB Tx Setting ON v
LDAP Setting NTLM Setting vl v
IPP Setiing Uger Authentication(MTLM) oM
FTP Setting
SNMP Setting
WINS Setting
Print Setting
Direct Hosting Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
SMB TX Setting Select "ON".
NTLM Setting Specify the NTLM version. Destination OS
To perform SMB TX to Mac OSX, Samba (Linux/Unix), spec-
ify "v1".
To perform SMB TX to Windows 98SE/Windows Me, specify
"vi/v2" or "v1".
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1.8.3

Direct Hosting Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "SMB Setting" - "Direct

Hosting Setting".
Specify the following setting.

2l Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help

FTP Setting

SHMP Setting

WINS Setting
Client Setting

Print Setting

Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting

TCP Socket Setting

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Direct Hosting Setting
E-mail Setting Direct Hosting Setting an- o«
LDAP Setting
IPP Setting

Item Definition Prior confirmation

Direct Hosting Setting To use the direct hosting service, select "ON". Whether the IPv6 envi-
To communicate with the destination using an IPv6 address, ronment is available
select "ON".

C353/C253/C203
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1.8.4

WINS Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "SMB Setting" - "WINS

Setting".

Specify the following settings.

2 Network - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

£ KONICA MINOLTA & Administrator
IE 125 Web Connection & Feady o Soan
Mode| Mame: bizhub C353 ﬁ Readly to Print
Maintenance Security Box
TCP/IP Setiing WINS Setting
WINS

E-mail Setting

LDAP Setting Auto Obtain Setting

IPP Setting WINS Server Addressi

WINS Server Address2
FTP Setting eTver Actess

Node Type Settin
SNMP Setting e 9

Client Setting

Print Setting

Direct Hosting Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting

TCP Socket Setting

Print Setting

N v
Enable v
0.0.0
0.0.0

Store Address

UJDDIi
=
&
o
@
<

Item

Definition

Prior confirmation

WINS

To use the WINS server, select "ON".

Auto Obtain Setting

To automatically obtain the WINS server address, select

"Enable".

This item is enabled when the DHCP is enabled.

Whether automatic ac-
quisition is available with
DHCP

WINS Server Address 1
and 2

Specify the WINS server address. (Format: " x =t

Range for ***: 0 to 255)

Address of the server

Node Type Setting

Specify the name resolution method.
e B Node: Query by broadcast
e P Node: Query to WINS server

e M Node: Query in the order of broadcast, then WINS

server

e H Node: Query in the order of WINS server, then broad-

cast
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1.9 Sending scan data by E-mail
Specify settings for sending scan data by E-mail.
Scan data can be sent to a specified E-mail address as an attached file of the message.
If the SMTP server supports SMTP over SSL or STARTTLS, setting is recommended. Because
communication can be encrypted by SSL/TLS, the machine can communicate securely with the server.
If the SMTP server requires SMTP authentication, the SMTP authentication setting must be specified.
If the SMTP server requires POP before SMTP authentication, the POP before SMTP authentication setting
must be specified. In addition, if the POP server supports POP over SSL or APOP authentication, settings for
these can be specified.
Specify the settings according to the following flowchart.
TCP/IP Settings
| Emaitx@smrp |
s
Communicate with the SMTP -
server using SSL/TLS? SMTP Authentication? —— POP before SMTP?
Yes Yes No Yes No
SMTP over SSL/Start TLS | | smTP Authentication | POP before SMTP
@ POP over SSL? |
@ APOP?
Yes No
@ POP over SSL
@ APOP Authentication
| Finish
Note
For details on registering E-mail addresses, refer to "Registering or editing an address book
destination"” on page 1-155.
For details on the E-mail-based file transmission, refer to the User’s Guide [Network Scan/Fax/Network
Fax Operations].
1.9.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.
For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.9.2 E-mail TX (SMTP)
E-mail TX (SMTP)
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
TX (SMTP)".
Specify the following settings.
2 Netwark - Microsoft Internet Explorer [
Fle Edit View Favortes Tools Help ,'
£ KONICA MINOLTA & Acministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/P Setting E-mail TX {SMTP}
¥ E-mail T Setting
E.mall RX (POP) Scan to E-rail Oh  w
E-mail Motification
Tatal Counter Notification on  »
BAUILLE SMTH Server Address " Please check to enter host name
I-Fax Advanced Setting 0000
LFAP Efeiiitog) Use 35LTLS OFF -
IPP Setting Port Murnber {1-55535)
FTP Setting Port No.(S5L) 52 | e
SHMP Setting Connection Timeout B0 % zec
SMB Setting Max Mail Size
Web Service Settings Server Capacity |:|Mbyte(1-1DDj
Bonjour Setting Adrnin. E-rnail Address admin@co.jp
. Device Mail Address |
e eieeting Authentication Setting
AppleTalk Setting POP befare SMTP OFF v
Netwaork Fax Setting POP befare SMTP Time sec (0-60)
WebDAV Settings 7 SMTP Authentication
OpenAPl Setting User D [
TCP Socket Setting Passuord |
Domain Name |
[ Binary Division
Divided hiail Size |:|l<byte
£100-15000; Stepl00)
Item Definition Prior confirmation
E-mail TX Setting Select the "E-mail TX Setting" check box.
Scan to E-mail Select "ON".
SMTP Server Address Specify the SMTP server address. (Format; " o x x| Address of the server
Range for ***: 0 to 255)
If the DNS server is specified, the address can be specified
using the host name.
This item can also be specified with IPv6.
Port Number Default setting: 25 Port number for the serv-
Specify the port number. er
Connection Timeout Specify the time period before the server connection times
out.
Max Mail Size Select whether to limit the size of sent messages.
Server Capacity To limit the maximum mail size, specify the max. allowance Receiving limit of the
of the mail size including the attached file. server
Mails exceeding the maximum allowance are removed.
If a mail is separated, this setting is disabled.
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Item

Definition

Prior confirmation

Admin. E-mail Address

The administrator address specified in "Machine Setting" in
the Maintenance tab in Administrator mode of PageScope
Web Connection is displayed.

Binary Division

To divide an E-Mail, select the "Binary Division" check box.
If the mail software used for receiving mails does not have
the mail restore function, the mails may not be read.

Restore function of the
mail soft

Divided Mail Size

To divide the mail, specify a divided mail size.

Receiving limit of the
server

Admin. E-mail Address

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Machine Setting".

Specify the administrator address.

2l Maintenance - Microsoft Internet Explorer

Ele Edt ¥ew Favortes Tools Help

* Meter Count
* ROM Version

* Import/Export

Setting

* Timer Setting

* Reset

Settings

£ KONICA MINOLTA

IEr£45% Web Connection
Model Mame:bizhub C353

| Maintenance Security

* Status Notification Setting

* Total Counter Notification

I ® Machine Setting

¥ Online Assistance

* Network TWAIN

* License Settings

&. Administrator Logout @
®Ready to Sean
ﬁ]Ready to Print @
Box Print Setting Store Address Network
Machine Setting
Device Name | ‘
Device Location | \
Administrator Name | ‘
| Admin. E-mail Address | ‘ |

* Date/Time Setting

* External Memory Function

* Header/Footer Registration

Item

Definition

Prior confirmation

Admin. E-mail Address

Specify the address for the administrator (up to 128 charac-
ters).

If the administrator address is not set, messages cannot be
sent.

The set address is displayed on the transmitter section of the
message. Before messages are sent, the address can be
changed to one other than the administrator address from
the control panel.

Address for the adminis-
trator

Q

Detail

If "Change the From Address" is set to "Restrict”, the From address cannot be changed when sending
an E-Mail message. For details, refer to the User’s Guide [Network Scan/Fax/Network Fax Operations].
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1.93 SMTP over SSL/Start TLS
E-mail TX (SMTP)
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
TX (SMTP)".
Specify the following settings.
Item Definition Prior confirmation
Use SSL/TLS To encrypt communication between this machine and the Whether the sever sup-
SMTP server using SSL/TTS, select "SMTP over SSL" or ports SSL or STARTTLS
"Start TLS".
Port Number Default setting: 25 Port number for the serv-
If "Start TLS" is selected, specify the port number. er
Port No. (SSL) Default setting: 465 Port number for the serv-
If "SMTP over SSL" is selected, specify the port number to er
be used for SSL communication.
Action for Invalid Certificate
In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "Action
for Invalid Certificate".
Specify the following settings.
A Security - Microsoft Internet Explorer
File Edit Wew Favorites Tooks Help Iz
£ KONICA MINOLTA & Aarivisirator [ togor |
IE 2455 Web Connection &G Ready o Sean
Model Names bizhub C353 & oo P
Maintenance Box Print Setting Store Address Network
* Authentication Processing Method
» User Registration Action for Invalid Certificate
Lt t Track Regi i
P SSL/TLS Setting
Certificate
» Address Reference Setting
» Permission of Address
Change
* Auto Logout
» Administrator Password
Setting
Item Definition Prior confirmation
Action for Invalid Certifi- Specify the operation when the validity period for the re-
cate ceived certificate has expired.
If "Continue" is selected, processing continues even if the
date of the certificate is invalid.
If "Delete the Job" is selected, the job is deleted if the date
of the certificate is invalid.
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1.9.4 SMTP Authentication
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
TX (SMTP)".
Specify the following settings.

Item Definition Prior confirmation

SMTP Authentication To perform SMTP authentication, select the "SMTP Authen- | Whether the sever re-
tication" check box. quests SMTP

User ID Specify the user ID for the SMTP authentication (up to 255
characters).

Password Specify the password for the SMTP authentication (up to 128
characters).

Domain Name Specify the domain name for the SMTP authentication (up to Authentication method
255 characters).

If the authentication method is Digest-MD5, the domain
name must be specified.

Authentication Settings Specify whether to synchronize with user authentication. Whether to synchronize
When user authentication is performed, this item is dis- the user authentication
played.

Detail
A SMTP authentication method that is supported by the SMTP server and provided with the strongest
encryption strength is automatically selected from Digest-MD5, CRAM-MD5, PLAIN, and LOGIN.
If there is just one domain (realm) to which the user belongs, it is notified from the SMTP server at the
time of initial communication, and communication is automatically made using the domain name.
Therefore, no domain name setting on this machine is not required. If there are two domains or more
fo which the user belongs, however, specify the domain name to which the user belongs.
1.9.5 POP before SMTP
POP before SMTP
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
TX (SMTP)".
Specify the following settings.
Item Definition Prior confirmation
POP before SMTP To perform POP before SMTP, select "ON". | Whether the sever requires POP before
SMTP authentication
POP before SMTP Time Specify the time period to access the SMTP Whether the POP server is different from
server after logging in to the POP server. the SMTP server
Detail
If the POP server is different from the SMTP server, the POP server informs the SMTP server that it has
been logged in. Therefore, if the set POP before SMTP time is too short, messages may not be sent.
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E-mail RX (POP)

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail

RX (POP)".

Specify the following settings.

A Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help A
£ IKONICA MINOLTA &jp Administratar =
IEX 245 Web Connection gt resaytoscen
Model Name: bizhub G353 [ L 2|
Maintenance Security Box Print Setting Store Address
TCP/IP Setting E-mail RX (POP)
E-mail RX Setting an- o«
POP Sewer Address I” Please check to enter host name.
) [ooon |
E-mail TX (SMTP)
Login Mame | |
S/IMIME
Pazgword
I-Fax Advanced Setting
APOP Authentication OFF »
LDAP Setting
d MDM Response
aeeting Connection Timeout 30 ¥ cec
FTP Setting Part Mumber IHD—| (1-55635)
SHMP Setting I Use SSLTLS
SME Setting Fort Mo.(S5L) [ tessas
Web Service Settings I Check for New Messages
Bonjour Setting Pulling Interval I:lmin. (1-50)
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting
TCP Socket Setting

Item

Definition

Prior confirmation

E-mail RX Setting

To perform POP before SMTP, select "ON".

POP Server Address

Specify the POP server address. (Format:
Range for ***: 0 to 255)
If the DNS server is specified, the address can be specified
using the host name.
This item can also be specified with IPv6.

Wikkk Fokk Fokk Hkokll

Address of the server

Login Name Enter the login name for the POP server (up to 63 charac-
ters).
Password Specify the password for logging in to the POP server (up to

15 characters).

Connection Timeout

Specify the time period before the server connection times

out.
Port Number Default setting: 110 Port number for the serv-
Specify the port number. er
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1.9.6

POP over SSL

E-mail RX (POP)

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail

RX (POP)".
Specify the following settings.

Item Definition

Prior confirmation

Use SSL/TLS To encrypt communication between this machine and the
POPS server using SSL, select the "Use SSL/TLS" check

box.

Whether the sever sup-
ports SSL

Port No. (SSL) Default setting: 995

Specify the port number used in SSL communication.

Port number for the serv-
er

Action for Invalid Certificate

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "Action

for Invalid Certificate".

Specify the following settings.

-2 Security - Microsoft Internet Explorer

P SSL/TLS Setting
* Action for Invalid
Certificate
» Address Reference Setting

* Permission of Address
Change

* Auto Logout

¥ Administrator P assword
Setting

Fle Edt Wew Favortes Tooks Help Iz

£ KONICA MINOLTA & Aarivisirator [ togor |

IEFS25E Web Connection e mesayta szen

Model Names bizhub C353 & oo P
Maintenance Box Print Setting Store Address Network

* Authentication Processing Method

¥ User Registration Action for Invalid Centificate

Lt t Track Regi i

¥ SSLAILS Setting

Item Definition

Prior confirmation

Action for Invalid Certifi- Specify the operation when the validity period for the re-
cate ceived certificate has expired.

If "Continue" is selected, processing continues even if the
date of the certificate is invalid.

of the certificate is invalid.

If "Delete the Job" is selected, the job is deleted if the date
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1.9.7 APOP Authentication

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
RX (POP)".

Specify the following settings.

Item Definition Prior confirmation
APOP Authentication To encrypt the login name and password when logging in to Whether the sever re-
the POP server, select "ON". quests APOP

Q

Detail
When the POP server is logged in with APOP, the password is encrypted with Digest-MDb5. If "ON" is
specified for APOP authentication, you cannot log in to the server if the POP server does not support
APORP.
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1.10 Sending scan data by E-mail (With the digital signature attached)
Specify settings for sending scan data by E-mail with the digital signature attached.
When scan data is sent by E-mail, it can be sent with the digital signature attached.

The certificate for this machine can be sent to the user by sending a message with the digital signature
attached. Users can encrypt the message to send to this machine using the received certificate.

Communication by combining POP before SMTP, APOP, SMTP authentication or encryption using SSL/TLS
is available. For details, refer to "Sending scan data by E-mail" on page 1-23.

Specify the settings according to the following flowchart.

| TOP/PSettings |

| Emaitx@emre) |

|
| Create a éertificate |

\,

I S/MIME |
\‘/ \
Communicate with the SMTP "
— ?2 ?
server using SSL/TLS? SMTP Authentication? POP before SMTP?
Yes No Yes No Yes No
| | L
SMTP over SSL/Start TLS | | swTP Authentication | | POP before smTP
@ POP over SSL? |
@ APOP?
Yes No
@® POP over SSL
@ APOP Authentication
\ \\/
Finish

1.10.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.10.2  E-mail TX (SMTP)
Specify settings for sending messages.
For details, refer to "E-mail TX (SMTP)" on page 1-24.

1.10.3 Create a certificate
Create a certificate for this machine.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.
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1.104 S/MIME
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "S/MIME".
Specify the following settings.

<3 Network - Microsoft Internet Explorer. |Z||E\
Fle Edit View Favortes Tools Help A ,'
£ KONICA MINOLTA & Administrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting S/MIME
SMIME Comm. Setting Ol v
E.mail RX (POP) (To gelect ON, the administrator's e-.mall address specified in t.he device reglslratmn
needs o correspond with the e-mail address specified atthe time of certification
E-mail TX (SMTP) creation)
Digital Signature
IFax Advanced Setting E-Mdail Text Encrypt. Method 3DES v
LDAP Setting Autormatically Obtain Cettificates
IPP Setiing Print S/MIME information
FTP Setting
SNMP Setting
SMB Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
S/MIME Comm. Setting Select "ON".
Digital Signature Select "Always add signature" or "Select when sending".

1.10.5 SMTP over SSL/Start TLS
Specify the settings for SMTP over SSL/Start TLS.
For details, refer to "SMTP over SSL/Start TLS" on page 1-26.

1.10.6 SMTP Authentication
Specify the settings for SMTP authentication.
For details, refer to "SMTP Authentication" on page 1-27.

1.10.7 POP before SMTP
Specify the settings for POP before SMTP.
For details, refer to "POP before SMTP" on page 1-27.

1.10.8 POP over SSL
Specify the settings for POP over SSL.
For details, refer to "POP over SSL" on page 1-29.

1.10.9 APOP Authentication
Specify the settings for APOP authentication.
For details, refer to "APOP Authentication" on page 1-30.
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1.1

11141

1.11.2

Sending scan data by E-mail (Public key-based encryption)

Specify settings for sending scan data as a message encrypted by public keys.

When scan data is sent by E-mail, the scan data can be sent by encrypting it using the user certificate

registered in this machine in advance.

Sending encrypted messages prevents disclosure of information to third parties on the transmission path. In
addition, if the message is encrypted by attaching the digital signature, authentication of this machine and

message is possible. For details on attaching the digital signature to messages, refer to "Sending scan data
by E-mail (With the digital signature attached)" on page 1-31.

Communication by combining POP before SMTP, APOP, SMTP authentication or encryption using SSL/TLS
is available. For details, refer to "Sending scan data by E-mail" on page 1-23.

Specify the settings according to the following flowchart.

| TOP/P Settings |

| Emaitxsmre) |

S/MIME |

L

A\

Communicate with the SMTP
server using SSL/TLS?

SMTP Authentication? |—

POP before SMTP?

Yes

Yes No

Yes

L

SMTP over SSL/Start TLS |

| smTP Authentication |

POP before SMTP

L

@® POP over SSL?

@ APOP?
|

Yes

L

@® POP over SSL
@ APOP Authentication

J

Finish

Q

Detail

Addresses for which no certificate is registered are not selectable. To encrypt messages for sending,

register the user certificate in this machine in advance. For details, refer to "Registering a user

cerltificate in this machine" on page 1-14.

TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

E-mail TX (SMTP)

Specify settings for sending messages.
For details, refer to "E-mail TX (SMTP)" on page 1-24.
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1.11.3 S/MIME
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "S/MIME".
Specify the following settings.

A Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting S/MIME
| sMmE Cornrm Setting [on v

(To select OR, the adrinistrator's e-mail address specified in the device registration

(Borar | G (el needs to carraspond with the e-mail address specified at the fime of cerliication

E-mail TX (SMTP) treation)
Digital Signature W‘
IFax Advanced Setting E-Mail Text Encrypt. Method 3DES V|

LDAF Setting Automatically Obtain Certificates M

[y Print SAMIME infarmatian

FTP Setting

SNMP Setting

SMB Setting

Web Service Settings

Bonjour Setting

NetWare Setting

AppleTalk Setting

Network Fax Setting

WebDAV Settings

OpenAPl Setting

TCP Socket Setting
Item Definition Prior confirmation
S/MIME Comm. Setting Select "ON".
E-Mail Text Encrypt. Specify the encryption type for the body of E-mail messages.
Method

1.11.4 SMTP over SSL/Start TLS
Specify the settings for SMTP over SSL/Start TLS.
For details, refer to "SMTP over SSL/Start TLS" on page 1-26.

1.11.5 SMTP Authentication
Specify the settings for SMTP authentication.
For details, refer to "SMTP Authentication" on page 1-27.

1.11.6 POP before SMTP
Specify the settings for POP before SMTP.
For details, refer to "POP before SMTP" on page 1-27.

1.11.7 POP over SSL
Specify the settings for POP over SSL.
For details, refer to "POP over SSL" on page 1-29.

1.11.8 APOP Authentication
Specify the settings for APOP authentication.
For details, refer to "APOP Authentication" on page 1-30.
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1.12 Searching for E-mail addresses from the LDAP server

Specify settings for searching for E-mail addresses from the LDAP server.

If the LDAP server is being for user management, the LDAP server can be accessed for searching for E-mail
addresses. If this setting is specified, the [Address Search (LDAP)] key is displayed on the control panel.
Using the LDAP server when specifying addresses saves trouble of registering addresses in this machine.

Also, to specify Active Directory as the LDAP server and select "GSS-SPNEGO" as the authentication

method, be sure to specify a DNS server synchronized with Active Directory in the DNS Server Settings of
this machine, and specify the date and time of this machine.

Specify the settings according to the following flowchart.

TCP/IP Settings

Manual Destination Input

L

LDAP Setting

L

Communicate with the LDAP
server using SSL?

Yes

LDAP over SSL

Setting Up LDAP

| Use Active Directory (GSS-SP-

NEGO)?

No Yes

L

| DNS Server Settings

L

| Date/Time Setting

L

Finish

N

Note

For details on the LDAP search-based transmission methoa, refer to the User’s Guide [Network

Scan/Fax/Network Fax Operations].

1.12.1 TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.12.2 Manual Destination Input

On the Administrator Settings screen of the control panel, select [Security Settings] - [4 Security Details] -

[Manual Destination Input].

Specify the following settings.

N

Note

For details on displaying the Network Setting screen, refer to "Displaying the Network Settings

screen" on page 2-2.
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1.123

Security Details

Select item and enter setting.

Prohibited Functions
When Authentication Error

l:nnhue
Ac

ntial Document
cess n s

Print Data Capture

142 -

7

17/04/2007
Hemory 100%

Hode 1

Hode 1

Hanual Destination Input

Allow

ministrator Set 5> Security Settings> Security Details
Password Rules ‘ Invalid

Job Setting

I Restrict

Item

Definition

Prior confirmation

Manual Destination Input

Select [Allow].

LDAP Setting

In Administrator mode of PageScope Web Connection, select the Network tab -

Setting".

Specify the following setting.

Ele Edit View

Network - Microsoft Internet Explorer,

Favorites  Tools  Help

£ KONICA MINOLTA

& Administrator

IE 125 Web Connection & Feady o Soan
Model Mame: bizhub 353 & ooy o P
Maintenance Security Box
TCP/IP Setting LDAP Setting

E-mail Setting Enabling LDAP

Setting Up LDAP
IPP Setting
FTP Setting
SNMP Setting
SMB Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting

TCP Socket Setting

Print Setting

O

[ | @

2

Store Address

“LDAP Setting" -

"LDAP

Item

Definition

Prior confirmation

Enabling LDAP

Select "ON".
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1.124 Setting Up LDAP

In Administrator mode of PageScope Web Connection, select the Network tab - "LDAP Setting" - "Setting

Up LDAP" - [Edit].

Specify the following settings.

<3 Network - Microsoft Internet Explorer. rTl[E\FSTl
File Edit Wiew Favorites  Tools  Help =T ..
£ KONICA MINOLTA & Administrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Setting Up LDAP
E-mail Setting Mo 1
LDAP Server Narne | |
Server Address [ Please check to enter host name
LDAP Setting |D.D 0 |
Part Number 359 (1-65535)
AP Sl ™ Enable S5L
FTP Setting Port Nurnber (S5L) = TJnessas
SHMP Setting Search Base I—
SME Setting Timeout [0 Jsec. -3
Web Service Settings Max. Search Results (5—1I]EID)
Bonjour Setting Authentication Method
NetWare Setting Login Narme | |
AppleTalk Setting Fassword [ |
Netwaork Fax Setting Domain Name [ |
WebDAV Settings Select Server Authentication Method
OpenAPl| Setting Use Referral
TCP Socket Setting Initial Setting for Search Details
s
Fax Mumber OR =
Last Mame
First Narne
City OR v
Organization
Organizational Unit OR A

Item

Definition

Prior confirmation

LDAP Server Name

Specify the name of the LDAP server.

Server Address

Specify the LDAP server address. (Format: "*** = =t
Range for ***: 0 to 255)

If the DNS server is specified, the address can be specified
using the host name.

This item can also be specified with IPv6.

Address of the server

Port Number

Default setting: 389
Specify the port number.

Port number for the serv-
er

Search Base

Specify the search starting point in a hierarchical structure

placed on the LDAP server. Searches are performed through
the directory at the starting point and subdirectories under

the directory.

Search base

Timeout

Specify the maximum wait time for a search operation.

Max. Search Results

Specify the maximum number of destinations to be dis-
played after a search.
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1.12.5

Item

Definition

Prior confirmation

Authentication Method

Select the authentication method used for logging in to the
LDAP server.

If "anonymous" is selected, it is not necessary to specify the
login name, password, and domain name.

When "GSS-SPNEGO" is selected, the machine logs in to
the server using the Kerberos authentication method. The
Kerberos authentication method is supported by Active Di-
rectory.

Authentication method
for the server

Login Name Specify the login name for logging in to the LDAP server (up
to 255 characters).
Password Specify the password for logging in to the LDAP server (up

to 128 characters).

Domain Name

Specify the domain name for logging in to the LDAP server
(up to 64 characters).

If "GSS-SPNEGOQ" is selected, specify the domain name of
Active Directory.

Authentication method
Domain name

Select Server Authenti-
cation Method

Specify the server authentication method.

If "Set Value" is selected, the specified login name, pass-
word, and domain name are used.

If "Use User Authentication" is selected, the user name and
password used for external server authentication are used.
When "Dynamic Authentication" is selected, a user name
and password is requested for address search (LDAP).

Use Referral

To use the referral function, select "ON".

Initial Setting for Search
Details

Specify the conditions for performing a detailed LDAP
search.

Q

Detail

Select the authentication method that is used by the LDAP server being used. For detalls, refer to the
manual for the LDAP server being used.

LDAP over SSL

Setting Up LDAP

In Administrator mode of PageScope Web Connection, select the Network tab - "LDAP Setting" - "Setting

Up LDAP" - [Edit].

Specify the following settings.

Item

Definition

Prior confirmation

Enable SSL

To encrypt communication between this machine and the
LDAP server using SSL, select the "Enable SSL" check box.

Whether the sever sup-
ports SSL

Port Number (SSL)

Default setting: 636
Specify the port number used in SSL communication.

Port number for the serv-
er
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Action for Invalid Certificate

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "Action

for Invalid Certificate".

Specify the following setting.

-2 Security - Microsoft Internet Explorer

Fle Edt Wew Favortes Took Help

£ IKONICA MINOLTA & Administrator
IE24%% Web Connection G resay 1o 5
Model Mame: bizhub £353 Glﬁeauvm brint

Maintenance Box Print Setting

¥ Authentication Processing Method

» User Registration Action for Invalid Certificate

¥ Account Track Regi

¥ SSLATLS Setting

» SSL/TLS Setting
» Action for Invalid
Certificate
* Address Reference Setting

* Permission of Address
Change

* Auto Logout

* Administrator P assword
Setting

Network

Item Definition

Prior confirmation

Action for Invalid Certifi- Specify the operation when the validity period for the re-

cate ceived certificate has expired.
date of the certificate is invalid.

of the certificate is invalid.

If "Continue" is selected, processing continues even if the

If "Delete the Job" is selected, the job is deleted if the date

1.12.6 DNS Server Settings

To specify Active Directory as the LDAP server and select "GSS-SPNEGQ" as the authentication method,
specify a DNS server synchronized with Active Directory in the DNS Server Settings of this machine.

For details on the DNS server, refer to "Specifying general settings for TCP/IP-based communication"

on page 1-2.

1.12.7 Date/Time Setting

When using Active Directory, specify the date and time on this machine.

For details, refer to "Specifying the date and time on this machine" on page 1-16.
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1.13 Sending scan data by FTP

Specify settings for sending scan data to the FTP server.

In a network environment with an FTP server, scan data can be sent to a specified folder in the FTP server
on the network. The data sent to the FTP server can be downloaded from a computer on the network. This
function is suitable for transmitting large-sized data, such as high-resolution data.

If a proxy server is available in the network environment, an FTP server on the Internet can be accessed
through the proxy server.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

| FTP TX Setting |

| Finish |
Note
For details on registering FTP, refer to "Registering or editing an address book destination" on
page 1-155,

For details on the FTP-based file transmission, refer to the User’s Guide [Network Scan/Fax/Network
Fax Operations].

1.13.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.13.2 FTP TX Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "FTP Setting" - "FTP TX
Settings".
Specify the following settings.
‘2 Network - Microsoft Internet Explorer; (%]
Elle Edit Wew Favorites Tools Help ,'
£ KONICA MINOLTA &jp Administratar
IEEASE Web Connaction S Rescly o Son
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting FTP TX
E-mail Setting FTR T ON
LDAP Setting Proxy Server Address I™ Please check to enter hast name.
) |pooo
IPP Setting
Proxy Server Port Murmber (1-65535)
Connection Timeaut sec.(S-EDD)
Port Mumbi 2
FTP Server Setting e (1-85535)
SNMP Setting
SMB Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
FTP TX Select "ON".
Proxy Server Address To send data via a proxy server, specify the proxy server ad- | Address of the server
dress. (Format: "***** ** ¥ Range for ***: 0 to 255)
If the DNS server is specified, the address can be specified
using the host name.
This item can also be specified with IPv6.
Proxy Server Port Specify the port number. Port number for the serv-
Number er
Connection Timeout Specify the time period before the server connection times
out.
Port Number Default setting: 21 Port number for the serv-
Specify the port number. er
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1.14 Sending scan data by WebDAV
Specify settings for sending scan data to the WebDAYV server.

In a network environment with a WebDAV server, scan data can be sent to a specified folder in the WebDAV
server on the network. The data sent to the WebDAV server can be downloaded from a computer on the
network.

WebDAV is based on extended specifications of HTTP, and therefore the security technology of HTTP can
be used. These settings ensure safer file transmission by encrypting communication with the WebDAV server
using SSL.

If a proxy server is available in the network environment, an WebDAV server on the Internet can be accessed
through the proxy server.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

| webDAV Glient Settings |

L

Communicate with the WebDAV
server using SSL?

Yes No

L

WebDAV over SSL |

L

| Finish |

N

Note
For details on registering WebDAV addresses, refer to "Registering or editing an address book
destination" on page 1-155.

For details on the WebDAV-based file transmission, refer to the User’s Guide [Network
Scan/Fax/Network Fax Operations].

Q

Detail
Whether or not to send using SSL encryption is specified at address registration. For details, refer to
"Store Address" on page 71-155.

1.141 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.14.2

WebDAV Client Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "WebDAV Settings" -

"WebDAV Client Settings".
Specify the following settings.

2l Network - Microsoft Internet Explorer,

File Edit W“ew Favorites Tools Help

TCP/IP Setting
E-mail Setting
LDAP Setting
IPP Setting
FTP Setting
SHMP Setting
SMB Setting

Bonjour Setting

HetWare Setting

OpenAPl Setting

Web Service Settings

£ KONICA MINOLTA & Administrator L tegou | R

IEX 1455 Web Connection €8 Feanyto Soen

Model Name:bizhub G353 [ 2|
Maintenance Security Box Print Setting Store Address

WebDAV Client Settings
WebDAY Tr Setting ON »
Proxy Settings

Proxy Server Address

[ |
(1-86538)

Prony Sereer Port Number

User Marne | |
Password | |
Connection Timeout sec (5-300)

AppleTalk Setting

Network Fax Setting

WehDAY Server Settings

TCP Socket Setting

¥ Please check to enter host name

Item

Definition

Prior confirmation

WebDAV TX Setting

Select "ON".

Proxy Server Address

To send data via a proxy server, specify the proxy server ad-
dress. (Format: "***.** *** ***" 'Range for ***: 0 to 255)

If the DNS server is specified, the address can be specified
using the host name.

This item can also be specified with IPv6.

Address of the server

Proxy Server Port

Specify the port number.

Port number for the serv-

Number er
User Name Specify the user name for the proxy server (up to 63 charac-

ters).
Password Specify the password for the proxy server (up to 63 charac-

ters).

Connection Timeout

Specify the time period before the server connection times
out.
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1.14.3 WebDAYV over SSL

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "Action
for Invalid Certificate".

Specify the following setting.

A Security - Microsoft Internet Explorer

Flle Edit View Favorites Tools Help -
£ KONICA MINOLTA &dp Administrator [ Logow |
IEr 1258 Web Conneclion &g reayto50m
Wodel Names bizhub C353 GR”"“” Print
M Box Print Setting Store Address Network
* Authentication Processing Method
¥ User Registration Action for Invalid Certificate
P Account Track Regi

» SSL/TLS Setting

» Action for Invalid
Certificate
* Address Reference Setting

* Permission of Address
Change

¥ Auto Logout

* Administrator Password
Setting

Item Definition Prior confirmation

Action for Invalid Certifi- Specify the operation when the validity period for the re-
cate ceived certificate has expired.

If "Continue" is selected, processing continues even if the
date of the certificate is invalid.

If "Delete the Job" is selected, the job is deleted if the date
of the certificate is invalid.
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1.15 Sending an Internet fax
Specify settings for sending an Internet fax.
In order to use the Internet fax function, settings by a service engineer is required. For details, contact your
service representative.
The Internet fax function sends and receives scanned originals as an attached file (TIFF format) via the
intranet or Internet. This via-intranet or -Internet communication largely reduces the communication cost as
compared with general fax messages.
Communication by combining POP before SMTP, APOP, SMTP authentication or encryption using SSL/TLS
is available. For details, refer to "Sending scan data by E-mail" on page 1-23.
Specify the settings according to the following flowchart.
| TCP/IP Settings |
N
| Internet Fax Function |
N
Regist machine informa-
tion
| Header Information |
| Emaitxemr |
I I-Fax Advanced Setting I
Communicate withthe SMTP | I -
server using SSL/TLS? SMTP Authentication? POP before SMTP?
Yes No Yes No Yes No
SMTP over SSL/Start TLS | | SMTP Authentication POP before SMTP
@ POP over SSL?
@ APOP?
Yes
@ POP over SSL
@ APOP Authentication
| Finish
Note
For details on registering I-Fax addresses, refer fo "Registering or editing an address book
destination" on page 1-155.
For details on the Internet fax operation, refer to the User’s Guide [Network Scan/Fax/Network Fax
Operations].
1.15.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.
For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.15.2 Internet Fax Function

On the Administrator Settings screen of the control panel, select [Network Settings] - [2 Network Fax Setting]
- [1 Network Fax Function Setting].

Specify the following setting.

N

Note
For details on displaying the Network Setting screen, refer to "Displaying the Network Settings

screen” on page 2-2.

Select item and enter setting.

inistrator Settings > Netuork Fax Setbings >

Adn.
Netuoric Fax Function Settingds

I IP Address Far Function OFF
| __tnternet e runction ) oFF

Job Setting

Network Fax
Settings
+

Network Fax
Function Setting |

1870472007  15:21

Hemory 100%

Item

Definition Prior confirmation

Internet Fax Function Select [ON].
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1.156.3

Regist machine information

Device Mail Address

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail

TX (SMTP)".
Specify the following setting.

2l Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA S Administrator

IEEASE Web Connaction Ready to Scan
=
Model Mame: bizhub €353 G] Readly to Print
Maintenance Security Box Print Setting Store Address

E-mail TX {SMTP)
¥ E-mail Tx Setting

Sean to E-mail

TCP/IP Setting

E-mail RX (POP)

[

dminco.jp

Server Capacity
Admin. E-mail Address

Web Service Settings Mbyte(1-100)

@

E-rail Motification oM v
Total Counter Natification ON v
SIME SMTP Serer Address ™ Please check to enter host name
I-Fax Advanced Setting |D.D 0.0
LDAP Setting Use SSLTLS OFF v
IPP Setting Part Murnber (1-65635)
FTP Setting Port No.(35L) [es ] s
SNMP Setting Connection Timeaut sec
SMB Setting hax Mail Size Mo Limit v

Bonjour Setting
Device Mail Address

e ety Authentication Setting

AppleTalk Setting FOP before SMTP OFF v
Network Fax Setting POP before SMTP Time B leec. p0)
WebDAV Settings 7 SMTP Authentication
OpenAPl Setting User D

Fassword

TCP Socket Setting

(] R

Domain Name

™ Binary Diwision
Divided Mail Size

|

Kbyte
(100-15000; Step100)

Item Definition

Prior confirmation

Specify the address for the device (up to 320 characters).
If no address is specified here, the Internet fax cannot be
sent.

Device Mail Address

Address for the device
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Machine Setting

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Machine Setting".

Specify the following setting.

<} Maintenance - Microsoft Internet Explorer

File Edit Mew Favortes Took Help i

£ KONICA MINOLTA £ Administrator

|§_’E€§p§ Web Connection e reacyto scan

Modal Mame:bizhub G353 [
Security Box Print Setting Store Address Hetwork

* Meter Count Machine Setting

» ROM Version Device Name |

» Import/Export Device Location

» Status Notification Setting Administrator Name [ ‘

* Total Counter Notification Adrin. E-mail Address | ‘

Setting

| E—

* Online Assistance
* Date/Time Setting
* Timer Setting

* Network TWAIN
* Reset

* External Memory Function
Settings

* Header/Footer Registration

* License Settings

Item Definition Prior confirmation

Device Name Specify the device name (up to 255 characters). This name
is contained in the subject of the Internet fax.
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1.15.4

Header Information

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Header Information®.

Specify the following settings.

&l Store Address - Microsoft Internet Explorer

File Edit View Favorites Tools Help

IEX£45%f Web Connection & Resay to Scen
Wodel Marme: bizhub £353 G]Headym Print

£ KONICA MINOLTA & Adrinistrator

Maintenance Security Box Print Setting Slore Address Network

* Address Book Sender Fax No.
» Group Sender Fax No. I
" Program
TTI List
* Temporary One-Touch ~
No. Default |Sender Name Edit Delete
- 1 |e Edit| | Delete
[
Text 2 | Edit| [ Delete
* Prefix/Suffi
rethsu 3 | Edit | | Delete
I ™ Header Information -
4 | Edit | | Delete

5 | & Edit

Delete

5| Edit

Delete

7| Edit

Delete

g | Edit

Delete

9 | Edit

Delete

10| & Edit

Delete

11| Edit

Delete

12| Edit

Delete

13| Edit

Delete

IENES Edit

Delete

15 | ¢ Edit

Delete

16 | © Edit

Delete

7| Edit

Delete

18 | ¢ Edit

Delete

19 | ¢ Edit

Delete

20 (& Edit

HHEHHHEEH SEEHEEAEEHE

Delete

o
P
i
i
=
o
=l

Item Definition Prior confirmation
Sender Fax No. Register the sender fax number. Normally enter the fax
number of this machine.
Default If no sender name is specified when sending a fax, the send-
er name with a check mark is used.
Sender Name Displays registered sender names.
[Edit] Registers or edits the sender name.
[Delete] Deletes the registered sender name.

Registration

Item Definition Prior confirmation
No. Displays the registration number.
Sender Name Enter the sender name (up to 30 characters).

C353/C253/C203

1-49



Setup items by operation

1.15.5 E-mail TX (SMTP)
Specify settings for sending messages.
For details, refer to "E-mail TX (SMTP)" on page 1-24.
1.15.6 I-Fax Advanced Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" -
Advanced Setting".
Specify the following settings.
Detail
If the Internet fax function is disabled, this menu item is not displayed.
<3 Network - Microsoft Internet Explorer.
Fle Edit View Favortes Tools Help ,'
£ KONICA MINOLTA &g Aarministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setiing I-Fax Advanced Setting
MDM Request Ol v
E-mail RX (POP) DS Request OFF 1
E-mail TX [SMTP) MDN Response ON_ v
¥ WMDM/DSH Response Observation
S/MIME Time
22 JHour (1-29)
LDAP Setting Maximum Resolution
IPP Setting
FTP Setting

SHMP Setting

SMB Setting

Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting

TCP Socket Setting

"I-FAX

Item Definition Prior confirmation
MDN Request Select "ON".
If the fax is printed at the receiving side, MDN response can
be received.
DSN Request Select "ON".
If the fax reaches the mail server at the receiving side, DSN
response can be received.
If MDN is specified to "ON", DSN is not required.
MDN/DSN Response Specify the waiting time for MDN or DSN response.
Observation Time MDN or DSN response of which set waiting time was up is
ignored.
Maximum Resolution Specify the maximum resolution.
1.156.7 SMTP over SSL/Start TLS
Specify the settings for SMTP over SSL/Start TLS.
For details, refer to "SMTP over SSL/Start TLS" on page 1-26.
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1.15.8 SMTP Authentication
Specify the settings for SMTP authentication.
For details, refer to "SMTP Authentication" on page 1-27.

1.15.9 POP before SMTP
Specify the settings for POP before SMTP.
For details, refer to "POP before SMTP" on page 1-27.

1.15.10 POP over SSL
Specify the settings for POP over SSL.
For details, refer to "POP over SSL" on page 1-29.

1.15.11 APOP Authentication
Specify the settings for APOP authentication.
For details, refer to "APOP Authentication" on page 1-30.
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1.16 Receiving Internet faxes

Specify settings for receiving Internet faxes.

In order to use the Internet fax function, setting by a service engineer is required. For details, contact your

service representative.

The Internet fax function sends and receives scanned originals as an attached file (TIFF format) via the
intranet (internal company networks) or Internet. This via-intranet or -Internet communication largely reduces

the communication cost as compared with general fax messages.

Performing APOP authentication when receiving an Internet fax ensures safer communication.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

| Internet Fax Function |

L

| E-mail RX (POP) |

L

| I-Fax Advance Setting |
Communicate with the POP
2 I
server using SSL? APOP?
Yes No Yes No

| |
| POP over SSL APOP Authentication |

| |
| Finish

N

Note

For details on registering I-Fax addresses, refer to "Registering or editing an address book

destination” on page 1-155.

For details on the Internet fax operation, refer to the User’s Guide [Network Scan/Fax/Network Fax

Operations].

1.16.1 TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.16.2 Internet Fax Function
Enable the Internet fax function of this machine.

For details, refer to "Internet Fax Function" on page 1-46.
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1.16.3  E-mail RX (POP)
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
RX (POP)".
Specify the following settings.
2} Network - Microsoft Internet Explorer E”E‘E|
File Edit Wew Favorites Tools Help :,'
£ KONICA MINOLTA L Aaministratar
IEFEASE Web Connection S0 Reacy to Soan
Mode! Name: bizhub C353 & ooty o P
Maintenance Security Box Print Setting Store Address
TCP/IP Setting E-mail RX (POP)
E-rnail RX Setting on  »
FOP Server Address 7 Please check to enter host name.
) [o.0o0 |
E-mail TX (SMTP)
Login Mame | |
S/MIME
Password
I-Fax Advanced Setting
APOP Authentication OFF
LDAP Setting
MDN Response an- o«
([P et Connection Timeout sec
[FULP St Port Humber 110 (1-85535)
SNMP Setting ™ Use SSUTLS
SMB Setting Port Mo (S5L) =] s
Web Service Settings ™ Check for New Messages
Bonjour Setting Polling Intetval I:lmm (1-60)
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
E-mail RX Setting Select "ON".
POP Server Address Specify the POP server address. (Format; " o x| Address of the server
Range for ***: 0 to 255)
If the DNS server is specified, the address can be specified
using the host name.
This item can also be specified with IPv6.
Login Name Enter the login name for the POP server (up to 63 charac-
ters).
Password Type in the login password for the POP server (up to 15 char-
acters).
Connection Timeout Specify the time period before the server connection times
out.
Port Number Default setting: 110 Port number for the serv-
Specify the port number. er
Check for New Messag- To automatically receive messages, select the "Check for
es New Messages" check box.
Polling Interval To automatically receive messages, specify an interval for
receive messages automatically.
Detail
By touching [Receive I-Fax] on the Fax/Scan mode screen of the control panel, E-mail messages can
be manually received.
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1.16.4 I-Fax Advance Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "I-FAX
Advanced Setting".

Specify the following setting.

Q

Detail
If the Internet fax function is disabled, this menu item is not displayed.

2l Network - Microsoft Internet Explorer

Ele Edit Wew Favortes Tooks  Help "
£ IKONICA MINOLTA &jp Administratar
IEEASE Web Connaction S Rescly o Son
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting |I-Fax Advanced Setting
MDM Request O v
E.mail RX (POP) DSM Reguest OFF +
E-mail TX (SMTP) MDN Response ON_ v
e Ti:e MDN/DSM Response Observation
24 JHour (1-99)
LDAP Setting Maximum Resolution
IPP Setting
FTP Setiing
SHMP Setting
SMB Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
MDN Response To reply to the message disposition notification request from
the sender, select "ON".

1.16.5 POP over SSL
Specify the settings for POP over SSL.
For details, refer to "POP over SSL" on page 1-29.

1.16.6 APOP Authentication
Specify the settings for APOP authentication.
For details, refer to "APOP Authentication" on page 1-30.
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1.17 Sending and receiving IP address faxes
Specify settings for sending and receiving IP address faxes.

To use the IP address fax function, this machine must be equipped with an optional fax kit. In order to use
the IP address fax function, setting by a service engineer is required. For details, contact your service
representative.

The IP address fax enables communication on the IP network. Specify the host name or IP address for the
destination to send a Fax. SMTP protocol is used for sending and receiving faxes. Because IP address faxes
are sent and received via the SMTP server function of this machine, no SMTP server is required.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

| IP Address Fax Function

L

| SMTP TX Setting |

L

| SMTP RX Setting |

L

| Header Information |

l

| Finish |

N

Note
For details on registering IP address fax addresses, refer to "Registering or editing an address book
destination" on page 1-155.

For details on the IP address fax operation, refer to the User’s Guide [Network Scan/Fax/Network Fax
Operations].
1.171 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.17.2 IP Address Fax Function

On the Administrator Settings screen of the control panel, select [Network Settings] - [2 Network Fax Setting]
- [1 Network Fax Function Setting].

Specify the following setting.

N

Note
For details on displaying the Network Setting screen, refer to "Displaying the Network Settings
screen” on page 2-2.
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Select item and enter setting.

Administrator Settings > Metuork Fax Settings
NETGuorik Fax FUNCTion Settinds

| e saaress ran runction ) |

Selt
¥
Hetwork Fax ]
Function Setting J

17/04/2007
Hemory

15:04
100%

Job Setting

SIP-Fax Function | OFF
| Internet Fax Function OFF OFF

OK

Item

Definition

Prior confirmation

IP Address Fax Function

Select [ON].

1.17.3

SMTP TX Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "Network Fax Setting" -
"SMTP TX Setting".

Specify the following settings.

23 Network - Microsoft Internet Explorer, El@\@l
;r

File Edit Wew Favorites Tools Help

£ KONICA MINOLTA £ Administrator
IEFEASE Web Connection S0 Reacy to Soan
Model Mame: bizhub C353 ﬁ] Ready to Print
Maintenance Security Box Print Setting Store Address

TCP/IP Setting SMTP TX Setting

Port Nurmber

B Toessam
[0 Jeec mo-am

E-mail Setting
LDAP Setting Cannection Timeout
IPP Setting

FTP Setting

SNMP Setting

SMB Setting

Web Service Settings

Bonjour Setting

NetWare Setting

AppleTalk Setting

SMTP RX Setting
WebDAV Settings
OpenAPl Setting

TCP Socket Setting

[ | @

2|

Item

Definition

Prior confirmation

Port Number

Default setting: 25
Specify the port number.

Port number to be used

Connection Timeout

Specify the time period before the server connection times
out.
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1.17.4 SMTP RX Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "Network Fax Setting" -
"SMTP RX Setting".

Specify the following settings.

2l Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help T
£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting SMTP RX Setting
E-mail Setting SMTH R ON
LDAP Setting Port Number (1-65535)
IPP Setting Connection Tirmeout 300 sec. (5-1000)
FTP Setting
SHMP Setting
SMB Setting

Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting

SMTP TX Setting

WebDAV Settings

OpenAP| Setting
TCP Socket Setting

Item Definition Prior confirmation
SMTP RX Select "ON".
Port Number Default setting: 25 Port number to be used
Specify the port number.
Connection Timeout Sptecify the time period before the server connection times
out.

1.17.5 Header Information
Register sender information for fax transmissions.

For details, refer to "Header Information" on page 1-49.
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1.18

1.18.1

1.18.2

Importing images using the TWAIN scan
Specify settings for using this machine as a scanner.

Using the TWAIN driver enables this machine to be used as a scanner. This machine can be controlled from
a computer connected to the network, and the scanned data can be imported into an application on the
computer to be processed.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

SLP Setting |

L

| TCP Socket Setting |

L

| Network TWAIN |

L

| Finish |

N

Note

For details on installing the TWAIN driver, refer to the TWAIN driver manual on the Driver CD-ROM.
TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

SLP Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "TCP/IP
Setting".

Specify the following setting.

Item Definition Prior confirmation

SLP To search for this machine using TWAIN, select "Enable".
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1.18.3 TCP Socket Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "TCP Socket Setting".

Specify the following settings.

2} Network - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help '

£ KONICA MINOLTA L Aaministratar

IEFEASE Web Connection S0 Reacy to Soan

Model Mame: bizhub C353 G] Ready {o Print
Maintenance Security Box Print Setting Store Address
TCP/IP Setting TCP Socket Setting

(Turn the main switch OFF, and then Ok, when changing TGP Socket)
W TCP Socket

E-mail Setting

LDAP Setting

Port Mumber (1-66535)
IPP Setting ™ Use SSLLS
FTP Setting Port No.(35L) [Ersa T pressss
SNMP Setting ¥ TCP Socket(ASCH Mode)
SME Setting Port No [ASCI Mode) (1-65535)

Web Service Settings

Bonjour Setting
NetWare Setting

AppleTalk Setting

Network Fax Setting

WebDAV Settings

OpenAPl Setting

Item Definition Prior confirmation
TCP Socket Select the "TCP Socket" check box.
Port Number Specify the port number.
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Prior confirmation

1.18.4 Network TWAIN
In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Network TWAIN".
Specify the following setting.
<} Maintenance - Microsoft Internet Explorer 3
File Edit “ew Favortes Took Help i
£ KONICA MINOLTA £ Administrator
|§E€§p§ Web Connection e reacyto scan
Madel Name:hizhub C353 mRmym Print
Security Box Print Setting Store Address Hetwork
* Meter Count Network TWAIN
» ROM Version TWAIN Lock Time [120 Jeec. o030
* Import/Export
* Status Notification Setting
* Total Counter Notification
Setting
* Machine Setting
* Online Assistance
* Date/Time Setting
* Timer Setting
|Er—
* Reset
* External Memory Function
Settings
* Header/Footer Registration
* License Settings
Item Definition
TWAIN Lock Time Specify the control panel lock time during TWAIN scan.
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1.19 Printing (LPR/Port9100)

Specify settings for printing by using LPR or Port9100.
LPR printing is performed via the network using the LPR protocol. LPR printing is used in the UNIX-like OS.

Port9100 printing is performed via the network by directly specifying the RAW port (Port9100) of this machine
connected to the TCP/IP network as a printer of the print destination.

Specify the settings according to the following flowchart.

TCP/IP Settings

L

® LPR printing
@ Port9100 printing

® ®
| |

| LPD Setting RAW Port Number
J J

| Finish

Q

Detail
To print data using LPR or Port9100, settings for the printer driver must be specified after these
settings. For details, refer to the User’s Guide [Print Operations].
1.19.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.19.2 LPD Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "TCP/IP
Setting".

Specify the following setting.

Item Definition Prior confirmation

LPD Select "Enable".

1.19.3 RAW Port Number

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "TCP/IP
Setting".

Specify the following setting.

Item Definition Prior confirmation

RAW Port Number Select the check box for the port to be used, and then spec-
ify the RAW port number.
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1.20 Printing (SMB)

Specify settings for printing by using SMB.

The printer is sharable on the Windows network by using the SMB protocol. SMB printing is performed by
directly specifying this machine on the Windows network from the computer.

This machine supports the direct hosting service. To execute SMB print in the IPv6 environment, the Direct
Hosting setting must be enabled.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

| Print Setting |

L

‘ | IPv6 environment? | |

No Yes
J
Use the WINS server? H Direct Host\/ing Setting
Yes No
| WINS Setting |
L

| Finish

N

Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].

1.20.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.20.2 Print Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "SMB Setting" - "Print
Setting".
Specify the following settings.
<3 Network - Microsoft Internet Explorer.
Fle Edit View Favortes Tools Help ,'
£ KONICA MINOLTA &g Aarministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Print Setting
E-mail Setting *is reflected after reset.
PP Sy SME Print O v
IPP Setting NetBIOS Mame™ ]
FTP Setting Print Serice Mams® I:l
SNMP Setting Warkgraup®
WINS Setting
Client Setting
Direct Hosting Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
SMB Print Select "ON".
NetBIOS Name Specify the NetBIOS name with uppercase letters (up to 15
characters).
Print Service Name Specify the print service name with uppercase letters (up to
12 characters).
Workgroup Specify the workgroup name with uppercase letters (up to 15 Workgroup to which you
characters). belong
1.20.3 WINS Setting
To perform SMB print via the router, specify settings for the WINS server.
For details, refer to "WINS Setting" on page 1-22.
1.20.4 Direct Hosting Setting
To execute SMB print in the IPv6 environment, enable the Direct Hosting setting.
For details, refer to "Direct Hosting Setting" on page 1-21.
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1.21 Printing (IPP)
Specify settings for printing using IPP.

IPP printing is performed via the network using the IPP protocol. Using the HTTP protocol can transfer print
data to the printer on the network, and therefore also enabling output to a remote printer via the Internet.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

|

| IPP Setting |
|

| Allow? -
|

Yes No

L

| IPP Authentication Setting |

L

| Finish |

Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].
1.21.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.21.2

IPP Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "IPP Setting".

Specify the following settings.

A Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help :,'
£ KONICA MINOLTA &jp Administratar
IEEASE Web Connaction S Rescly o Son
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting IPP Setting
E-mail Setting IPP Setting ON v
LDAP Setting Accept PP job oM
Printer Marne |
FTP Setting Printer Location |
. Printer Informatian |
SHMP Setting
Printer URI
SMB Setting URI#TestDataln
Web Service Settings URIATestDatall
URLATestDatal2
Bonjour Setting URL:/TestDatal3
NetWare Setting URI:/TestDatald
i URI:4TestData0s
AppleTalk Setting Suppart Operation
Network Fax Setting ¥ Print Job
WebDAV Settings ¥ alid Job
OpenAP| Setting W Cancel Job
W Open Job Attributes
TCP Socket Setting
W Open Job
¥ Open Printer Attributes
¥ IPP Authentication Setting
Authentication Method
User Name |
Pazgword |
realm |
Item Definition Prior confirmation
IPP Setting Select "ON".
Accept IPP job Select "ON".
Printer Name Specify the printer name (up to 127 characters).
Printer Location Specify the printer location (up to 127 characters).
Printer Information Specify the printer information (up to 127 characters).
Printer URI Displays the URI of the printer that can use IPP when print-
ing.
Support Operation Specify the print operations supported by IPP.
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1.21.3 IPP Authentication Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "IPP Setting".

Specify the following settings.

Item Definition Prior confirmation
IPP Authentication Set- To perform IPP printing, select the "IPP Authentication Set-
ting ting" check box.

Authentication Method

Specify the authentication method.

User Name Specify the user name (up to 20 characters).
Password Enter the password (up to 20 characters).
realm Specify realm (up to 127 characters). Authentication method

If the authentication method is digest, realm must be speci-
fied.

C353/C253/C203

1-66



Setup items by operation 1

1.22

1.22.1

1.22.2

1.22.3

Printing (IPPS)

Specify settings for printing using IPPS.

When performing IPP printing with this machine, communication between the computer and this machine is
encrypted using SSL. Encrypting communication using SSL improves security when printing using IPP.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

| IPP Setting |

|

| SSL/TLS Setting |
|

| Allow? -
|

Yes No

L

| IPP Authentication Setting |

L

| Finish |

Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].

Q

Detail

When specifying to use IPPS printing in Windows Vista, enter "https.//[Host Name].[Domain
Namelipp". For [Host Name] and [Domain Namej, use the names specified as the DNS host name and
the DNS default domain name in the TCP/IP Settings. For details, refer fto "Specifying general settings
for TCP/IP-based communication” on page 1-2. Also, it /s necessary that the computer must be able
to resolve the names for this machine using DNS. Register this machine to the DNS server in advance,
and specify settings for DNS at the computer side.

When the certificate of this machine is not published by certificate authority, register the certificate of
this machine to Windows Vista as a certificate of "Trusted Root Certification Authorities" for "Local
Computer" in advance.

TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

When specifying to use IPPS printing in Windows Vista, before creating a certificate, correctly specify the
DNS Host Name and Default DNS Domain Name registered in the DNS server in the TCP/IP Settings.
Otherwise, IPPS connection cannot be established.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
IPP Setting

Specify settings for printing by using IPP.

For details, refer to "IPP Setting" on page 1-65.

SSL/TLS Setting

Encrypt communication with this machine using SSL.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.

C353/C253/C203 1-67



Setup items by operation 1

1.22.4 IPP Authentication Setting
Specify settings when authentication is used when printing using IPP.

For details, refer to "IPP Authentication Setting" on page 1-66.
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1.23 Printing (Bonjour)
Specify settings for printing by connecting this machine to a Macintosh computer using Bonjour. When
connecting this machine to a Macintosh computer using Bonjour, the Bonjour settings must be specified.
Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].
Bonjour Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "Bonjour Setting".
Specify the following settings.
<3 Network - Microsoft Internet Explorer.
Fle Edit View Favortes Tools Help -
£ KONICA MINOLTA &g Aarministrator il
IEXEASE Web Connection & Feady o Soan
Model Name: bizhub G353 [ 2
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Bonjour Setting
E-mail Setting Banjour ON v
LDAP Setting Banjour Nams | |
IPP Setting
FTP Setting
SNMP Setting
SMB Setting
Web Service Settings
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
Bonjour Select "ON".
Bonjour Name Specify the Bonjour name that appears as the name of the
connected device (up to 63 characters).
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1.24 Printing (AppleTalk)
Specify settings for printing by connecting this machine to a Macintosh computer using AppleTalk. When
connecting this machine to a Macintosh computer using AppleTalk, the AppleTalk settings must be specified.
Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].
AppleTalk Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "AppleTalk Setting".
Specify the following settings.
2} Network - Microsoft Internet Explorer E|@‘E|
File Edit Wew Favorites Tools Help :,'
£ KONICA MINOLTA £ Administrator il
IEFEASE Web Connection S0 Reacy to Soan
Model Names bizhub 0353 & ooty o P |
Maintenance Security Box Print Setting Store Address
TCP/IP Setting AppleTalk Setting
E-mail Seﬂing *ig reflected after reset,
LDAP Setting AppleTalk oM v
IPP Setting Frinter Narne® | |
FTP Setting Fone Name* I’ |
SNMP Setting Current Zone
SMB Setting
Web Service Settings
Bonjour Setting
NetWare Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting
TCP Socket Setting
Item Definition Prior confirmation
AppleTalk Select "ON".
Printer Name* Specify the printer name that appears on the selector (up to
31 characters).
Zone Name* Specify the zone name to which this machine belongs (up to
31 characters).
Current Zone Displays the current zone name.
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1.25

Printing (NetWare)

Specify settings for printing in a NetWare environment. Before printing in the NetWare environment, settings
for using this machine in the NetWare environment must be specified.

N

1.25.1

Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].

NetWare Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "NetWare Setting" -

"NetWare Setting".

2 Netwark - Microsoft Internet Explorer E][E\E|
Fle Edit View Favortes Tools Help :,'
£= IKONICA MINOLTA & Administrator =
IE 125 Web Connection & Feady o Soan
Model Name: bizhub G353 [ 2

Maintenance Security Box Print Setting Store Address
TCP/IP Setting NetWare Setting
E-mail Setting *is reflected after reset
PP Sy IPX Setting* O v
IPP Setting (Turn the main switch OFF, and then ON | when changing TCRIP.)
FTP Setting Ethernet Frame Type™ Auto Detect w
NetWare Print Mode™ OFF b
SNMP Setting shvare Frint Moce
PServer
SHE Seting Print Sever Narme* I
L T E—
Bonjour Setting Palling Irterval I:lsec (1-65538)
Bindery/NDS Setting®
Bindery
NetWare Status File Sorver Name” [ ]
NOS
AppleTalk Setting
DS Cartont Name® [ ]
Network Fax Setting
NDsTreeName [ ]
WebDAV Settings Mptinter/Rprinter
OpenAPl Setting Print Server Name® I:l
TCP Socket Setting Printer Nurmber* I:l (0255 255 Auta)
Ugser Authentication Setting QN v

Settings are different depending on the environment used. Specify the settings according to the following
procedures.

For Remote Printer mode with NetWare 4.x bindery emulation

v

C353/C253/C203

Before using bindery emulation, check that bindery emulation is compatible with the NetWare server.
From a client computer, log in to NetWare with the Administrator permission as Bindery.

Start up Pconsole.

From the "Available Options" list, select "Quick Setup", and then press the [Enter] key.

Enter the appropriate names in the "Print Server Name", "Printer Name", and "Print Queue Name"
fields, select "Other/Unknown" from the "Printer type" field, and then save the specified settings.

Press the [Esc] key to quit Pconsole.

Use the NetWare server console to load PSERVER.NLM.
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Next, specify the following settings for "NetWare Setting".

Item

Definition

Prior confirmation

IPX Setting*

Select "ON".

Ethernet Frame Type*

Specify the frame type to be used.

Frame type

NetWare Print Mode*

Select "NPrinter/Rprinter".

Print Server Name*

Specify the printer server name to allow it to serve as Nprint-
er/Rprinter (up to 63 characters).

Print server name regis-
tered in step 4

Printer Number*

Enter the Nprinter/Rprinter printer number.

For the print server mode with NetWare 4.x bindery emulation

v/ Before using bindery emulation, check that bindery emulation is compatible with the NetWare server.
v To use the printer server mode, the IPX protocol must be loaded on the NetWare server.

From a client computer, log in to NetWare with the Administrator permission as Bindery.

Start up Pconsole.

From the "Available Options" list, select "Quick Setup”, and then press the [Enter] key.

Enter the appropriate names in the "Print Server Name", "Printer Name", and "Print Queue Name"
fields, select "Other/Unknown" from the "Printer type" field, and then save the specified settings.

Press the [Esc] key to quit Pconsole.

Next, specify the following settings for "NetWare Setting".

Item

Definition

Prior confirmation

IPX Setting*

Select "ON".

Ethernet Frame Type*

Specify the frame type to be used.

Frame type

NetWare Print Mode*

Select "PServer".

Print Server Name*

Specify the printer server name to allow it to serve as Pserver
(up to 63 characters).

Print server name regis-
tered in step 4

Print Server Password*

If necessary, specify the password for the printer server (up

to 63 characters).

Polling Interval*

Bindery/NDS Setting

Specify an interval to make queries for jobs.

Select "NDS/Bindery".

File Server Name Specify the priority file server name for Bindery mode (up to

47 characters).

For NetWare 4.x Remote Printer mode (NDS)
Log in to NetWare as an administrator from a client computer.
Start up NWadmin.

Select either the organization or organizational unit container that offers the print service, and then click
"Print Services Quick Setup" on the "Tools" menu.

Enter the appropriate names in the "Print Server Name", "Printer Name", "Print Queue Name", and
"Print Queue Volume" fields, select "Other/Unknown" from the "Printer type" field, and then save the
specified settings.

Use the NetWare server console to load PSERVER.NLM.
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Next, specify the following settings for "NetWare Setting".

Item

Definition

Prior confirmation

IPX Setting*

Select "ON".

Ethernet Frame Type*

Specify the frame type to be used.

Frame type

NetWare Print Mode*

Select "NPrinter/Rprinter".

Print Server Name*

Specify the printer server name to allow it to serve as Nprint-
er/Rprinter (up to 63 characters).

Print server name regis-
tered in step 4

Printer Number*

Enter the Nprinter/Rprinter printer number.

For NetWare 4.x/5.x/6 Print Server mode (NDS)

v/ To use the printer server mode, the IPX protocol must be loaded on the NetWare server.

Log in to NetWare as an administrator from a client computer.

Start up NWadmin.

Select either the organization or organizational unit container that offers the print service, and then click
"Print Services Quick Setup (non-NDPS)" on the "Tools" menu.

Enter the appropriate names in the "Print Server Name", "Printer Name", "Print Queue Name", and
"Print Queue Volume" fields, select "Other/Unknown" from the "Printer type" field, and then click

[Create].

Next, specify the following settings for "NetWare Setting".

Item

Definition

Prior confirmation

IPX Setting*

Select "ON".

Ethernet Frame Type*

Specify the frame type to be used.

Frame type

NetWare Print Mode*

Select "PServer".

Print Server Name*

Specify the printer server name to allow it to serve as PServ-
er (up to 63 characters).

Print server name regis-
tered in step 4

Print Server Password*

If necessary, specify the password for the printer server (up
to 63 characters).

Polling Interval*

Specify an interval to make queries for jobs.

Bindery/NDS Setting

Select "NDS".

NDS Context Name

Specify the NDS context name connected with the print
server (up to 191 characters).

NDS Tree Name

Specify the NDS tree name connected with the printer server
(up to 63 characters).

For NetWare 5.x/6 Novell Distributed Print Service (NDPS)

v Before specifying settings for NDPS, check that the NDPS broker and NDPS manager have been

created and loaded.

v Also, check that the TCP/IP protocol is specified in the NetWare server, the IP address is specified for
this machine, then this machine is running.

Log in to NetWare as an administrator from a client computer.

Start up NWadmin.

Right -click "Organization" or "Organizational unit" container where a printer agent is created, and then
select "NDPS Printer" on the "Create" submenu.

In the "NDPS Printer Name" box, enter the "printer name".

In the "Printer Agent Source" column, select "Create a New Printer Agent", and then click "Create".
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1

Check the printer agent name, and then in the "NDPS Manager Name" box, browse through the NDPS
manager names, and register it.

In "Gateway Types", select "Novell Printer Gateway", and then register it.

In the "Configure Novell DPS for Printer Agent" window, select "(None)" for the printer type and "Novell

Port Handler" for the port handler type, and then register the settings.

In "Connection type", select "Remote (LPR on IP)", and then register it.

Enter the IP address set for this machine as the host address, enter "Print" as the printer name, and

then click the "Finish" button to register the settings.

The printer driver registration screen appears. Select "None" for each operating system to complete the
registration.

1.25.2

NetWare Status

In Administrator mode of PageScope Web Connection, select the Network tab - "NetWare Setting" -

"NetWare Status".

NetWare connection status can be checked, if necessary.

File Edit Wew Favarites

2} Network - Microsoft Internet Explorer

3]

'y
J

£ KONICA MINOLTA

IEr 2% Web Connection

Maodel Name: hizhub C353

Maintenance

TCP/IP Setting
E-mail Setting

LDAP Setting

IPP Setting

FTP Setting

SNMP Setting

SMB Setting

Web Service Settings

Bonjour Setting

NetWare Setting

AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting

TCP Socket Setting

%} Administratar

@ Ready to Scan
& rowoy o P

Box

NetWare Status

Store Address

[ | @

2|

Server Name Queue Name
ServerMamel ClueueMameMamel
SererMameZ ClueueMameMameZ
SererMame3 ClueueMameMame3
SererMamed ClueueMameMamed
SererMames ClueueMameMames
ServerMameb ClueueMameMames
SererMame/ ClueueMameMame?
SererMamed ClueueMameMamed
SererMamed ClueueMameMamed
SererMamell ClueueMameMame10
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1.26 Using the WS-Print function

Specify settings for printing by using Web Service Function.

Printing is possible using the Web Service Function newly installed in Windows Vista. The Web Service
Function detects this machine connected to the network, and then installs it as a WS-Printer. Specifying this
machine installed as a WS-Printer when printing from Windows Vista allows printing using HTTP for
communication.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

| Web Service Common Settings |

| Printer Settings |

L

| Finish |

N

Note
For details on installing the printer driver, refer to the User’s Guide [Print Operations].

1.26.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.26.2 Web Service Common Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "Web Service Settings" -
"Web Service Common Settings".

Specify the following setting.

2l Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar

IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub €353 G] Readly to Print

Maintenance

TCP/IP Setting
E-mail Setting
LDAP Setting
IPP Setting
FTP Setting
SHMP Setting

SMB Setting

Printer Settings

Security Box Print Setting Store Address

Web Service Common Settings
=15 reflacted after reset

Friendly Mame*

S5L Setting OFF »

Scanner Settings

Bonjour Setting
NetWare Setting

AppleTalk Setting

Network Fax Setting

WebDAV Settings

OpenAP| Setting

TCP Socket Setting

Item

Definition

Prior confirmation

Friendly Name

Specify setting for Friendly Name (up to 62 characters).
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1.26.3 Printer Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "Web Service Settings" -

"Printer Settings".
Specify the following settings.

2 Network - Microsoft Internet Explorer
Ele Edit View

Favorites  Tools  Help

Web Service Commaon
Settings

Scanner Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting

TCP Socket Setting

£ KONICA MINOLTA & Administrator
IE 125 Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Printer Settings
E-mail Setting *is reflected after reset
LDAP Setting Print Function OM v
IPP Setting Frirter Mame* |Printert |
FTP Setting Printer Lacation® | |
SHMP Setting Printer Information™ I |
SMB Setting

Item

Definition

Prior confirmation

Print Function

Select "ON".

Printer Name*

Specify the printer name (up to 63 characters).

Printer Location*

Specify the printer location (up to 63 characters).

Printer Information*

Specify the printer information (up to 63 characters).
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1.27 Using the WS-Scan function

Specify settings for scanning using Web Service Function.

Data can be scanned using the Web Service Function newly installed in Windows Vista to forward the
scanned data to the computer. The Web Service Function detects this machine connected to the network,
and then installs it as a WS-Scanner. Specifying this machine installed as a WS-Scanner when scanning from
Windows Vista allows scanning using HTTP for communication.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

| Web Service Common Settings |

| Scanner Settings |

L

| Finish |
Note
For details on the WS-Scan function, refer to the User’s Guide [Network Scan/Fax/Network Fax
Operations].

1.271 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.27.2 Web Service Common Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "Web Service Settings" -
"Web Service Common Settings".

Specify the following setting.

2l Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar

IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub €353 G] Readly to Print

Maintenance

TCP/IP Setting
E-mail Setting
LDAP Setting
IPP Setting
FTP Setting
SHMP Setting

SMB Setting

Printer Settings

Security Box Print Setting Store Address

Web Service Common Settings
=15 reflacted after reset

Friendly Mame*

S5L Setting OFF »

Scanner Settings

Bonjour Setting
NetWare Setting

AppleTalk Setting

Network Fax Setting

WebDAV Settings

OpenAP| Setting

TCP Socket Setting

Item

Definition

Prior confirmation

Friendly Name

Specify setting for Friendly Name (up to 62 characters).

C353/C253/C203

1-79



Setup items by operation 1

1.27.3 Scanner Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "Web Service Settings" -
"Scanner Settings".

Specify the following settings.

‘2 Network - Microsoft Internet Explorer; [’Z”E‘El
Elle Edit Wew Favorites Tools Help ,'
£ KONICA MINOLTA &jp Administratar
|é§q‘§.’:§ Web Connection G Resoy to Scen
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting Scanner Settings
E-mail Setting *ig reflected after reset,
LDAP Setting Scan Function O v
IPP Setting Scanner Name™ ISEEI’]HEI’1 |
FTP Setting Scanner Location™ | |
SNMP Setting Scanner Information* [<OMICA MINOLTA bizhub €353 |
SMB Setting Connection Timeout 595_ (30-300%
Web Service Commaon oK Cancel
b [oK]
Printer Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting
TCP Socket Setting
Item Definition Prior confirmation
Scan Function Select "ON".
Scanner Name* Specify the scanner name (up to 63 characters).
Scanner Location* Specify the scanner location (up to 63 characters).
Scanner Information* Specify the scanner information (up to 63 characters).
Connection Timeout Specify the time period before the server connection times
out.
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1.28

1.28.1

1.28.2

1.28.3

Using SSL for communication from Vista to this machine with Web
Service

Q

Detail

To use SSL for communication between this machine and a computer, SSL communication settings
must be specified on both this machine and the computer. Execute both settings described in this
section and "Using SSL for communication from this machine to Vista with Web Service" on
page 1-82.

When using the Web Service Function, specify settings for SSL-based encryption of communication from a
Windows Vista-equipped computer to this machine. These settings ensure safer file transmission by
encrypting Web service-based communication using SSL.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

|
| SSL/TLS/ Setting |

|
| Web Service Co/mmon Settings |

l

| Finish |

Detail

To encrypt communication from a Windows Vista-equipped computer to this machine using SSL, the
computer must be able to resolve the names for this machine using the DNS server. Register this
machine to the DNS server in advance, and specify settings for DNS at the computer side.

When the certificate of this machine is not published by certificate authority, register the certificate of
this machine to Windows Vista as a certificate of "Trusted Root Certification Authorities" for "Local
Computer" in advance.

TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

SSL/TLS Setting
Encrypt communication with this machine using SSL.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.

Web Service Common Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "Web Service Settings" -
"Web Service Common Settings".

Specify the following settings.

Item Definition Prior confirmation
Friendly Name Specify setting for Friendly Name (up to 62 characters).
SSL Setting Select "Enable".
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1.29 Using SSL for communication from this machine to Vista with Web
Service

Q

Detail

To use SSL for communication between this machine and a computer, SSL communication settings
must be specified on both this machine and the computer. Execute both settings described in this
section and "Using SSL for communication from Vista to this machine with Web Service" on
page 1-81.

When using the Web Service Function, specify settings for SSL-based encryption of communication from this
machine to a Windows Vista-equipped computer. These settings ensure safer file transmission by encrypting
Web service-based communication using SSL.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

|
| Web Service Co/mmon Settings |

I
| Action for Invalid Certificate |

l

| Finish |

Detail

To encrypt communication from this machine to a Windows Vista-equipped computer using SSL,
create a certificate at the computer side in advance to associate the computer with the TCFP/IP
communication port (Default setting : Port Number 5385).

1.29.1 TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.29.2 Web Service Common Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "Web Service Settings" -
"Web Service Common Settings".

Specify the following settings.

Item Definition Prior confirmation
Friendly Name Specify setting for Friendly Name (up to 62 characters).
SSL Setting Select "Enable".
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1.29.3 Action for Invalid Certificate

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "Action

for Invalid Certificate".

Specify the following setting.

-2 Security - Microsoft Internet Explorer

Fle Edt Wew Favorites Toos Help

£ KONICA MINOLTA S Administrator
IEFS25E Web Connection e mesayta szen
Model Name: bizhub C353 Glﬁeadylu Brint

Maintenance Box Print Setting

Logout

* Authentication Processing Method

» User Registration Action for Invalid Certificate

Lt t Track Regi

¥ SSLATLS Setting

P SSL/TLS Setting
* Action for Invalid
Certificate
» Address Reference Setting

* Permission of Address
Change

* Auto Logout

¥ Administrator P assword
Setting

Network

Item Definition

Prior confirmation

Action for Invalid Certifi- Specify the operation when the validity period for the re-

cate ceived certificate has expired.

date of the certificate is invalid.

of the certificate is invalid.

If "Continue" is selected, processing continues even if the

If "Delete the Job" is selected, the job is deleted if the date
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1.30 Monitoring this machine using the SNMP manager
Specify settings for monitoring this machine using the SNMP manager.
SNMP manager-based communication with this machine allows acquisition, management, and monitoring
of the information of this machine via the network. SNMP runs in a TCP/IP or IPX/SPX environment.
In addition, use of the TRAP function of SNMP allows setting for notification of the status of this machine. For
details, refer to "Providing notification of the status of this machine (TRAP)" on page 1-90.
Specify the settings according to the following flowchart.
@ Use TCP/IP
‘ @ Use IPX/SPX ‘
@ @)
J \
TCP/IP Settings NetWare Setting
3 SNMP fetting k
Finish
1.30.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.
For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
1.30.2 NetWare Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "NetWare Setting" -
"NetWare Setting".

Specify the following settings.

2l Network - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help :,'

EEX

C353/C253/C203

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub (353 [ L
Maintenance Security Box Print Setting Store Address
TCP/IP Setting NetWare Setting
E-mail Setting *is reflected after reset
LV i) IPX Setting™ ON v
IPP Setting (Turn the rain switch OFF, and then ON | when changing TCRARP)
FTP Setting Ethernet Frame Type™ Auto Detect v

- " a
SNMP Setting MNetWWare Print Mode OFF
PServer
Bonjour Setting Palling Intersal™ I:lsec.(1-55535)
Bindery/NDS Setting™
Bindery
NetWare Status File SeverNamet [ ]
NDS
AppleTalk Setting
NDS Context Name [ ]
Network Fax Setting
WehDAV Settings Nprinter/Rprinter
OpenAPl Setting Print Server Mame™ |:|
TCP Socket Setting Printer Nurmber* I:l (0-265 256 Auto)
User Authentication Setting Ol v
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Item Definition

Prior confirmation

IPX Setting Select "ON

Ethernet Frame Type

Specify the frame type to be used.

Frame type

1.30.3 SNMP Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "SNMP Setting".

Specify the following settings.

2 Network - Microsoft Internet Explorer

'

Elle Edit Wew Favorites Tools Help i
£= IKONICA MINOLTA & Administrator il
IE 125 Web Connection & Feady o Soan
Model Name: bizhub G353 [ 2
Maintenance Security Box Print Setting Store Address
TCP/IP Setting SNMP Setting
E-mail Setting SNMP ON v
LDAP Setring ¥ SHMP AR
¥ ShMP 3R
IPP Setting
¥ SHMP (P
(A Sty UDP Port Setting {1-65535)
SMB Setting SNMP wiA2e Setting
Web Service Settings Read Community Name
Bonjour Setting ¥ Wiite Community Name
NetWare Setting .
SNMP V3 Setting
AppleTalk Setting Context Name | |
Network Fax Setting ¥ Discovery User Name [public |
WebDAV Settings Fead Liser Mame [initil |
OpenAPI Setting Security Level |auth-password!priv—password V|
TCP Socket Setting auth-pagssword | |
priv-passward | |
Wirite User Name |restr|ct |
Security Level |auth—passwnrdi’pnv—passwurd V|
auth-passwaord | |
priv-password | |
Encryption Algarithm
Authentication Method
TRAP Setting
Allow Setting
Trap Setting when Authentication -
il

Item

Definition

Prior confirmation

SNMP

Specifies whether to use the SNMP. If yes, specify whether
to use SNMP v1/v2 (IP), SNMP v3, and SNMP v1 (IPX).
SNMP v1 (IPX) can be specified only when IPX is enabled.

Protocol to be used
(TCP/IP or IPX/SPX)

UDP Port Setting

Default setting: 161
Specify the UDP port number.

SNMP v1/v2c Setting

Specify settings for using SNMP v1/v2c.

Read Community Name

Specify the community name to be used for scanning (up to
15 characters).

Write Community Name

Specify the community name to be used for reading and
writing (up to 15 characters).

SNMP v3 Setting

Specify settings for SNMP v3.

Context Name

Specify the context name (up to 63 characters).
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Item

Definition

Prior confirmation

Discovery User Name

Specify the user name for detection (up to 32 characters).

Read User Name

Specify the name of read only user (up to 32 characters).

Security Level

Specify the security level for read only user.

auth-password

Specify the read only user authentication password to be
used for authentication (up to 32 characters).

priv-password

Specify the read only user privacy password to be used for
privacy (encryption) (up to 32 characters).

Write User Name

Specify the reading/writing user name (up to 32 characters).

Security Level

Specify the security level for reading/writing user.

auth-password

Specify the reading/writing user authentication password to
be used for authentication (up to 32 characters).

priv-password

Specify the reading/writing user privacy password to be
used for privacy (encryption) (up to 32 characters).

Encryption Algorithm

Specify the encryption algorithm.

Authentication Method

Specify the authentication method.
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1.31 Providing notification of the status of this machine (E-mail)
Specify settings for notifying the administrator of the machine status via E-mail.
Using this function provides notification for a specified address when a warning message occurs on this
machine.
Communication by combining POP before SMTP, APOP, SMTP authentication or encryption using SSL/TLS
is available. For detalils, refer to "Sending scan data by E-mail" on page 1-23.
Specify the settings according to the following flowchart.
| TCP/IP Settings |
| Emaitxemp |
I Status Notification Setting I
\\/ \
Communicate with the
SMTP server using ] SMTP Authentication? [ POP before SMTP?
SSL/TLS?
Yes No Yes No Yes No
\ \ \
SMTP over SSL/Start TLS | | swrp Authentication | POP before SMTP
s
@® POP over SSL? -
@ APOP?
Yes No
@ POP over SSL
@ APOP Authentication
s
Finish
1.31.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.
For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
1.31.2  E-mail TX (SMTP)
In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail
TX (SMTP)".
Specify the following settings.
Item Definition Prior confirmation
E-mail TX Setting Select the "E-mail TX Setting" check box.
E-mail Notification Select "ON".
SMTP Server Address Specify the SMTP server address. (Format: "** = o et Address of the server
Range for ***: 0 to 255)
If the DNS server is specified, the address can be specified
using the host name.
This item can also be specified with IPv6.
Port Number Default setting: 25 Port number for the serv-
Specify the port number. er
Connection Timeout Specify the time period before the server connection times
out.
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Item

Definition

Prior confirmation

Max Mail Size

Select whether to limit the size of sent messages.

Server Capacity

To limit the maximum mail size, specify the max. allowance
of the mail size including the attached file.

Mails exceeding the maximum allowance are removed.

If a mail is separated, this setting is disabled.

Receiving limit of the
server

Admin. E-mail Address

Displays the administrator address.
If the administrator address is not specified, specify it at
"Machine Setting".

Address for the adminis-
trator

Binary Division

To divide an E-Mail, select the "Binary Division" check box.
If the mail software used for receiving mails does not have
the mail restore function, the mails may not be read.

Restore function of the
mail soft

Divided Mail Size

To divide the mail, specify a divided mail size.

Receiving limit of the

server
1.31.3 Status Notification Setting
In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Status Notification
Setting" - "E-mail Address" - [Edit].
Specify the following settings.
‘2 Maintenance - Microsoft Internet Explorer
File Edit Vew Favorites Tools Help ,.'
£ KONICA MINOLTA & Adrinistrator 7]
EF1ASE Web Connection & Reocyto seon
Model Narne:bizhub G353 ﬁ]neauym Print 2
| Security Box Print Setting Store Address Network
* Meter Count Status Notification Setting
» ROM Version Destination E-mail Address1
Motification Address
P Import/Export
Alert
> Tnta_l Counter Notification [~ Jam
Sy ™ PM Call
¥ Machine Setting I” Replace Staples
» Online Assistance I™ Replenish Toner
» DatefTime Setting I~ Finisher Tray Full
§ . I~ Senice Call
P Timer Setting
I Job Finished
> Network TWAIN I Hale-Punch Scrap Box Full
* Reset I~ Waste Toner Box Full
> Exte_rnal Memory Function I~ Imaging Unit Yield
Settings I~ Fusing Unit Yield
P Header/Footer Registration I~ Transfer Belt Unit Yield
» License Settings
Item Definition Prior confirmation
Notification Address Specify the notification address. Notification address
Replenish Paper Tray Provides notification when a paper-out condition occurs.
JAM Provides notification when a paper misfeed occurs.
PM Call Provides notification when a periodic inspection is required.
Replace Staples Provides notification when a staple-out condition occurs.
Replenish Toner Provides notification when a toner-out condition occurs.
Finisher Tray Full Provides notification when the finisher tray becomes full.
Service Call Provides notification when a service call occurs.
Job Finished Provides notification when the job is completed.
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1.31.4

1.31.5

1.31.6

1.31.7

1.31.8

Item Definition

Prior confirmation

Hole-Punch Scrap Box Provides notification when hole-punch scraps must be re-
Full moved.

Waste Toner Box Full Provides notification when the waste toner box must be re-
placed.

Imaging Unit Yield Provides notification when the imaging unit must be re-
placed.

Fusing Unit Yield Provides notification when the fusing unit must be replaced.

Transfer Belt Unit Yield Provides notification when the transfer belt must be re-
placed.

SMTP over SSL/Start TLS
Specify the settings for SMTP over SSL/Start TLS.
For details, refer to "SMTP over SSL/Start TLS" on page 1-26.

SMTP Authentication
Specify the settings for SMTP authentication.
For details, refer to "SMTP Authentication" on page 1-27.

POP before SMTP
Specify the settings for POP before SMTP.
For details, refer to "POP before SMTP" on page 1-27.

POP over SSL
Specify the settings for POP over SSL.
For details, refer to "POP over SSL" on page 1-29.

APOP Authentication
Specify the settings for APOP authentication.
For details, refer to "APOP Authentication" on page 1-30.
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1.32 Providing notification of the status of this machine (TRAP)
Specify settings for notifying the administrator of the machine status using the TRAP function of SNMP.

Using this function provides notification for a specified IP address or IPX address when a warning message
occurs on this machine.

Specify the settings according to the following flowchart.

@ Provide notification for an IP
address
@ Provide notification for an IPX
address
O} ®
TCP/IP Settings NetWare Setting
N| ; L
A TRAP Setting F

L

| Status Notification Setting |

L

| Finish |

Q

Detail
To use the TRAP function of SNMP, specify settings for SNMP in advance. For details, refer to
“"Monitoring this machine using the SNMP manager” on page 1-84.

1.32.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.32.2 NetWare Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "NetWare Setting" -
"NetWare Setting".
Specify the following settings.
<3 Network - Microsoft Internet Explorer. E”E\E|
Fle Edit View Favortes Tools Help ,'
£ KONICA MINOLTA &g Aarministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting NetWare Setting
E-mail Setting *is reflected after reset.
PP Sy IPX Setting* O v
IPP Setting (Turn the main switch OFF, and then ON | when changing TCRIP.)
FTP Setting Ethernet Frame Type™ Auto Detect w
SNMP Setting MetWare Print Mode™ OFF v
. FServer
Web Service Settings Print Server Password™ I:l
Bonjour Setting Palling Irterval I:lsec (1-65538)
Bindery/NDS Setting®
Bindery
NetWare Status File Server Name™ [ ]
NDS
AppleTalk Setting
Network Fax Setting
NDSTree Mame” [ ]
WebDAV Settings Mptinter/Rprinter
OpenAPl Setting Print Server Name® I:l
TCP Socket Setting Printer Nurmber* I:l (0255 255 Auta)
Ugser Authentication Setting QN v
Item Definition Prior confirmation
IPX Setting Select "ON".
Ethernet Frame Type Specify the frame type to be used. Frame type
1.32.3 TRAP Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "SNMP Setting".
Specify the following settings.
Item Definition Prior confirmation
Allow Setting Select "Allow".
Trap Setting when Au- Select whether to enable the TRAP function when authenti-
thentication Fails cation failed.
1.32.4 Status Notification Setting

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Status Notification

Setting" - "IP (IPX) Address" - [Edit].

For details on the settings, refer to "Status Notification Setting" on page 1-88.
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1.33 Providing notification of the counter information of this machine via E-
mail
Specify settings for providing notification of counter information of this machine via E-mail.

Using this function provides notification of counter information managed by this machine for a specified
address. The counter of this machine can be checked by selecting PageScope Web Connection -
Maintenance tab - "Meter Count".

Communication by combining POP before SMTP, APOP, SMTP authentication or encryption using SSL/TLS
is available. For details, refer to "Sending scan data by E-mail" on page 1-23.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

E-mail TX (SMTP) |

Total Counter Notification
Setting
\L \
Communicate with the
SMTP server using ] SMTP Authentication? [ POP before SMTP?
SSL/TLS?
Yes No Yes No Yes No
SMTP over SSL/Start TLS | | smtP Authentication | | POP before sMTP
J
@ POP over SSL? |
@ APOP?
Yes No
@® POP over SSL
@ APOP Authentication
J
Finish

1.33.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.33.2

E-mail TX (SMTP)

In Administrator mode of PageScope Web Connection, select the Network tab - "E-mail Setting" - "E-mail

TX (SMTP)".

Specify the following settings.

Item

Definition

Prior confirmation

E-mail TX Setting

Select the "E-mail TX Setting" check box.

Total Counter Notifica-
tion

Select "ON".

SMTP Server Address

Specify the SMTP server address. (Format: "** = o et
Range for ***: 0 to 255)

If the DNS server is specified, the address can be specified
using the host name.

This item can also be specified with IPv6.

Address of the server

Port Number

Default setting: 25
Specify the port number.

Port number for the serv-
er

Connection Timeout

Specify the time period before the server connection times
out.

Max Mail Size

Select whether to limit the size of sent messages.

Server Capacity

To limit the maximum mail size, specify the max. allowance
of the mail size including the attached file.

Mails exceeding the maximum allowance are removed.

If a mail is separated, this setting is disabled.

Receiving limit of the
server

Admin. E-mail Address

Displays the administrator address.
If the administrator address is not specified, specify it at
"Machine Setting".

Address for the adminis-
trator

Binary Division

To divide an E-Mail, select the "Binary Division" check box.
If the mail software used for receiving mails does not have
the mail restore function, the mails may not be read.

Restore function of the
mail soft

Divided Mail Size

To divide the mail, specify a divided mail size.

Receiving limit of the
server
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1.33.3 Total Counter Notification Setting
In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Total Counter
Notification Setting".
Specify the following settings.
2 Maintenance - Microsoft Internet Explorer [
Fle Edit View Favortes Tools Help A ,'
£ KONICA MINOLTA & Administrator
IEXEASE Web Connection & Feady o Soan
Model Name:bizhub G353 [
| Security Box Print Setting Store Address Network
» Meter Count Total Counter Notification Setting
» ROM Version Modsl Name I
¥ Import/Export
. ) ) Schedule Setting
P Status Notification Setting
Scheduls 1
.
Setting
Interval of Day(s) [ o=
* Machine Setting
" Waekly
- Duflive Sesikres Interval of Week(s) I:l (1)
» Date/Time Setting Day of the Week
* Timer Setting & Monthly
P Network TWAIN Interval of Month{s)
» Reset Date of the Morth
* External Memory Function Schedule 2
Settings " Dayly
* Header/Footer Registration Interval of Day(s) I:|(1-31)
* License Settings " Weekly
Interval of Week(s) I:l (1-6)
Day of the Week
* Monthly
Interval of Morthis)
Date of the Month
Register Notification Address
Address 1
E-mail Address
[ Motifies by Schedulel
[ Motifies by Schedule?
Address 2
E-mail Address
[ Motifies by Schedulel
[ Motifies by Schedule?
Address 3
E-mail Address
[ Motifies by Schedulel
[ Motifies by Schedule?
” Send Mow I | Cancel
Item Definition Prior confirmation
Model Name Specify the model name indicated in the notification mes-
sage (up to 20 characters).
Schedule Setting Specify the conditions for the notification schedule. Sched- Notification schedule
ules 1 and 2 can be registered with different settings.
Register Notification Ad- Specify the notification addresses (up to 320 characters). Notification address
dress Select the desired notification schedule.
1.33.4 SMTP over SSL/Start TLS
Specify the settings for SMTP over SSL/Start TLS.
For details, refer to "SMTP over SSL/Start TLS" on page 1-26.
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1.33.5 SMTP Authentication
Specify the settings for SMTP authentication.
For details, refer to "SMTP Authentication" on page 1-27.
1.33.6 POP before SMTP
Specify the settings for POP before SMTP.
For details, refer to "POP before SMTP" on page 1-27.
1.33.7 POP over SSL
Specify the settings for POP over SSL.
For details, refer to "POP over SSL" on page 1-29.
1.33.8 APOP Authentication
Specify the settings for APOP authentication.
For details, refer to "APOP Authentication" on page 1-30.
1.33.9 Meter Count
In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Meter Count".
The counter information managed by the machine can be displayed.
3 Maintenance - Microsoft Internet Explorer
Elle Edit Wew Favorites Tools Help
£ KONICA MINOLTA &jp Administratar
IEEASE Web Connaction S Rescly o Son
Madel Name:bizhub ©353 [ L
Box Print Setting Store Address Network
» ROM Version Total 0
Total Duplex 0
* Import/Export # of Originals 0
* Status Notification Setting # of Used Paper 0
* Total Counter Notification Copy Counter
Setting Singl
Full Color |Black MY'€ 13 color |Total
¥ Machine Setting Color
. on . Total i D i} i} i
Online Assistance Large Size 0] o a a 0]
* Date/Time Setting i
Print Counter
* Timer Setting Full Color |Black 2 Color Total
¥ Network TWAIN Total 0 0 0 0
* Reset Larye Size 1] 0 0 1]
¥ External Memory Function Scan / Fax Counter
Settings Print Print Scans
§ i {Full Colorj (Black)
¥ Header/Footer Registration Total a 0 0
* License Settings Large Size o 0 0
[Fax TX o |
[Fax RX o
Total (Copy + Print)
| |Full color |Black [2 cotor |
Total o o o |
Paper Size / Type Counter
Paper Size Paper Type Count
A3 Mot Specified 1]
B4 Mot Specified 1]
Ad Mot Specified 1]
BS Mot Specified 1]
AL Mot Specified 1]
8" x 13" Mot Specified 1]
8K Mot Specified 1]
16K Mot Specified 1]
B& Mot Specified 1]
Others Mot Specified 1]
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1.34 Limiting users using this machine (Machine authentication)
Specify settings for using this machine using machine authentication.

Specify user authentication and account track settings in order to control the use of this machine. User
authentication settings are specified to manage individuals, and account track settings are specified to
manage groups and multiple users. By specifying both user authentication and account track settings, the
number of prints made by each account can be managed for each individual user.

Specify the settings according to the following flowchart.

User Auth/Account Track

L

® User Authentication
@ Account Track
® Synchronize user authentica-
tion and account track

@ @ ®

User Registration | | Account Track Registration | | Account Track Registration |

| User Registration

L

| Finish |

N

Note
For details on the machine authentication, refer to the User’s Guide [Copy Operations].
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1.34.1 User Auth/Account Track
In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "User
Auth/Account Track".
Specify the following settings.
Detail
If authentication is performed with PageScope Authentication Manager, this menu item does not
appear.
2l Security - Microsoft Internet Explorer |Z||E‘E|
Fle Edit View Favortes Tools Help r'
£ KONICA MINOLTA L Aaministratar
IEFEASE Web Connection S0 Reacy to Soan
Model Mame: bizhub C353 G] Ready {o Print
Maintenance ﬂ. Box Print Setting Store Address Network
¥ Authentication User Auth/Account Track
General Sattings M (MFF) v
» External Server Public User Access Restrict v
Registration B‘Er::tt;;sld Time Setting (Active I Minute (1-50)
¥ Default Function
BRIt Account Track [T
» User Registration Account Track Input Method
Synchranize User Authentication &
* Account Track Registration Account Track ynchronize
» SSLITLS Setting U:;ﬂrzer of Counters Assigned for (17999)
»* Address Refy Setti When Number of Jobs Reach -
ress Reference emng Maflr:nufnm er of Jobs meac
¥ Permission of Address
Change
¥ Auto Logout
¥ Administrator Password
Setting
Item Definition Prior confirmation
General Settings Select "ON (MFP)".
Public User Access Specify whether to allow public users. Whether to allow public
users
Account Track To use the account track function, select "ON". Whether to use Account
Track
Account Track Input To use the account track function, select the desired authen-
Method tication method.
Synchronize User Au- To synchronize user authentication and account track func- | Whether to synchronize
thentication & Account tions, select "Synchronize". the user authentication
Track and account track func-
tions
Number of Counters As- To use the user authentication and account track, specify
signed for Users the number of counters assigned for users.
When Number of Jobs Specify the operation that is performed when the number of
Reach Maximum copies or printouts have reached its maximum.
Detail
If Enhanced Security Mode is set fo "ON", the authentication method cannot be set to "OFF". In
addition, "Public User Access" is set to "Restrict”.
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1.34.2 User Registration
In Administrator mode of PageScope Web Connection, select the Security tab - "User Registration” - [New
Registration].
Specify the following settings.
Detail
If authentication is performed with PageScope Authentication Manager, this menu item does not
appear.
2 Security - Microsoft Internet Fxplorer.
File Edit Wiew Favorites Tools Help
£= KONICA MINOLTA &dp Adrinistrator
IEEASE Web Connection 5 Recctyto Scan
Madel Mame: bizhub £353 G] Readly to Print
Maintenance m. Box Print Setting Store Address Network
* Authentication User Registration
E—— - | |
* Account Track Registration Uszer Name | |
» SSLITLS Setting E-mail Address [ |
* Address Reference Setting User Passward | |
* Permission of Address Retype User Password | |
Change
» Auto Logout Function Permission
* Administrator Password Copy
Setting Scan
Save to External Mernory
Fax
Print
User Box
Print Scan/Fax from User Box Al
Manual Destination Input
Qutput Permigsion(Print)
Qutput Permission(Tx)
Max. Allowance Set
Total Allowance
I™ Total
[ Togomom
Individual Allowance
I™ Colar
[ Togomom
I” Black
[ Togomem
Box Administration
I” Box Count
[ Toiom
Limiting Access to Destinations
™ Reference Allowed Group
Registered Reference Group Mumber
Totald
W Access Allowed Level
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Item Definition Prior confirmation
No. Enter the registration number.
User Name Enter the user name.

E-mail Address

Enter the E-mail address.

User Password

Enter the password.

Retype User Password

Enter the password again.

Account Name

Register the account to which the user belongs. Before se-
lecting the account name, register the account. When syn-
chronization of the user authentication and account is
specified, this item appears.

Specify Icon

From [Search from List], specify an icon for the user to be
registered.

Function Permission

Specify whether to allow copy operations, scan operations,
saving to external memory, fax operations, printing, user box
operation, print scan/fax from user box, and manual destina-
tion input.

Output Permission (Print)

Specify whether to allow color or black output when printing.

Output Permission (TX)

Specify whether to allow sending color images.

Max. Allowance Set

Specify whether to limit the max. allowance of output.

Limiting Access to Desti-
nations

Specify the destination access right of users to be registered
When "Reference Allowed Group" is selected, click [Search
from List], and then select a reference allowed group from
the list. When "Access Allowed Level" is selected, specify a
level.

Q

Detail

If "Password Rules" is enabled, no password containing less than eight characters can be registered.
If you have alreadly registered a user password containing less than eight characters, change it to one
using eight characters before enabling "Password Rules". For details on the password rules, refer to

the User’s Guide [Copy Operations].

For details on limiting access to destinations, refer to "Limiting accessible destinations by user" on

page 1-142,
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1.34.3 Account Track Registration
In Administrator mode of PageScope Web Connection, select the Security tab - "Account Track Registration”
- [New Registration].
Specify the following settings.
Detail
If authentication is performed with PageScope Authentication Manager, this menu item does not
appear.
2l Security - Microsoft Internet Explorer
Fle Edit View Favortes Tools Help "
£ KONICA MINOLTA L Aaministratar
IEFEASE Web Connection S0 Reacy to Soan
Model Names bizhub 0353 & ooty o P
Maintenance ﬂ. Box Print Setting Store Address Network
¥ Authentication Account Track Registration
P User Registration Mo I |
1> ecou T repaion [T | ]
» SSLTLS Setting Password [ |
P Address Reference Setting Retype Password I |
¥ Permission of Address
Change Output Permission(Print)
* Auto Logout Color
Black
¥ Administrator Password
Setting
Output Permission(Tx)
Color
hax. Allowance Set
Total Allowance
[~ Total
[ )
Individual Allowance
™ Calar
[ )
[~ Black
[ Ti-asgamg
Box Administration
[” Box Count
lwmm
Item Definition Prior confirmation
No. Enter the registration number.
Account Name Enter the account name.
Password Enter the password.
Retype Password Enter the password again.
Output Permission (Print) | Specify whether to allow color or black output when printing.
Qutput Permission (TX) Specify whether to allow sending color images.
Max. Allowance Set Displays whether to limit the max. allowance of output.
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Q

Detail

If "Password Rules" is enabled, no password containing less than eight characters can be registered.
If you have already registered a user password containing less than eight characters, change it to one
using eight characters before enabling "Password Rules". For details on the password rules, refer to
the User’s Guide [Copy Operations].
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1.35 Limiting users using this machine (Active Directory)

Specify settings for limiting users of this machine using Active Directory.

To perform authentication using Active Directory of Windows 2000 Server or Windows 2003 Server, use this
setting. This setting limits functions available on a user basis.

Specify the settings according to the following flowchart.

1.35.1 TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

| TCP/IP Settings |

L

| External Server Registration |

L

| User Auth/Account Track |

L

| Default Function Permission |

L

| Date/Time Setting |

L

| Finish |

When using Active Directory, specify a DNS server synchronized with Active Directory in the DNS Server

Settings of this machine.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.35.2 External Server Registration

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "External
Server Registration” - [Edit].

Specify the following settings.

2l Security - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help r

£ KONICA MINOLTA L Aaministratar

IEFEASE Web Connection S0 Reacy to Soan
Madel Name: bizhub C353 G] Ready to Print

Maintenance ﬂ. Box Print Setting Store Address Network
¥ Authentication External Server Registration

» User Auth/Account Track No. 1

External Server Mame |
» External Server
Registration External Server Type Active Dirsctory v

* Default Function Active Directary

Permission Default Dornain Marme | |
* User Registration NTLM
Default Domain Mame | |

¥ Account Track Registration
NDS

Default NDS Tree Mame | |

P SSL/TLS Setting

* Address Reference Setting Default NDS Context Mame | |

* Permission of Address LDAP
Change

Server Address I Please check to enter host name.
¥ Auto Logout | |

* Administrator Password
Fort N 4
e ort o [ oesss
[ Enable S5L

Port No.(S5L) = TJnesss

Search Base |

Timeout I:lsec. (5-300)

Authentication Method

Search Attribute | |

Item Definition Prior confirmation
No. Displays the registration number.
External Server Name Enter the name of the external authentication server (up to 32
characters).
External Server Type Select "Active Directory".
Default Domain Name Enter the default domain name. Default domain name
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1.35.3 User Auth/Account Track

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "User
Auth/Account Track".

Specify the following settings.

Q

Detail

If authentication is performed with PageScope Authentication Manager, this menu item does not
appear.

2 Security - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub €353 G] Readly to Print

Maintenance w. Box Print Setting

Store Address

Network

» User Auth/Account Track | General Settings

|ON (External Server) V| |

* External Server Public User Access

Registration Ticket Hold Tirne Setting (Active |
Divsctan) [0 Tminute 160
» Default Function
Permission Account Track OM v
» User Registration Account Track Input Method
Synchronize User Authentication & Do Mot Synchronize v
* Account Track Registration Account Track 0 Mot aynenronize
. MNumber of Counters Assigned for
>
SSLTLS Setting Users (1_999)
* Address Reference Setting When Number of Jobs Reach -
Maximurn Skip Job 8

* Permission of Address
Change

* Auto Logout

¥ Administrator Password
Setting

Item

Definition

Prior confirmation

General Settings Select "ON (External Server)".

Ticket Hold Time Setting Specify the ticket hold time.

(Active Directory)
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1.35.4 Default Function Permission

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "Default

Function Permission".

Specify the following settings.

Q

Detail

If authentication is performed with PageScope Authentication Manager, this menu item does not

appear.

2 Security - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help i
£= IKONICA MINOLTA & Auministrator
IE 125 Web Connection & Feady o Soan
Model Name:bizhub G353 [
Maintenance m. Box Print Setting Store Address Network
| octautt Function permision
* User Auth/Account Track Copy
* External Server Sean
Registration Save to External Memary
| » Default Function Fax
Permission Print
¥ User Registration User Box
* Account Track Registration Frint SeandFax from User Box A
* SSL/TLS Setting Manual Destination Input
¥ Address Reference Setting
P Permission of Address QK Cancel
e [
» Auto Logout
* Administrator Password
Setting
Item Definition Prior confirmation
Copy Limits functions available to authorized users on this ma-

Scan

Save to External Memory

Fax

Print

User Box

Print Scan/Fax from User
Box

Manual Destination Input

chine. Specify whether to allow each function.

1.35.5 Date/Time Setting

When using Active Directory, specify the date and time on this machine.

For details, refer to "Specifying the date and time on this machine" on page 1-16.
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1.36 Limiting users using this machine (Windows domain/workgroup)
Specify settings for limiting users of this machine using NTLM authentication.

To perform authentication using NTLM when using Windows NT4.0 or using Active Directory of Windows
2000 Server or Windows Server 2003, use this setting. This setting limits functions available on a user basis.

This machine supports the direct hosting service. To execute NTLM authentication in the IPv6 environment,
the Direct Hosting setting must be enabled. When the Direct Hosting setting is enabled, this machine
acquires the IPv6 address of the Windows server using the DNS server.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

| External Server Registration |

L

| User Auth/Account Track |

L

| Default Function Permission |

L

| Client Setting |

L

‘ I IPv6 environment? I |

No Yes
J |
Use the WINS server? }— Direct Hosting Setting
Yes No
| WINS Setting
| Finish

1.36.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

To execute NTLM authentication in the IPv6 environment, the Direct Hosting setting must be enabled.
Prepare a DNS server and be sure to specify the DNS settings of this machine correctly.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.36.2 External Server Registration

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "External
Server Registration” - [Edit].

Specify the following settings.

& Security - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar

IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub (353 [ L

Maintenance w. Box Print Setting Store Address Network

Exteral server Regitration

¥ User Auth/Account Track Mo 2

External Server Mame |
» External Server
Registration External Server Type MWTLM w1 hd

* Default Function Active Directory

Permission Default Domain Name [ |
P User Registration MTLM
» Account Track Registration Default Domiain Name [ |
NDS

P SSLTLS Setting

Default MDS Tree Name | |

P Address Reference Setting Dafault NDS Contexd Mame | |

* Permission of Address LDAP
Change

Server Address I” Please check to enter host name.
* Auto Logout [ |

¥ Administrator Password Port Na. I:l(LESEES)

Setting
[ Enable SS5L

Port No.(55L) [ Tnesss

Search Base |

Timeout I:lsec (5-300)

Authentication Method
Search Attribute | |

Item Definition Prior confirmation
No. Displays the registration number.
External Server Name Enter the name of the external authentication server (up to 32
characters).
External Server Type Select "NTLM v1" or "NTLM v2".
NTLMv2 is applied from Windows NT 4.0 (Service Pack 4).
Default Domain Name Enter the default domain name. Default domain name
Enter the default domain name in uppercase letters.
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1.36.3 User Auth/Account Track

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication” - "User

Auth/Account Track".
Specify the following setting.

Q

Detail

If authentication is performed with PageScope Authentication Manager, this menu item does not

appear.

& Security - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub €353 G] Readly to Print

Maintenance w. Box Print Setting Store Address

Network

* External Server Public User Access

» Default Function

Permission Account Track oM v

» User Registration Account Track Input Method

Users

* Permission of Address
Change

P User Auth/Account Track | General Seftings OM (External Server) v

Registration Ticket Hold Time Setting (Active
Directory) M‘“U‘B (160

Synchronize User Authentication & Do Mot Synchronize v
* Account Track Registration Account Track __0 ot aynchronize

» SSL/TLS Setting MNumber of Counters Assigned for (1_999)

* Address Reference Setting When Number of Jobs Reach -
Maximurn Skip Job 8

* Auto Logout

¥ Administrator Password
Setting

Item Definition

Prior confirmation

General Settings Select "ON (External Server)".

1.36.4 Default Function Permission
Limits functions available to authorized users on this machine.

For details, refer to "Default Function Permission" on page 1-105.
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1.36.5 Client Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "SMB Setting" - "Client
Setting".

Specify the following setting.

2 Network - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help rl

£ KONICA MINOLTA &g Aarministrator

IE 125 Web Connection & Feady o Soan
Model Mames bizhub G353 [

Maintenance Security Box Print Setting Store Address

TCP/IP Setting Client Setting
E-mail Setting SME TX Setting oM w
NTLM Setting Wl -

LDAP Setting
Uger Authentication(MTLM) oM V| |

IPP Setting

FTP Setting

SNMP Setting

WINS Setting

Print Setting

Direct Hosting Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting

TCP Socket Setting

Item Definition Prior confirmation

User Authentication Select "ON".
(NTLM)

Q

Detail
Specifying "OFF" for "User authentication (NTLM)" synchronizes with the user authentication setting,
switching to "ON (MFP)".

1.36.6 WINS Setting
To use the WINS server, specify settings for the WINS server.
For details, refer to "WINS Setting" on page 1-22.

1.36.7 Direct Hosting Setting
To execute NTLM authentication in the IPv6 environment, enable the Direct Hosting setting.

For details, refer to "Direct Hosting Setting" on page 1-21.
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1.37

Limiting users using this machine (NDS)

Specify settings for limiting users of this machine using NDS.

To perform NDS-based authentication using NetWare 5.1 or NetWare 6.0, use this setting. This setting limits

functions available on a user basis.

Specify the settings according to the following flowchart.

Q

1.37.1

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" -

Detail

External Server Registration

J

User Auth/Account Track

L

Default Function Permission

L

NetWare Setting

L

Finish

NDS /s available only when IPX is used as the protocol. NDS is not available when IP is used.

Server Registration" - [Edit].

Specify the following settings.

C353/C253/C203

External Server Registration

2l Security - Microsoft Internet Explorer

Ele Edit Wew Favorites Tools

Help

£ KONICA MINOLTA

IEFEASE Web Connection
Maodel Name: hizhub C353

& Administratar

s Ready to Scan
& rowoy o P

Maintenance ﬂ. Box

Print Setting

Store Address

Network

External Server Registration

» User Auth/Account Track

» External Server
Registration

* Default Function
Permission

* User Registration
¥ Account Track Registration
P SSL/TLS Setting
* Address Reference Setting

* Permission of Address
Change

¥ Auto Logout

* Administrator Password
Setting

Ma.

External Server Mame

External Server Typs

Active Directary
Default Dornain Marme
TLMW

Default Dornain Marme

NDS
Default MDS Tree Name

Default NDS Context Mame

LDAP

Server Address

Fort Mo
[ Enable S5L

Part Mo (S5L1)
Search Base
Timeaut
Authentication Method
Search Attribute

I Please check to enter host name.

[ Tnessm)
)

[ Teee. -2

"External
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Item Definition Prior confirmation
No. Displays the registration number.
External Server Name Enter the name of the external authentication server (up to 32
characters).

External Server Type Select "NDS".
Default NDS Tree Name Enter the default NDS tree name.
ﬁefault NDS Context Enter the default NDS context name.

ame

1.37.2 User Auth/Account Track

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "User
Auth/Account Track".

Specify the following setting.

Q

Detail
If authentication is perfomed with PageScope Authentication Manager, this menu item does not
appear.

2 Security - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help f ,'
£ KONICA MINOLTA &jp Administratar

IEX 245 Web Connection gt resaytoscen

Model Mame: bizhub (353 [ L

Maintenance w. Box Print Setting Store Address Network

P User Auth/Account Track | General Seftings OM (External Server) v

Public User Access

* External Server

Registration Ei‘cr:;etto}:yo)ld Tirne Setting (Active Mmute 1-60)
¥ Default Function
Permission Account Track OM v

» User Registration Account Track Input Method

Synchronize User Authentication & Do Mot Synchronize v
* Account Track Registration Account Track __0 ot aynchronize

» SSLTLS Setting B:renrzgr of Counters Assigned for (1_999)

* Address Reference Setting When Number of Jobs Reach -
Maxirnurn Skip Job |38

* Permission of Address

Change
* Auto Logout
¥ Administrator Password
Setting
Item Definition Prior confirmation
General Settings Select "ON (External Server)".

1.37.3 Default Function Permission
Limits functions available to authorized users on this machine.

For details, refer to "Default Function Permission" on page 1-105.
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1.37.4 NetWare Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "NetWare Setting" -
"NetWare Setting".
Specify the following settings.
<3 Network - Microsoft Internet Explorer.
Flle Edit Wiew Favorites 'y
£ KONICA MINOLTA & Acministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance Security Box Print Setting Store Address
TCP/IP Setting NetWare Setting
E-mail Setting *is reflected after reset
PP Sy IPX Setting* O v
IPP Setting (Turn the main switch OFF, and then ON | when changing TCRIP.)
FTP Setting Ethernet Frame Type™ Auto Detect w
SNMP Setting MNetWare Print Mode™ QOFF v
PServer
SHB Setting Print Server Name" I
Web Service Settings Print Server Password™ I:l
Bonjour Setting Palling Irterval I:lsec (1-65538)
Bindery/NDS Setting®
Bindery
NetWare Status File SemerNermes [ ]
NDS
AppleTalk Setting
Network Fax Setting
NDS Tree Namet [ ]
WebDAV Settings Mptinter/Rprinter
OpenAPl Setting Print Server Name® I:l
TCP Socket Setting Printer Nurnber® (0-255 ,255: Auta)
Ugser Authentication Setting 0K V| |
Item Definition Prior confirmation
IPX Setting Select "ON".
Ethernet Frame Type Specify the frame type to be used. Frame type
User Authentication Set- | Select "ON".
ting
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1.38 Limiting users using this machine (LDAP)
Specify settings for limiting users of this machine using the LDAP server.

To perform authentication using the LDAP server, use this setting. This setting limits functions available on a
user basis.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

| External Server Registration |

L

| User Auth/Account Track |

L

| Default Function Permission |

L

Communicate with the LDAP
server using SSL?

Yes No

| LDAP over SSL

L

| Finish

1.38.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.
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1.38.2 External Server Registration

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "External

Server Registration" - [Edit].
Specify the following settings.

Security - Microsoft Internet Explorer

Fi Edit  Wiew Favorites Tools  Help f ,'
£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub (353 [ L
Maintenance w. Box Print Setting Store Address Network
Extornal Server Registration
¥ User Auth/Account Track Mo 2
External Server Mame |
»* External Server
Registration External Server Type LOAR hd
¥ Default Function Active Directory
Permission Default Damain Mams | |
P User Registration NTLM
* Account Track Registration Default Domain Name l |
N . NDS
SSLAILS Setting Default MDS Tree Name | |
» .
Address Reference Setting Dafault NDS Contexd Mame | |
* Permission of Address LDAP
Change
i Server Address I” Please check to enter host name.
* Auto Logout [ |
¥ Administrator Password
Port Mo, 383 E
Sefting ort Mo 383 |1es538)
[ Enable S5L
Port Ho.(S5L) [ Joessas)
Search Base |
Timeout sec (5-300)
Authentication Method
Search Attribute uid |

Item Definition

Prior confirmation

No. Displays the registration number.

External Server Name Enter the name of the external authentication server (up to 32

characters).

External Server Type Select "LDAP".

Server Address Specify the LDAP server address. (Format: " = = ="
Range for ***: 0 to 255)

If the DNS server is specified, the address can be specified
using the host name.

This item can also be specified with IPv6.

Address of the server

Port No. Specify the port number.

Port number for the serv-
er

Search Base Specify the search starting point in a hierarchical structure
placed on the LDAP server. Searches are performed by also
including the subdirectories lower than the starting point that

was specified.

Timeout

Specify the maximum wait time for a search operation.

Authentication Method

Select the authentication method used for logging in to the
LDAP server.

Authentication method
for the server

Search Attribute

If "Digest-MD5" is selected as the authentication method,
specify the search attribute.
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1.38.3 User Auth/Account Track

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "User
Auth/Account Track".

Specify the following setting.

Q

Detail

If authentication is perfomed with PageScope Authentication Manager, this menu item does not

appear.

& Security - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen
Model Mame: bizhub €353 G] Readly to Print

Maintenance w. Box Print Setting

Store Address Network

» User Auth/Account Track | General Settings

|ON (External Server) V|

* External Server Public User Access

Registration Ticket Hold Tirne Setting (Active
Diecton) [0 Tminute 160
¥ Default Function
Permission Account Track OM v
» User Registration Account Track Input Method
Synchronize User Authentication & Do Mot Synchronize v
* Account Track Registration Account Track 0 Mot aynenronize
. MNurnber of Counters A d fi
> SSLTLS SE“IIIQ U:;ﬂrsef o ounters Assignen for (1_999)
* Address Reference Setting When Number of Jobs Reach -
Maxirnurn Skip Job |38
* Permission of Address
Change
* Auto Logout
¥ Administrator Password
Setting
Item Definition Prior confirmation
General Settings Select "ON (External Server)".

1.38.4 Default Function Permission

Limits functions available to authorized users on this machine.

For details, refer to "Default Function Permission" on page 1-105.
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1.38.5 LDAP over SSL

External Server Registration

In Administrator mode of PageScope Web Connection, select the Security tab - "Authentication" - "External
Server Registration" - [Edit].

Specify the following settings.

Item Definition Prior confirmation
Enable SSL To encrypt communication between this machine and the Whether the sever sup-
LDAP server using SSL, select the "Enable SSL" check box. | ports SSL
Port Number (SSL) Specify the port number used in SSL communication. Port number for the serv-
er

Action for Invalid Certificate

In Administrator mode of PageScope Web Connection, select the Security tab - "SSL/TLS Setting" - "Action
for Invalid Certificate".

Specify the following setting.

A Security - Microsoft Internet Explorer ‘ZHE”X‘
Fle Edt YView Favortes Iools Help I
£ KONICA MINOLTA & Aerinictrator [ Lot |
I £45% Web Connection € mesey o o
Model Mame: bizhub £353 aﬁmym Print
Maintenance m. Box Print Setting Store Address Network
¥ Authentication Processing Method
¥ User Registration Action for Invalid Cerificate
¥ Account Track Registration
¥ SSL/TLS Setting

* SSL/TLS Setting

® Action for Invalid
Certificate

¥ Address Reference Setting

¥ Permission of Address
Change

¥ Auto Logout

* Administrator Password
Setting

Item Definition Prior confirmation

Action for Invalid Certifi- Specify the operation when the validity period for the re-
cate ceived certificate has expired.

If "Continue" is selected, processing continues even if the
date of the certificate is invalid.

If "Delete the Job" is selected, the job is deleted if the date
of the certificate is invalid.
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1.39

1.39.1

1.39.2

Performing IP address filtering
Specify settings for performing IP address filtering.

Performing IP address filtering limits access from specified IP addresses. Specify addresses from which this
machine is accessible and inaccessible.

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

IP Filtering |

L

| Finish |

TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

IP Filtering

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "IP
Filtering".

Specify the following settings.

23 Network - Microsoft Internet Explorer; E”E‘E|
:l

Fle Edit View Favortes Tools Help 5
£ KONICA MINOLTA L Aaministratar
IEFEASE Web Connection S0 Reacy to Soan
Mode| Mame: hizhub C353 G] Ready to Print
Maintenance Security Box Print Setting Store Address
IP Filtering
TCP/IP Setting Fermit Access
Satl Joooo | - |pooo ]
IPsec Stz |pooo | - [pooo ]
E-mail Setting Set3 j0.0.0.0 | - |oooo |
LDAP Setting Satd Joooo | - |pooo ]
IPP Setting Seat5 [pooo | - [oooo \
FTP Setting Deny Access
et Sett [pooo | - [pooo \
Lt Set2 [po0o | - [pooo \
Web Service Settings
Sat3 Joooo | - |pooo ]
Bonjour Setting
Setd |pooo | - [pooo ]
NetWare Setting
Sets j0.0.0.0 | - |oooo |

AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl| Setting

TCP Socket Setting

Item Definition Prior confirmation

Permit Access To specify permitted addresses, select "Enable".

Set1to5 Specify permitted addresses. (Format: "***.** ** ***" '"Range Permitted addresses
for ***: 0 to 255)

Deny Access To specify denied addresses, select "Enable".

Set1to5 Specify denied addresses. (Format: "***.***** **" Range for Denied addresses

**: 0 to 255)
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1.40 Communicating using IPv6
Specifying settings for IPv6-based communication

To allocate the IPv6 address to this machine, use this setting. IPv6 can run simultaneously with IPv4.
However, Ipv6 does not run independently.

When using this machine under the IPv6 environment, there are the following restrictions.
Printing using SMB is not available (available for direct hosting service).

Sending scan data using SMB is not available (available for direct hosting service).
SMB browsing is not available.

NTLM authentication is not available (available for direct hosting service).
PageScope NDPS Gateway cannot be used.

DHCPV6 cannot be used.

IP filtering is not available.

The printer driver installer cannot be used.

PageScope Web Connection cannot be displayed with Flash.

Q

Detail

For details on the direct hosting service, refer to the following sections.

"Sending scan data to a Windows computer” on page 1-19

"Printing (SMB)" on page 1-62

“Limiting users using this machine (Windows domain/workgroup)" on page 1-106
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TCP/IP Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" -

Setting".
Specify the following settings.

2 Metwork - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

£ KONICA MINOLTA

IEF£ASE Web Connection
Madel Name: bizhub C353

Maintenance Security

IP Filtering

IPsec
E-mail Setting
LDAP Setting
IPP Setting
FTP Setting
SNMP Setting
SMB Setting
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WehDAV Settings
OpenAPI Setting

TCP Socket Setting

& Administrator

9 Feeady to Soan
[

Box Print Setting Store Address

TCP/IP Setting
* g reflected after reset.

(oo | B

TCRAP [on ]

{Turn the main switch OFF, and then OMN |, when changing TCPIP)
Auto Setting v

¥ DHCP™
™ BootP*
v ARP/PING*
V¥ AutolP™

Metwork Speed
IP Address Setting Method*

IP Address
Subnet Mask

i

Default Gateway

IPvE

Auto IPvE Setting™
Link-Local Address

Global Address

Prefix Length

Gateway Address

RAMY Port Mumber

FIEIEEIE G B o
=

=

= <

<

¥ Part 1 100 (1-65535)
M Part 2 112 (1-65536)
W Part 3 113 (1-55535)
¥ Part 4 114 (1-65535)
M Part 5 115 (1-65536)
W Part 6 116 (1-55535)

Diynarnic DS Setting

Huost Mame |thames

DNS Dornain Narme Setting
DS Domain Auto Obtain
DNS Default Damain Mame | |
DM3 Search Domain Mamel | |
DNS Search Domain Name2 | |
DNS Search Domain Name3 | |

DNS Server Setting
DNS Server Auto Obtain
Primary DNS Server |I] 0.00 |
Secondary DNS Serverl |0.0.0.0 |
Secondary DNS Server? |D.D 0.0 |

SLP Setting
LPD Setting
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Item Definition Prior confirmation
TCP/IP Select "ON".
IPv6 Select "ON".

Auto IPv6 Setting

To automatically obtain the IPv6 address, select "ON".

Whether to automatically
obtain the IPv6 address

Link-Local Address

Displays the link-local address generated from the MAC ad-
dress.

Global Address

When not automatically obtain the IPv6 address, specify the
IPv6 global address.

IPv6 address

Prefix Length

When not automatically obtain the IPv6 address, specify the
IPv6 global address prefix length.

Prefix length

Gateway Address

When not automatically obtain the IPv6 address, specify the
IPv6 gateway address.

Gateway address

Q

Detail

If necessary, specify settings for DNS. For details, refer to "Specifying general settings for TCP/IP-
based communication” on page 1-2.
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1.41 Communicating using IPsec
Specify settings for IPsec-based communication

Communicating using IPsec prevents falsification and disclosure of data by IP packet. This function ensure
safer communication even if transport or application that does not support encryption is used

Specify the settings according to the following flowchart.

| TCP/IP Settings |

L

| IPsec |

L

| IKE Setting |

L

| SA Setting |

L

| Peer |

L

| Finish |

1411 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

C353/C253/C203 1-121



Setup items by operation

1.41.2 IPsec

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "IPsec".

Specify the following setting.

2} Network - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

£ KONICA MINOLTA £ Administrator
IEFEASE Web Connection S0 Reacy to Soan
Model Mame: bizhub C353 G] Ready {o Print
Maintenance Security Box Print Setting Store Address
IPsec
TCP/IP Setting | IPsec ON v |

IP Filtering

E-mail Setting

LDAP Setting

IPP Setting

FTP Setting

SNMP Setting

SMB Setting

Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting

TCP Socket Setting

IKE
Key Walidity Period

Diffie-Hellman Group

sec. (B0-504800)

No. Set/Edit [Delete
1 Edit ||| Delate |
2 Edit ||| Delate |
3 Edit ||| Delate |
4 Edit ||| Delate |

34

Lifetime After Establishing S&

[

No./set[Edit [Delete
1 Edit ||| Delate |
2 Edit ||| Delate |
3 Edit ||| Delate |
4 Edit ||| Delate |
5 Edit ||| Delate |
B Edit ||| Delate |
7 Edit ||| Delate |
5 Edit ||| Delate |

Peer
No. Set Edit Delete
1 Edi || Delete |
2 Edit || Delete
3 Edit || Delete
4 Edit || Delete
5 Edit || Delete
6 Edit || Delete
7 Edit || Delete
8 Edit || Delete
C} Edit || Delete
10 Edit || Delete

[BEo0 e, (120-504800)

Item Definition Prior confirmation
IPsec Select "ON".
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1.41.3 IKE Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "IPsec"
- "IKE" - [Edit].
Specify the following settings. (Up to four groups can be registered in "IKE".)
IKE Setting
No 1
Encryption Algorithm OFF A
Authentication Algorithm OFF
Item Definition Prior confirmation
Key Validity Period Specify the validity period of a key generated when creating
a control tunnel.
Diffie-Hellman Group Select "Diffie-Hellman Group".
Encryption Algorithm Select the encryption algorithm to be used when creating a
control tunnel.
Authentication Algorithm | Select the authentication algorithm to be used when creating
a control tunnel.
1414 SA Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" -

- "SA" - [Edit].

Specify the following settings. (Up to eight groups can be registered in "SA".)

SA Setting
Mo 1
Security Protocol

ESP Encryption Algorithm
ESF Authentication Algarithm
AH Authentication Algorithm

"IPsec

Item Definition Prior confirmation
Lifetime After Establish- Specify the validity period of a key generated when creating
ing SA a communication tunnel.

Security Protocol

Select the security protocol.

ESP Encryption Algo-

When "ESP" is selected for "Security Protocol", specify the

rithm ESP encryption algorithm.
ESP Authentication Al- When "ESP" is selected for "Security Protocol", specify the
gorithm ESP authentication algorithm.

AH Authentication Algo-
rithm

When "AH" is selected for "Security Protocol", specify the
AH authentication algorithm.
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1.41.5 Peer

In Administrator mode of PageScope Web Connection, select the Network tab - "TCP/IP Setting" - "IPsec"

- "Peer" - [Edit].

Specify the following settings. (Up to 10 peers can be registered in "Peer".)

Peer
No 1
Perfect Forward Secrecy
Reer [ |
Pre-Shared Key Text | |
Encapsulztion Mode OFF v

Item

Definition

Prior confirmation

Perfect Forward Secrecy

To increase the IKE strength, select "ON".

Peer

Specify the IP address of the peer.

IP address of the peer

Pre-Shared Key Text

Specify the Pre-Shared Key text shared with the peer.

Encapsulation Mode

Specify the operation mode of IPsec.
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1.42 Using the TCP Socket/OpenAPI function
Specify settings for TCP Socket, and OpenAPI of this machine.

TCP socket is used during data transmissions between the computer application and this machine.

To synchronize this machine with a different OpenAPI-based system, specify settings for OpenAPI.

If authentication is perfomed with PageScope Authentication Manager, specify the SSL/TLS settings, and
then enable the SSL/TLS settings of the TCP Socket and OpenAPI settings.

Specify the settings according to the following flowchart.

TCP/IP Settings

L

|
@

Communicate using SSL?

}i

Yes

| SSL/TLS Setting

| TCP Socket Setting

|

® TCP Socket
@ OpenAPI

|
&)

|

—{ Communicate using SSL?

|
No Yes
|
| SSL/TLS Setting
|
3 OpenAPI Setting

l

L
|

Finish

1.42.1 TCP/IP Settings

Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.42.2 SSL/TLS Setting

Specify settings for SSL-based communication.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.
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1.42.3 TCP Socket Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "TCP Socket Setting".

Specify the following settings.

Q

Detail
To use SSL/TLS, install the certificate in advance. For details, refer to "Creating a certificate for this
machine for SSL-based communication” on page 1-7.

2} Network - Microsoft Internet Explorer |Z||E‘E|
File Edit Wew Favorites Tools Help ,'
£ KONICA MINOLTA S Administrator
IEFEASE Web Connection S0 Reacy to Soan
Model Names bizhub 0353 & ooty o P
Maintenance Security Box Print Setting Store Address
TCP/P Setting TCP Socket Setting
E-mail Setting (Turk the main switch OFF, and then OR | when changing TGP Socket)
¥ TCP Socket
LDAP Setti
I Port Murnber 59158 (1-B5536)
aeeting I Use SSLATLE
FTP Setting Part Ne.(S50) I:l (1-65535)
SHMP Setting ¥ TCP Socket(ASCI Mode)
SMB Setting Part Mo (ASCI Mode) (1-65535)
Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAPl Setting
Item Definition Prior confirmation
TCP Socket Select the "TCP Socket" check box.
Port Number Specify the port number.
Use SSL/TLS To use SSL/TLS, select the "Use SSL/TLS" check box. Whether to use SSL/TLS
Port No. (SSL) Specify the port number used in SSL communication.
Detail

If Enhanced Security Mode is set to "ON", the "Use SSL/TLS" check box is selected.
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1424 OpenAPI Setting
In Administrator mode of PageScope Web Connection, select the Network tab - "OpenAPI Setting".

Specify the following settings.

Q

Detail

To use SSL/TLS, install the certificate in advance. For details, refer to "Creating a certificate for this

machine for SSL-based communication” on page 1-7.

23 Network - Microsoft Internet Explorer; E”E‘E|
:l

Fle Edit View Favortes Tools Help

J

% IKONICA MINOLTA & Administratar
IEX 25 Web Connection g resayto scan
Mode| Mame: bizhub C353 G] Risady to Print
Maintenance Security Box
TCP/IP Setting OpenAPI
E-mail Setting Fort Mumber
LDAP Setting ™ Use S8LTLS
IPP Setting Pert No.(35L)
FTP Setting
SNMP Setting
SMB Setting

Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings

TCP Socket Setting

(1-65535)
o | pr-eesan)

Item Definition Prior confirmation
Port Number Specify the port number.
Use SSL/TLS To use SSL/TLS, select the "Use SSL/TLS" check box. Whether to use SSL/TLS

Port No. (SSL/TLS)

Specify the port number used in SSL communication.

Q

Detail

If Enhanced Security Mode is set to "ON", the "Use SSL/TLS" check box is selected.

If authentication is perfomed with PageScope Authentication Manager from the printer driver, set
"Authentication” for OpenAPI Settings to "OFF" from the control panel.
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143 Using FTP server/WebDAV server functions

Specify settings for FTP server and WebDAV server of this machine.

This machine serves as an FTP server or WebDAV server by specifying the following settings. To use an
application that synchronizes with this machine as an FTP or WebDAV client, specify these settings.

By using this machine as an WebDAV server, communication with application software can be encrypted
using SSL and safer communication is enabled.

Specify the settings according to the following flowchart.

TCP/IP Settings

® FTP Server
‘ ® WebDAV Server

|
O] @

. !

FTP Server Setting —{ Communicate using SSL?

No Yes

\\/

| SSL/TLS Setting

\\/

—  WebDAV Server Settings

L

Finish

1.43.1 TCP/IP Settings
Specify settings to use this machine in a TCP/IP network environment.

For details, refer to "Specifying general settings for TCP/IP-based communication" on page 1-2.

1.43.2 SSL/TLS Setting
Specify settings for SSL-based communication.

For details, refer to "Creating a certificate for this machine for SSL-based communication" on page 1-7.
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1.43.3 FTP Server Setting

In Administrator mode of PageScope Web Connection, select the Network tab - "FTP Setting" -

Setting".
Specify the following settings.

2} Network - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

CEX

& Administratar

s Ready to Scan
& rowoy o P

Security Box

£ KONICA MINOLTA

IEFEASE Web Connection
Maodel Name: hizhub C353

Maintenance Print Setting

TCP/IP Setting FTP Server

E-mail Setting FTP Server
LDAP Setting

IPP Setting
FTP TX Setting

SHMP Setting

SMB Setting

Web Service Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
WebDAV Settings
OpenAP| Setting

TCP Socket Setting

Store Address

'y

"FTP Server

Item Description

Prior confirmation

FTP Server Select "ON".

Q

Detail
If Enhanced Security Mode is set to enable, "OFF" is selected.
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1.43.4 WebDAV Server Settings

In Administrator mode of PageScope Web Connection, select the Network tab - "WebDAV Settings" -
"WebDAV Server Settings".

Specify the following settings.

Q

Detail
To use SSL/TLS, install the certificate in advance. For details, refer to "Creating a certificate for this
machine for SSL-based communication” on page 1-7.

23 Network - Microsoft Internet Explorer; E”E‘E|
:l

Fle Edit View Favortes Tools Help 5
£ KONICA MINOLTA £ Administrator
IEFEASE Web Connection S0 Reacy to Soan
Model Name:hizhub C353 G] Ready {o Print

Maintenance Security Box Print Setting Store Address

TCP/IP Setting WebDAV Server Settings

E.mail Setling WebDAY Settings

LDAP Setting SS5L Setting S5LMNon-55L v

Access Rights Settings
IPP Setting
FTP Setti
— Initial Password
SHMP Setting
SMB Setting

Web Service Settings
Bonjour Setting
HetWare Setting
AppleTalk Setting

Hetwork Fax Setting

WebDAV Client Settings

OpenAP| Setting

TCP Socket Setting

Item Description Prior confirmation
WebDAYV Settings Select "ON".
SSL Setting To use SSL/TLS, select "SSL Only" or "SSL/Non-SSL". Use SSL/TLS?
Password Specify the password for connecting to the WebDAV server.
[Initial Password] The specified password can be initialized.

Default: sysadm
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1.44 Other items on the Maintenance tab

This section describes other items specifiable on the Maintenance tab for the PageScope Web Connection.

1.44.1 Using external memory
Specify settings for using external memory on this machine.
To use an external memory, this machine must be equipped with an optional local interface kit.

Connecting external memory to this machine allows sending scanned data to external memory and printing
data in external memory.

N

Reminder
The optional local interface kit is equipped with two USB connectors. As one is for optional connection,
two sets of external memories cannot be connected at a time.

Do not pull out the external memory while a document is being saved to the external memory or being
printed.
External Memory Function Settings

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "External Memory
Function Settings".

Specify the following settings.

2 Maintenance - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help ,'
£= IKONICA MINOLTA & Auministrator
IEXEASE Web Connection & Feady o Soan
Model Name:bizhub G353 [
| Security Box Print Setting Store Address Network
* Meter Count External Memory Function Settings
» ROM Version Save Document OFF v
» ImportExport Print Document O v
P Status Notification Setting
* Total Counter Notification
Setting
* Machine Setting
* Online Assistance
» Date/Time Setting
* Timer Setting
* Network TWAIN
» Reset
* External Memory Function
Settings
* Header/Footer Registration
¥ License Settings
Item Definition
Save Document To send scanned data to external memory, select "ON".
To prevent data from being stolen, "OFF" is specified as default. To use an external mem-
ory, select "ON".
Print Document To print data in external memory, select "ON".
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1.44.2 Using the timer function
Specify settings for the timer function of this machine.
Settings for the power save function and weekly timer function can be specified.
Power Save Setting
In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Timer Setting" - "Power
Save Setting".
Specify the following settings.
< Maintenance - Microsoft Internet Explorer, [
Fle Edit View Favortes Tools Help A ,'
£ KONICA MINOLTA &g Aarministrator
IE 125 Web Connection G Fesacly to Soan
Model Name:bizhub C353 & ooy o P
| Security Box Print Setting Store Address Network
» Meter Count Power Save Setting
» ROM Version Low Pawer Mode Setting Miriste (2-240)
» Import/Export Sleep Mode Setting Miriute (2-240)
P Status Notification Setting Power Save Key © Low Power
) ) " Bleep
* Total Counter Notification
Setting
¥ Machine Setting
* Online Assistance
¥ Date/Time Setting
* Weekly Timer Setting
¥ Network TWAIN
* Reset
¥ External Memory Function
Settings
¥ Header/Footer Registration
* License Settings
Item Definition
Low Power Mode Set- Specify the time period before the machine enters Low Power mode.
ting
Sleep Mode Setting Specify the time period before the machine enters Sleep mode.
Power Save Key Manually specify the setting for the power save function (Low Power or Sleep mode).
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Weekly Timer Setting

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Timer Setting" -

"Weekly Timer Setting".
Specify the following settings.

‘3 Maintenance - Microsoft Internet

Explorer

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA

IEEASE Web Connaction
Model Nare:hizhub C353

| Maintenance Security

& Administratar

Q Ready to Scan

G] Ready to Print
Box Print Setting Store Address Network

* Meter Count

* ROM Version

P Import/Export

* Status Notification Setting

* Total Counter Notification
Setting

¥ Machine Setting
P Online Assistance
* Date/Time Setting

* Power Save Setting

» Weekly Timer Setting

* Network TWAIN

* Reset

¥ External Memory Function
Settings

¥ Header/Footer Registration

* License Settings

Weekly Timer Setting
™ Use Weekly Timer

Date Setting

‘ZEIEV "‘ ‘Eeplemher V| ‘ Setting |

Work Time Setting

QN Tirne OFF Time
rem [ L] ~ [ L[]
v 101 ~ [
ree P 0] ~ L]
rwee [ 0] ~ [ ]
rme 1~ ]
ree PP~ L]
rea [ ] ~ [ L[]

7 Use Power Save

Power Save Start Tirme Power Save End Time

|
|
|
|

I Use Overtime Password

|

[w)
e

Cancel

Item Definitio

n

Use Weekly Timer

To use the weekly timer function, select this check box, and then specify the operating
date and time. To display the screen for specifying dates, click [Setting]. Weekly setting
and daily settings are possible.

Use Power Save

To use the power save function, select this check box, and then specify the starting and
ending times for power saving

Use Overtime Password

To use the non-business hours password function, select this check box, and then specify
the password.
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1.44.3

Importing or exporting setting information

Import or export setting information of this machine.

Machine settings can be saved (exported) from this machine to the computer, or can be written from the

computer to the machine (imported).

Import/Export

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Import/Export".

Specify the following settings.

2} Maintenance - Microsoft Internet Explorer

=1

File Edit Wew Favorites Tools Help

'y

Maodel Name:hizhub C353

G] Resady to Print

Maintenance Security Box

Print Setting Store Address

£ KONICA MINOLTA L Aaministratar
IEFEASE Web Connection S0 Reacy to Soan

Network

» Meter Count Impert/Export

» ROM Version * Device Setting

 Andit L
I * Import/Export aet -ed
Counter

" S it Sl Authentication Information

Address
Copy Protect/Starnp

* Total Counter Notification

-

-
! e
Setting -

P Machine Setting

* Online Assistance
¥ Date/Time Setting
P Timer Setting

* Network TWAIN

* Reset

P External Memory Function
Settings

» Header/Footer Registration

* License Settings

Item

Definition

Device Setting

Imports or exports device settings.

Audit Log

Exports the audit log information.

Counter

Exports the counter information.

Authentication Informa-
tion

Backs up and restores the entire authentication data.

Also, user registration information and authentication data can be imported or exported.
When using an optional authentication unit on this machine, authentication data can be
imported or exported.

When exporting authentication information, a password can be specified if necessary.
The specified password is required when importing the authentication information.

If authentication is perfomed with PageScope Authentication Manager, this menu item
does not appear.

Address

Backs up and restores the entire address data. Also, information on each address can be
imported or exported.

When exporting address information, a password can be specified if necessary. The
specified password is required when importing the address information.

Copy Protect/Stamp

Copy protect /stamp data can be imported or exported.

C353/C253/C203

1-134



Setup items by operation

Q

Detail

Exported files cannot be edlited.

When E-mail destinations with certificates are exported and imported, the certificate information must
be registered again after importing.

"Audit Log" and "Counter" are available only for exporting.

When importing or exporting authentication data, operate user registration information in the same way.
Operate the authentication data after operate the user authentication information.

"Audit Log" is available when audit log setting is enabled on this machine.

1.44.4

Reset machine settings.

Resetting setting information

Network settings, controller settings, and remote address settings can be reset.

Network Setting Clear

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Reset" -

Setting Clear".

To reset to the factory default network settings, click [Clear].

Q

Detail

If Enhanced Security Mode is set to "ON", this menu item does not appear.

-3 Maintenance - Microsoft Internet

Explorer

Fle Edit View Favortes Tools Help i’

£ KONICA MINOLTA

IEXEASE Web Connection
Model Marme:hizhub C363

| Maintenance Security

& Administrator

@ Ready to Scan
ﬁ Ready to Print

Store Address

Box Print Setting Network

* Meter Count

* ROM Version

¥ Import/Export

P Status Notification Setting

* Total Counter Notification
Setting

* Machine Setting
* Online Assistance
» Date/Time Setting
* Timer Setting

* Network TWAIN

» Network Setting Clear

* Reset
* Format All Destination

* External Memory Function
Settings

* Header/Footer Registration

¥ License Settings

Network Setting Clear
Metwark setting is returned to the factory defaults.

Clear
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Reset

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Reset" - "Reset".

To reset the controller, click [Reset].

Z} Maintenance - Microsoft Internet Explorer

Fle Edt Wiew Favortes Tools Help

£ KONICA MINOLTA £ Administrator
|§§é‘o°p§ Web Connection @ reacyto scan
Madel Name:bizhub £353 mReadyln Print

Security Box Print Setting Store Address

Metwork

* Meter Count Reset
» ROM Version Cantraller is reset

* Import/Export

* Status Notification Setting

* Total Counter Notification
Setting

* Machine Setting
* Online Assistance
* Date/Time Setting

* Timer Setting

* Network TWAIN

* Network Setting Clear
* Format All Destination

* External Memory Function
Settings

* Header/Footer Registration

¥ License Settings

Format All Destination

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Reset" - "Format All

Destination".

To delete all destinations registered on the machine, click [Format].

2l Maintenance - Microsoft Internet Explorer

Fle Edit Vew Favorites Tools Help

£ KONICA MINOLTA S Administrator
IEr 1255 Web Conneclion g Reanytosoen
hodel Mame:bizhub C353 G]Readyto Print

| Security Box Print Setting Store Address

Logout

Network

* Meter Count Format All Destination

» ROM Version All the registered destinations are deleted

* Import/Export

* Status Notification Setting

* Total Counter Notification
Setting

* Machine Setting

* Online Assistance

* Date/Time Setting

* Timer Setting

* Network TWAIN
(=N
* Network Setting Clear

* Reset

I * Format All Destination

* External Memory Function
Settings

* Header/Footer Registration

* License Settings
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1.44.5 Specifying support information
Specify the support information for the machine.
Online Assistance
In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Online Assistance".
Specify the following settings.
2 Maintenance - Microsoft Internet Explorer [
Fle Edit View Favortes Tools Help A ,'
£ KONICA MINOLTA &g Aarministrator
IEXEASE Web Connection & Feady o Soan
Model Name:bizhub G353 [
| Security Box Print Setting Store Address Network
» Meter Count Online Assistance
* ROM Version Contact Mame |KONICA MINOLTA Custormer Supi
* ImportExport Contact Information | |
» Status Notification Setting Product Help URL |htlp:1’f’pagescope.com |
» Total Counter Notification Corporate URL |hnp:.ffk0nicaminolta com |
Setting Supplies and Accessories | |
* Machine Setting Online Help URL [ |
1> ounersince [N | |
» Date/Time Setting
* Timer Setting
P Network TWAIN
¥ Reset
* External Memory Function
Settings
* Header/Footer Registration
¥ License Settings
Item Definition
Contact Name Specify the contact name for the machine (up to 63 characters).
Contact Information Specify contact name information for the machine such as the phone number or URL (up
to 127 characters).
Product Help URL Specify the URL of the Web page for product information (up to 127 characters).
Corporate URL Specify the URL of the Web page for corporate (up to 127 characters).
Supplies and Accesso- Specify consumables supplier information (up to 127 characters).
ries
Online Help URL Specify the online help URL (up to 127 characters).
Driver URL Specify the driver storage location (up to 127 characters).
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1.44.6

Registering the header or footer

To make copies on this machine, register a text that can be printed as a header or footer.

Header/Footer Registration

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "Header/Footer

Registration" - [Edit].
Specify the following settings.

2 Maintenance - Microsoft Internet Explorer,

* Reset

Settings

* Meter Count

P External Memory Function

* License Settings

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA &jp Administratar
IEX 245 Web Connection gt resaytoscen

Madel Name:bizhub ©353 [ L

| Security Box Print Setting Store Address Network

Header/Footer Registration

» ROM Version Mo !
50 s ” MNarne |

mport‘Expol
* Status Notification Setting

FPages 1st Page Only

* Total Counter Notification

Setting Size
T . DatefTime Setting

n i
e Sl Date Type Wz v

P Online Assistance Tirme Type
* Date/Time Setting Distributian Number
¥ Timer Setting Text | |
» Network TWAIN Output Method |Numher only "‘

Start Mumber Specification

1-99999599)
Header

Header String

I » Header/Footer Registration Date/Time Setting Print

Distribution Murmber Print

Job Nurmber Print

Serial Mumber Print
User Mame/Account Mame Print

Footer

Footer String

DatefTime Setting Print

<

Distribution Murmber Print
Job Nurnber Print

Serial Mumber Print

Uger Mame/Account Mame Print

Item Definition

No. Displays the registration number.
Name Specify the registration name.
Color Specify the color.

Pages Select the pages to be printed.
Size Specify the size.

Date/Time Setting Specify the date and time formats.

Distribution Number

ing number.

Specify the distribution number text. Select the output format, and then specify the start-

Header/Footer

Specify whether to print the following items.

Header String/Footer String (up to 40 characters each)
Date/Time Setting

Distribution Number

Job Number

Serial Number

User Name/Account Name
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1.44.7 Checking the ROM version

Check the ROM version of this machine.

ROM Version

In Administrator mode of PageScope Web Connection, select the Maintenance tab - ROM Version.

Check the ROM version of this machine.

2 Maintenance - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

£ KONICA MINOLTA

IEXEASE Web Connection
Model Marme:hizhub C363

Maintenance Security

& Administrator

@ Ready to Scan
ﬁ Ready to Print

Box Print Setting Store Address Network

* Meter Count
¥ Import/Export
P Status Notification Setting

* Total Counter Notification
Setting

* Machine Setting
* Online Assistance
» Date/Time Setting
* Timer Setting

* Network TWAIN

» Reset

* External Memory Function
Settings

* Header/Footer Registration

¥ License Settings

ROM Versioh
MFP Cantroller BOOT Prograrm
MFP Controller SubSet Program
MFP Caontroller L - L)
Operation PANEL Message Data L [} IR TN B
FAX Board Controller!
FAX Board Controller2
IR - b
PRT o b L)
ADF
Finisher . L
Panel Micro-Computer LA L Bt BRR Bal |
LCT Ll
Loadable Device Driver
System Controller L LR | ]
Printer Controller
Printer Controller-Font
Printer Controller-Demo Page
WO 1 LI I B
PEWC = LRy EIT
MIB IF
IPP IF
External Contraller [F
TCP/Socket L L2l =l
Open AP 1 LE e e
Operation PANEL L =1 1
CSRC
PIC L WEENEN
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1.44.8 Extending functions of MFP

A request code can be issued and license can be installed.

Q

Detail

For details on acquiring a license code and installing the license, refer to the Quick Guide

[Copy/Print/Fax/Scan/Box Operations].

Get Request Code

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "License Settings" -

"Get Request Code".
Click the [OK] button, and the request code is issued.

Elle Edit Wew Favorites Tools Help

2 Maintenance - Microsoft Internet Explorer E]E]
.:'l

£ KONICA MINOLTA £ Aariistrator

IEFEASE Web Connection S0 Reacy to Soan

* Import/Export

Model Name: bizhub 0353 & e orin
Security Box Print Setting Store Address Network

» Meter Count Get Request Code

» ROM Version Do you want to get 3 Reguest Code?

P Status Notification Setting

* Total Counter Notification
Setting

P Machine Setting
* Online Assistance
¥ Date/Time Setting
P Timer Setting

* Network TWAIN

* Reset

P External Memory Function
Settings

» Header/Footer Registration

P Get Request Code

¥ Install License
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Install License

In Administrator mode of PageScope Web Connection, select the Maintenance tab - "License Settings" -
“Install License".

Specify the following settings.

Q

Detail
Ifan additional memory included in optional upgrade kit is not installed, this menu item does not appear.

2} Maintenance - Microsoft Internet Explorer E
'

File Edit Wew Favorites Tools Help :

£ KONICA MINOLTA L Aaministratar

IEFEASE Web Connection S0 Reacy to Soan

Model Name: bizhub 0353 & e orin

Security Box Print Setting Store Address Network

* Meter Count Install License

» ROM Version Functions already enabled and registered are grayed out.
Lk-101

* Import/Export
Lk-102

¥ Status Notification Setti

atus Notification Setting Le1ia

» Total Counter Notification
Setting .
Enter the 30-digit License Code (ho hyphens)

P Machine Setting License Code | |

* Online Assistance

¥ Date/Time Setting -
o

P Timer Setting

* Network TWAIN

* Reset

P External Memory Function
Settings

» Header/Footer Registration

¥ License Settings

» Get Request Code

® Install License

Item Description

LK-101/102/103 Select a function to be enabled, and then select "Registered".
License Code Enter the acquired license code without using hyphens.

[OK] Enables the function.
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1.45 Other items on the Security tab

This section describes other items specifiable on the Security tab for the PageScope Web Connection.

1.45.1 Limiting accessible destinations by user

Register reference allowed groups and specify whether to allow reference to public users.

Specifying the reference allowed group and the access allowed level for destinations to be registered limits
destinations to be displayed on an accessing user basis at the time of user authentication or logging in to

public mode.

Q

Detail

For details on limiting access to destinations, refer to the User’s Guide [Copy Operations].

When registering a user, specify groups accessible to the user and reference allowed level. For details,
refer to "User Registration" on page 1-98.

Specify the group that is allowed to access a destination to be registered when registering an address
book destination and reference allowed level. For details, refer to "Registering or editing an address
book destination" on page 1-155.

Reference Allowed Group Registration

In Administrator mode of PageScope Web Connection, select the Security tab - "Address Reference Setting"
- "Reference Allowed Group Registration" - [Edit].

Specify the following settings.

2l Security - Microsoft Internet Explorer |Z||E‘E|
Fle Edit View Favortes Tools Help :"
£ KONICA MINOLTA L Aaministratar
IEFEASE Web Connection S0 Reacy to Soan
Model Mame: bizhub C353 G] Ready {o Print
Maintenance ﬂ. Box Print Setting Store Address Network
¥ Authentication Reference Allowed Group Registration
P User Registration Mo. 1
Reference Allowed Group Name |
* Account Track Registration
Access Allowed Level
P SSLTLS Setting
oK € |
» Reference Allowed Group -
Registration
* Public User Reference
Setting
* Permission of Address
Change
* Auto Logout
¥ Administrator Password
Setting
Item Definition
No. Displays the registration number.
Reference Allowed Specify the reference allowed group name (up to 24 characters).
Group Name
Access Allowed Level Specify the access allowed level for the group.
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Public User Reference Setting

In Administrator mode of PageScope Web Connection, select the Security tab - "Address Reference Setting"
- "Public User Reference Setting".

Specify the destination access right of public users. When "Reference Allowed Group" is selected, click
[Search from List], and then select a reference allowed group from the list. When "Access Allowed Level" is
selected, specify a level.

3 Security - Microsoft Internet Explorer

Elle Edit Wew Favorites Tools Help

£ KONICA MINOLTA & Administrator

IE 125 Web Connection & Feady o Soan

Model Mames bizhub G353 [
Maintenance w. Box Print Setting Store Address Network
P Authentication Public User Reference Setting

» User Registration Lirniting Access to Destinations

™ Reference Allowed Group

¥ Account Track Registration I:l

P SSL/TLS Setting

I ¥ Address Reference Setting Registered Reference Group Number

P Reference Allowed Group
Registration

» Public User Reference W Access Allowed Level
Setting

* Permission of Address
Change

¥ Auto Logout

* Administrator Password
Setting

Tatald

o
<

1.45.2 Restricting address registration by a user

Restrict address registration or change by a general user.

Permission of Address Change

In Administrator mode of PageScope Web Connection, select the Security tab - "Permission of Address
Change".

Specify the following setting.

2l Security - Microsoft Internet Explorer

Fle Edit View Favortes Tools Help

£ KONICA MINOLTA £ Administrator

IEFEASE Web Connection S0 Reacy to Soan

Morel Mame: bizhub C353 & rowoy o P
Maintenance ﬂ. Box Print Setting Store Address Network

¥ Authentication Restrict User Access

» User Registration Registering and Changing Addresses

* Account Track Registration

* SSLITLS Setting

P Address Reference Setting

* Permission of Address
Change

* Auto Logout

¥ Administrator Password
Setting

C353/C253/C203 1-143



Setup items by operation

1.45.3

Item Definition

Registering and Chang- Select "Restrict".

ing Addresses If "Restrict" is selected, this menu item is not displayed on the Store Address tab in the
user mode.

Q

Detail
If Enhanced Security Mode is set to "ON", "Restrict" is specified.

Specifying the auto logout time

Specify the length of time before Administrator mode or User mode is automatically logged out.

If no operation is performed for the length of time specified here, the user will automatically be logged out.

Auto Logout

In Administrator mode of PageScope Web Connection, select the Security tab - "Auto Logout".

Specify the following settings.

2 Security - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help :,'
£ KONICA MINOLTA &jp Administratar
IEEASE Web Connaction S Rescly o Son
Model Mame: bizhub (353 [ L
Maintenance m Box Print Setting Store Address Network
* Authentication Auto Logout
¥ User Registration Admin. Mode Logaut Time Minute
* Account Track Registration User Mode Logout Time Minute
* SSLTLS Setting
P Address Reference Setting
* Permission of Address
Change
[ —
* Administrator Password
Setting
Item Definition
Admin. Mode Logout Specify the time period before the user is automatically logged out when no operation is
Time performed for a certain period of time in Administrator mode.

User Mode Logout Time Specify the time period before the user is automatically logged out when no operation is

performed for a certain period of time in the user mode.
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1.45.4 Specifying the administrator password
Specify the password for the machine’s administrator.
Administrator Password Setting
In Administrator mode of PageScope Web Connection, select the Security tab - "Administrator Password
Setting".
Specify the following settings.
Detail
If Enhanced Security Mode is set to "ON", this menu item does not appear.
If the certificate for this machine is not installed, this menu item does not appear.
<3 Security - Microsoft Internet Explorer |Z||E\
Elle Edit Wew Favorites Tools Help f 'l
£= IKONICA MINOLTA & Acministrator
IEXEASE Web Connection & Feady o Soan
Model Mames bizhub G353 [
Maintenance w. Box Print Setting Store Address Network
P Authentication Administrator Password Setting
* User Registration Administrator Password |:|
* Account Track Registration Retype Administrator Passwaord I:l
P SSL/TLS Setting
* Address Reference Setting
¥ Permission of Address
Change
¥ Auto Logout
Setting
Item Definition
Administrator Password Specify the administrator password (up to 8 characters).
Retype Administrator Enter the administrator password again for confirmation.
Password
Detail
If "Password Rules" is enabled, no password containing less than eight characters can be registered.
If you have alreadly registered a user password containing less than eight characters, change it to one
using eight characters before enabling "Password Rules". For details on the password rules, refer to
the User’s Guide [Copy Operations].
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1.46 Box tab settings

This section describes other items specifiable on the Box tab for the PageScope Web Connection.

From the Box tab, user boxes can be created and basic user box information can be viewed.

N

Note
For details on the box function, refer to the User’s Guide [Box Operations].

1.46.1 Changing user box settings or deleting a user box

Change created user box settings or delete a user box.

Q

Detail

In Administrator mode, user box settings can be changed and a user box can be deleted without
entering the user box password. In the user mode, files in the box can be operated. For details, refer to
the User’s Guide [Box Operations].

Open User Box

In Administrator mode of PageScope Web Connection, select the Box tab - "Open User Box".

Specify the following settings.

2 Box - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help i

£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Model Mame: bizhub G353 &g et 0P

Maintenance Security -:- Print Setting Store Address Network

» Open User B
| ... v veEox ey

Narne

# Create User Box

Type Fublic COwner Mame  Fublic
* Open System User Box Box Operation User Box Setting ” Delete User Box |
P Create System User Box
Item Definition
[User Box Setting] Changes the user box settings.

When authentication is performed with PageScope Authentication Manager and logged
in to the Administrator mode, and then the personal user box is selected, this menu item
does not appear.

[Delete User Box] Deletes the user box.

When authentication is performed with PageScope Authentication Manager and logged
in to the Administrator mode, and then the personal user box is selected, this menu item
does not appear.

User Box Setting

Item Definition
User Box Number Displays the user box number.
User Box Name Specify the user box name (up to 20 characters).
Index Specify the indexing characters.
Auto Delete Document Specify the period during which data in the user box is saved.
User Box Expansion To add the confidential reception function to the user box, specify the password (up to 8
Function is changed. characters).
This setting appears when the optional fax kit is installed.
User Box Password is To change the user box password, select the check box. Specify the current password
changed. and the new password (up to 8 characters).
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Item

Definition

User Box Owner is
changed.

To change the user box owner, select this check box to select the box type.

When authentication is performed with PageScope Authentication Manager and logged
in to the Administrator mode, and then the public user box is selected, this menu item
does not appear.

1.46.2 Creating a new user box
Create a new user box.
Detail
Public user boxes can be created only, and they cannot be changed in Administrator mode. For details
on creating a user box, refer to the User’s Guide [Box Operations].
Create User Box
In Administrator mode of PageScope Web Connection, select the Box tab - "Create User Box".
Specify the following settings.
. 2 Box - Microsoft Internet Explorer.
File Edit View Favorites Tools Help ,'
£ KKONICA MINOLTA £dip Administrator [ togon |
|§!§€o%§ Web Connection G Reacty o Soan
Model Mame: hizhuh C353 G] Ready to Print
Maintenance Security “ Print Setting Store Address Network
* Open User Box Create User Box(Public)
B the function t ol t: th h
(> create userox [l r S
P Open System User Box User Box Number
P Create System User Box & Use opening number
© Input dirsctly [ i1-99g09998m
User Box Narme I
™ Use Box Password.
User Box Password I:l
Retype User Box Passward |:|
Index
Specify a keyword for Box search and display by Name.
Type Fublic
Auta Delete Document
User Box Expansion Function
™ Confidential R
Communication Password |:|
Retype Communication Passwaord |:|
Item Definition
User Box Number Select the registration number of the box to be created ("Use opening number" or "Direct
Input").
User Box Name Specify the user box name (up to 20 characters).
To specify the user box password, select the "Use Box Password" check box, and then
specify the password (up to 8 characters).
Index Specify the indexing characters.
Type Specify the user box type. Public user boxes can be created only, and they cannot be
changed in Administrator mode.
Auto Delete Document Specify the period during which data in the user box is saved.
User Box Expansion To add the confidential reception function to the user box, specify the password (up to 8
Function characters).
This setting appears when the optional fax kit is installed.
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Q

Detail

If "Password Rules" is enabled, no password containing less than eight characters can be registered.
If you have alreadly registered a user password containing less than eight characters, change it to one
using eight characters before enabling "Password Rules". For details on the password rules, refer to
the User’s Guide [Copy Operations].

1.46.3 Changing system box settings or deleting system boxes
Change the settings for created system boxes (bulletin board User box, relay user box, and annotation user
box) or delete the boxes.
Detail
If the optional FAX kit is installed, "Bulletin Board User Box" and "Relay User Box" are selectable.
Open System User Box
In Administrator mode of PageScope Web Connection, select the Box tab - "Open System User Box".
Specify the following settings. (The screen when "Bulletin Board User Box" is selected)
‘2 Box - Microsoft Internet Explorer E‘@lgl
File Edit View Favorites Tools Help .'*'
£ KONICA MINOLTA & Adrinistrator
IE£ASE Web Connection & Reocyto seon
Model Marne: bizhub £353 G]Headym Print
Maintenance Security “ Print Setting Store Address Network
= (g Wy e User Box Number 3 H:ﬁnreﬁox kbox1
- @it Ty o Type Public Owner Mame  Public
I Box Operation User Box Setting ” Delete User Box |
* Create System User Box
Item Definition
[User Box Setting] Changes the user box settings.
When authentication is performed with PageScope Authentication Manager and logged
in to the Administrator mode, and then the personal user box is selected, this menu item
does not appear.
[Delete User Box] Deletes the user box.
When authentication is performed with PageScope Authentication Manager and logged
in to the Administrator mode, and then the personal user box is selected, this menu item
does not appear.
"Bulletin Board User Box" settings
Item Definition
User Box Number Displays the user box number.
User Box Name Specify the user box name (up to 20 characters).
Auto Delete Document Specify the period during which data in the user box is saved.
User Box Password is Change the user box password (up to 8 characters).
changed.
User Box Owner is To change the user box owner, select this check box, and then specify the box type.
changed. When authentication is performed with PageScope Authentication Manager and logged
in to the Administrator mode, and then the public user box is selected, this menu item
does not appear.
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"Relay User Box" settings

Item

Definition

User Box Number

Displays the user box number.

User Box Name

Specify the user box name (up to 20 characters).

Relay Address

Specify the relay address.

Relay TX Password is
changed.

To change the relay user box password, select the check box. Specify the current pass-
word and the new password (up to 8 characters).

"Annotation User Box" settings

Item

Definition

User Box Number

Displays the user box number.

User Box Name

Specify the user box name (up to 20 characters).

Auto Delete Document

Specify the period during which data in the user box is saved.

Change User Box Pass-
word

Change the user box password.

Change Count Up

To change the counting method, select the check box, and then specify the counting
method. If the user box contains documents, the setting cannot be specified.

Change Stamp Elements

To change the text, select the check box, and then specify settings for "Primary field",
"Secondary Field", "Date/Time", "Print Position", "Density", and "Number Type".

1.46.4 Creating a new system user box
Create a new system user box.
Detail
If the optional FAX kit is installed, "Bulletin Board User Box" and "Relay User Box" are selectable.
Create System User Box
In Administrator mode of PageScope Web Connection, select the Box tab - "Create System User Box".
Specify the following settings. (The screen when "Bulletin Board User Box" is selected)
‘2 Box - Microsoft Internet Explorer
File Edit View Favorites Tools Help
£ KONICA MINOLTA & Adrinistrator
IE£ASE Web Connection & Reocyto seon
Model Marne: bizhub £353 G]Headym Print
Maintenance Security “ Print Setting Store Address Network
* Open User Box Create System User Box (Bulletin Board)
* Create User Box User Box Number
@ 3 — &% Use opening number
en em User box
P © lnput directly |
| - G s e s0x |
™ Use Box Password
User Box Password I:l
Retype User Box Password I:l
Type Public
Auto Delete Document
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When "Bulletin Board User Box" is selected

Item

Definition

User Box Number

Specify the registration number of the box to be created ("Use opening number" or "Direct
Input").

User Box Name

Specify the user box name (up to 20 characters).
To specify the user box password, select the "Use Box Password" check box, and then
specify the password (up to 8 characters).

Type

Specify the user box type. Public user boxes can be created only, and they cannot be
changed in Administrator mode.

Auto Delete Document

Specify the period during which data in the user box is saved.

When "Relay User Box" is selected

Item

Definition

User Box Number

Specify the registration number of the box to be created ("Use opening number" or "Direct
Input").

User Box Name

Specify the user box name (up to 20 characters).
To specify the user box password, select the "Use Box Password" check box, and then
specify the password (up to 8 characters).

Relay Address

Specify the relay address.

Relay TX Password

Specify the relay TX password (up to 8 characters).

Retype Relay TX Pass-
word

Type in the relay TX password again.

When "Annotation User Box" is selected

Item

Definition

User Box Number

Specify the registration number of the box to be created ("Use opening number" or "Direct
Input").

User Box Name

Specify the user box name (up to 20 characters).
To specify the user box password, select the "Use Box Password" check box, and then
specify the password (up to 8 characters).

Auto Delete Document

Specify the period during which data in the user box is saved.

Count Up

Select the counting method. If the user box contains documents, the setting cannot be
specified.

Stamp Elements

Specify settings for "Primary Field", "Secondary Field", "Date/Time Setting", "Print Posi-
tion", "Density", and "Number Type"

Q

Detail

If "Password Rules" is enabled, no password containing less than eight characters can be registered.
If you have alreadly registered a user password containing less than eight characters, change it to one
using eight characters before enabling "Password Rules". For details on the password rules, refer to
the User’s Guide [Copy Operations].
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1.47

1.471

Print Setting tab settings

This section describes other items specifiable on the Print Setting tab for the PageScope Web Connection.

On the Print Setting tab, specify settings for the print function of this machine.

N

Note

For details on the print function, refer to the User’s Guide [Print Operations].

Specifying initial settings for the print function

Specify initial settings for the print function.

Basic Setting

In Administrator mode of PageScope Web Connection, select the Print Setting tab - "Basic Setting".

Specify the following settings.

2 Print Setting - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help

Maintenance

* PCL Setting
P PS Setting
P XPS Settings

* Interface Setting

| » Basic Setting Basic Setting

£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Model Mame: bizhub G353 &g et 0P

Security Box Print Setting Store Address Network

FDL Setting

Paper Tray

Output Tray

2-Sided Print

Bind Direction

Staple

Punch OFF

Nurber of Sets (1-994)
Default Paper Size
Qriginal Direction

Spool Print Jobs in HOD before RIP

Banner Sheet Setting

Banner Sheet Paper Tray

Mo Matching Paper in Tray Setting |St0p Frinting(Tray Fixed) V‘
AiAZ<->LTRILGR Auto Switch

Binding Direction Adjustment

Item Definition

PDL Setting Specify the PDL language.

Paper Tray Specify the paper tray.

Output Tray Specify the output tray.

2-Sided Print Specify whether to perform 2-sided print.

Bind Direction

Specify the binding direction.

Staple

Specify whether to perform staple. If yes, specify the number of staples.

Punch

Specify whether to perform punch.

Number of Sets

Specifies the number of copies to be printed.

Default Paper Size

Specifies the paper size.

Original Direction

Select the original direction.

Spool Print Jobs in HDD
before RIP

Select whether to spool a print job to HDD.
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Item Definition

Banner Sheet Setting Specify whether to print the first page on the banner page.

Banner Sheet Paper Tray | Select the default paper tray used for printing the banner pages.

No Matching Paper in Specify whether to continue printing from a different paper tray when there is no paper of
Tray Setting the appropriate size in the specified paper tray.
A4/A3«——LTR/LGR Select whether to print an A4 (Letter)/A3 (Ledger) original in the same size with disregard
Auto Switch to image missing when the Letter (A4)/Ledger (A3) paper tray is selected.
Binding Direction Adjust- | Specify the binding direction adjustment method.
ment

Detail

The staple function is available only if the optional finisher is installed.
The punch function is available only if the optional finisher and punch kit are installed.

1.47.2 Specifying settings for PCL/PS/XPS print
Specify settings for PCL/PS/XPS print

PCL Settings

In Administrator mode of PageScope Web Connection, select the Print Setting tab - "PCL Setting".
Specify the following settings.

2l Print Setting - Microsoft Internet Explorer

File Edit View Favorites Tools Help ,.*'
£ KONICA MINOLTA L& Adrinistrstor
IEr 254 Web Connection g resay to scon
Model Nare: bizhub G353 g reoey o Frn
Maintenance Security Box Store Address Network
P Basic Setting PCL Setting
* PS Setting Typeface
¢ Resident Font |Cnur|er v
» XPS Setti
et " Download Forit :l
» Interface Setting Font Size
Scalabls Fant [0 TPoint 4.00-992 75)
Bitmap Fant 000 |pitch [.44-99.00)
Line/FPage (5-128)
CRILF Mapping [oFF v
Item Definition
Symbol Set Specify the symbol set.
Typeface Select the internal font ("Resident Font") or downloaded font ("Download Font").
Font Size Specify the font size.
Line/Page Specify the number of lines per page.
CR/LF Mapping Specify the text data CR/LF replacement method.
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PS Setting

In Administrator mode of PageScope Web Connection, select the Print Setting tab - "PS Setting".

Specify the following settings.

2l Print Setting - Microsoft Internet Explorer

(=]

(X

File Edit View Favorites Tools Help f
£ KONICA MINOLTA & Adrinistrator
IEX£45%f Web Connection & Resay to Scen
Madel Name: bizhub G353 & ooy o P
Maintenance Security Box Store Address Network
* Basic Setting PS Setting
» PCL Setting PS Eror Print
[(pssemna [
* XPS Settings Phato
P Interface Setting RGB Calor
Output Profile
Text
Output Profile
Figure/Table/Graph
Output Profile
Sirmulation Prafile

Item

Definition

PS Error Print

Specify whether to print error message when an error occurs during PS rasterization.

ICC Profile Settings

Specify the ICC profile.

Photo Specify the default value of the profile when "Photo" is selected by the printer driver.
Text Specify the default value of the profile when "Text" is selected by the printer driver.
Figure/Table/Graph Specify the default value of the profile when "Figure/Table/Graph" is selected by the print-

er driver.

Simulation Profile

Specify the default value of the ICC profile for simulation.
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XPS Settings

In Administrator mode of PageScope Web Connection, select the Print Setting tab - "XPS Settings".

Specify the following settings.

| Print Setting - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help

£ KONICA MINOLTA & Adminisirator

IEXEA5% Web Connection S Reauty 1o Scan

Model Mame: bizhub G353 &g et 0P
Maintenance Security Box Store Address Network

P Basic Setting XP$ Settings

* PCL Setting Werify XPS Digital Signature

* PS Setting Print XPS Errars ON v

* Interface Setting

Item Definition

Verify XPS Digital Signa- Specify whether to verify digital signature. When "ON" is selected, the document without
ture a valid digital signature is not printed.

Print XPS Errors Specify whether to print error message when an error occurs during XPS print.

1.47.3 Specifying the interface timeout
Specify the time period before the interfaced connection times out.

Interface Setting

In Administrator mode of PageScope Web Connection, select the Print Setting tab - "Interface Setting".

Specify the following settings.

2l Print Setting - Microsoft Internet Explorer

File Edit View Favorites Tools Help

£ KONICA MINOLTA & Adrinistrator
IE£ASE Web Connection & Reocyto seon
Model Marne: bizhub £353 G]Headym Print
Maintenance Security Box Store Address Network
F Basic Setting Interface Setting
* PCL Setting Netwark Timeaut [B0 Jsec 10-1000)
* PS Setting USE Timeout [0 Jeec. ooy
P XPS Settings
|

Item Definition
Network Timeout Specify the reception timeout for the network.
USB Timeout Specify the USB timeout.
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1.48 Store Address tab settings

From the Store Address tab, transmission destinations and user box destinations for saving data can be
registered and their settings can be changed.

Q

Detail

When users are permitted to register addresses, address registration and modification are available in
the User mode as well. For details on settings whether or not to permit address registration by users,
refer to "Restricting address registration by a user" on page 1-143.

1.48.1 Registering or editing an address book destination

Register a new address book, change address book settings or register icons.

Register destinations in the address book in advance, and then they are selectable when sending. Also, an
icon can be registered to a registered address book.

Store Address

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Address Book" -

"Store Address".

Specify the following settings.

<2 Store Address - Microsoft Internet Explorer |Z|E|
File Edit View Favorites Tools Help -:,'
£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Wodel Narme:bizhub G353 &g et 0P

Maintenance

¥ Address Book Address Book List
» Store Address The other party who wants to fransmit data can be registered.

* lcon
* Group Search by number,
* Program Search from Index
* Temporary One-Touch No.|Function Name S/MIME |Edit |Delete
» Subject 1 |E-mail test ,m
* Text 2 |E-mail userl ,m
* Prefix/Suffiz 3 [WWebDAY webday ,m

* Header Information

Security Box Print Setting Slore Address Network

Mew Registration

Item

Definition

[New Registration]

Registers a new destination in the address book.

Search from Number

Select a range of registration numbers, and then click [Go] to display the list of destina-
tions of the selected number.

Search from Index

Select the search text, and then click [Go] to display the list of destinations of the selected
texts.

No. Displays the registration number.
Function Displays functions for which addresses were registered.
Name Displays registered names.
S/MIME Shows whether or not a certificate is attached to the E-mail destination.
[Edit] Edits the registered address. The settings are the same as ones available during registra-
tion.
[Delete] Deletes the address from the address book.
C353/C253/C203 1-155



Setup items by operation

When "E-mail" was selected using [New Registration]

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the

control panel, select the "Main" check box.

E-mail Address

Enter the address for the destination (up to 320 characters).

Registration of Certifica-
tion Information

Select this check box to register certificate information.

Select the "Registration of Certification Information" check box. Click [Browse...], and
then specify the certificate information. Only files in the DER (Distinguished Encoding
Rules) format are supported for certificate information. To delete the certificate informa-
tion, select "Deletion of Certification Information".

If the E-Mail address to be registered does not match the E-Mail address of the certificate,
the certificate cannot be registered. Confirm whether both E-Mail addresses match, and
then register the certificate.

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

When "FTP" was selected

using [New Registration]

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the
control panel, select the "Main" check box.

Host Address Specify the IP address of the FTP server of the destination.
If the DNS server is specified, the address can be specified using the host name (up to 63
characters).

File Path Specify the directory of the destination (up to 96 characters).

User ID Type in the user ID for logging in to the FTP server of the destination (up to 47 characters).

Password ;I'yp)e in the password for logging in to the FTP server of the destination (up to 31 charac-
ers).

anonymous Specify whether even an anonymous user can access the destination.

PASV Mode Register whether to make communication in the PASV mode.

Proxy Specifies whether or not a proxy server is used.

Port Number Specify the port number to be used.

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

When "SMB" was selected using [New Registration]

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the
control panel, select the "Main" check box.

Host Address Specify the IP address of the computer of the destination.
If the DNS server is specified, the address can be specified using the host name (up to
255 characters).

File Path Specify the directory of the destination (up to 255 characters).

User ID Type in the user ID for logging in to the computer of the destination (up to 127 characters).

Password Type in the password for logging in to the computer of the destination (up to 14 charac-

ters).

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.
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When "WebDAV" was selected using [New Registration]

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the
control panel, select the "Main" check box.

Host Address Specify the IP address of the WebDAV server of the destination.
If the DNS server is specified, the address can be specified using the host name (up to
255 characters).

File Path Specify the directory of the destination (up to 47 characters).

User ID Type in the user ID for logging in to the WebDAYV server of the destination (up to 21 char-
acters).

Password Type in the password for logging in to the WebDAV server of the destination (up to 63
characters).

SSL Settings Specify whether perform encryption using SSL.

Proxy Specifies whether or not a proxy server is used.

Port No. Specify the port number to be used.

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

When "User Box" was selected using [New Registration]

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the
control panel, select the "Main" check box.

User Box No. Specify the user box number of the destination.

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

When "Fax" was selected using [New Registration]

Q

Detail

Appears if the optional fax kit has been installed.

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the
control panel, select the "Main" check box.

Destination Enter the fax number for the destination (up to 38 characters).

Confirm Fax Number

Enter the fax number again in order to prevent misentering of the fax number.
This menu item appears when "Confirm Address (TX)" is set to [ON] from the control pan-
el.

Line Setting

Specify the line to be used. This item is enabled if the optional fax multi line is installed.

Communication Setting

Click [Display], and then select the check box for the displayed item ("V34 off", "ECM Off",
"International Communication" or "Check Dest. & Send").

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.
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When "IP Address Fax" was selected using [New Registration]

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the
control panel, select the "Main" check box.

Host Address Specify the IP address of the fax of the destination.
If the DNS server is specified, the address can be specified using the host name (up to 63
characters).

Port No. Specify the port number to be used.

Machine Type of Desti-
nation

Specify whether the destination is a color or monochrome machine.

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

When "Internet Fax" was selected using [New Registration]

Q

Detail

This window appears If the Internet fax function is available.

Item Definition

No. Specify the registration number ("Use opening number" or "Direct Input").

Name Type in the address name (up to 24 characters).

Index Specify the index characters for the destination. To normally display the destination in the

control panel, select the "Main" check box.

E-mail Address

Enter the address for the destination (up to 320 characters).

Resolution

Specifies the resolution.

Paper Size

Specifies the paper size.

Compression Type

Specify the compression method.

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

Icon

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Address Book" -

“lcon" - "Edit".

Specify the following settings.

3 Store Address - Microsoft Internet Explorer

File Edit View Favorites Tools Help ,'

£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Model Narme:bizhub C353 mﬂeadm Prirt
Maintenance Security Box Print Setting Slore Address Network
¥ Address Book Register Photo/lcon
* Store Address Mo !
Mame test

» Group

* Program

» Subject
* Text

* Prefix/Suffiz

» Temporary One-Touch

* Header Information

& Specify lcon

Search from List

Registered icon

3
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Item Description

No. The registration number of the address book appears.
Name The registered name of the address book appears.
Specify Icon Select "Specify Icon".

[Search from List] The icon list appears. Select an icon to be registered.

1.48.2 Registering or editing a group destination
Register a new group destination or change group destination settings.
Register multiple addresses as a group destination by grouping. To broadcast the fax, use this function. To
register addresses in a group, they must be registered in the address book in advance.
Group

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Group".

Specify the following settings.

2 Store Address - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help

£ KONICA MINOLTA & Adminisirator

IEXEA5% Web Connection S Reauty 1o Scan

Model Mame: bizhub G353 &g et 0P
Maintenance Security Box Print Setting Slore Address Network

» Address Book Group List

I_ Itis possible to register in the group address by raking two or mare shortening addresses
a graup.

»* Program Itis necessary to register to the shortening address to register in the group address in
advance
T One-Touch
empaorary Une-louci
" Subject
» Text Search from Number 180w
» Prefix/Suffix No.|Name Edit Delete
1 01 Edit Delet
* Header Information grove =
Item Definition
[New Registration] Registers a new group destination.
Search from Number Select a range of registration numbers, and then click [Go] to display the list of destina-
tions of the selected number.
No. Displays the registration number.
Name Displays registered names.
[Edit] Edits the registered group destination. The settings are the same as ones available during
registration.
[Delete] Deletes the group destination.

New Registration

Item Definition

Name Enter the group name (up to 24 characters).

Scan/Fax Address Select the scan/fax address to be grouped. Select addresses to be grouped from the list
of registered addresses.

User Box Select the user boxes to be grouped. Select addresses to be grouped from the list of reg-
istered addresses.

[Check Destination] Checks registered destinations.

Specify Icon From [Search from List], specify an icon for the user to be registered.
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Item

Definition

Limiting Access to Desti-
nations

Specify the group that is allowed to access a destination and reference allowed level.

1.48.3

Registering or editing a program destination

Register a new group destination or change program destination settings.

Program destinations can be registered by combining address information, communication information, and

original information.

Program address

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Program"”.

Specify the following settings.

2 Store Address - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help 'l

Maintenance

£ KONICA MINOLTA

IEEASE Web Connection
Maodel Mame:bizhub G353

& Adrninistrator

9 Ready to Scan
G] Ready to Print
Security Box Print Setting Slnre Address Network

* Address Book

Program List
Itis possible to register by combining the address, the reading setting, and the

»
B communication seting.
* Program
I PAGE1 Page (Displays 12 at a tims) PAGET |+
* Temporary One-Touch Change Page Mame
G No.|Name S/MIME [Edit Delete
 Text 1 |program01 Delete
* Prefix/Suffix 2 | Registration Delete
¥ Header Information 5 Registration
e ————
4 Registration Delete
5 | Registration ‘ Delete
& Registration Delete
——
7 | Registration Delete
&} | Registration Delete
£l Registration Delete
———
10 | Registration ‘ Delete
i | Registration ‘ Delete
12 | Registration Delete

Item

Definition

Page (Display 12 at a
time)

Select the page, and then click [Go] to display the list of destinations of the selected page.

[Change Page Name]

Renames the page.

No. Displays the registration number.
Name Displays registered names.
S/MIME Displays whether or not the certificate is attached.

[Registration]

Registers the program destination.

[Edit] Edits the registered program destination. The settings are the same as ones available dur-
ing registration.
[Delete] Deletes the program destination.

When "E-mail" was selected using [Registration]
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Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Subject Specify the E-mail subject.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Subject List].

Text Specify the E-mail text.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Text List].

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.

Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan Specify whether to perform book scan.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to pint page numbers. If yes, specify settings for "Page Number", "Chap-

(Page) ter", "Page Number Type", "Print Position", "Fine-Tune", "Color", and "Size".

Compose Selects whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "FTP" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution

Specifies the resolution.
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Item Definition

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.
Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

E-mail Notification

Specify whether to send notification of scan data URL. Specify the notification address
for "Address". To select a destination from the list, click [Search from List].

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan Specify whether to perform book scan.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter", "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer. If yes, specify the registration number of the

(Header/Footer) header/footer. To check the registered header/footer, click [Confirm Registered Con-
tents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "SMB" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.
Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.
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Item

Definition

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto”, "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

E-mail Notification

Specify whether to send notification of scan data URL. Specify the notification address
for "Address". To select a destination from the list, click [Search from List].

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan Specify whether to perform book scan.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter”, "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "WebDAV" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.
Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

E-mail Notification

Specify whether to send notification of scan data URL. Specify the notification address
for "Address". To select a destination from the list, click [Search from List].
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Item

Definition

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan Specify whether to perform book scan.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter”, "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "User Box" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.
Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

E-mail Notification

Specify whether to send notification of scan data URL. Specify the notification address
for "Address". To select a destination from the list, click [Search from List].

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan

Specify whether to perform book scan.

Erase

Specify whether to perform frame erase.
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Item Definition

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter”, "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "Fax" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

Timer TX

Specify whether to perform timer communication. If yes, enter the transmission time.

Password TX

Specify whether to send the password. If yes, enter the password.

F-Code

Specify whether to send the password using F code. If "Enable" is selected, type in the
SUB address and password.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to pint page numbers. If yes, specify settings for "Page Number", "Chap-

(Page) ter", "Page Number Type", "Print Position", "Fine-Tune", "Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.
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Item

Definition

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "IP Address Fax" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.
Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

Password TX

Specify whether to send the password. If yes, enter the password.

F-Code

Specify whether to send the password using F code. If "Enable" is selected, type in the
SUB address and password.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter", "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "Internet Fax" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution

Specifies the resolution.
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Item Definition

Subject Specify the E-mail subject.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Subject List].

Text Specify the E-mail text.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Text List].

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter", "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "Group" was selected using [Registration]

Item Definition
No. Displays the registration number.
Name Type in the registration name (up to 24 characters).

Destination Information

Specify the address information.
Select "Select from Address Book" or "Direct Input".

Resolution Specifies the resolution.

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Subject Specify the E-mail subject.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Subject List].

Text Specify the E-mail text.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Text List].

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.

Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.
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Item

Definition

Density

Specify the density.

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto”, "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

E-mail Notification

Specify whether to send notification of scan data URL. Specify the notification address
for "Address". To select a destination from the list, click [Search from List].

Timer TX Specify whether to perform timer communication. If yes, enter the transmission time.
Password TX Specify whether to send the password. If yes, enter the password.
F-Code Specify whether to send the password using F code. If "Enable" is selected, type in the

SUB address and password.

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan Specify whether to perform book scan.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter”, "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

When "No Destination" was selected using [Registration]

Item Definition

No. Displays the registration number.

Name Type in the registration name (up to 24 characters).

Resolution Specifies the resolution.

File Type Specify the file format.

File Name Specify the file name (up to 30 characters).

Page Setting Specify the unit of data to be saved.

Subject Specify the E-mail subject.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Subject List].

Text Specify the E-mail text.
To use the default subject, select "Not Specified". To check the contents of the subject,
click [Text List].

Simplex/Duplex Specify whether the original is 2-sided.

Original Type Specify the quality of the original, such as text or photo.

Color Specify the color mode for scanning.

Separate Scan

Specify whether to divide scanning of the original.

Density

Specify the density.
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1.48.4

Item

Definition

Background Removal

Adjust the density of the background.

Scan Size

Specify the original size ("Auto", "Standard Size" or "Custom Size").
If "Standard Size" is selected, select the size and the feed direction. If "Custom Size" is
selected, specify the height and width.

Application Setting

Click the [Display] button, and then specify settings for the functions that are displayed.

E-mail Notification

Specify whether to send notification of scan data URL. Specify the notification address
for "Address". To select a destination from the list, click [Search from List].

Timer TX Specify whether to perform timer communication. If yes, enter the transmission time.
Password TX Specify whether to send the password. If yes, enter the password.
F-Code Specify whether to send the password using F code. If "Enable" is selected, type in the

SUB address and password.

Original Direction

Specify the original orientation.

2-Sided Binding Direc-
tion

Specify the binding orientation of the original.

Special Original

Specify the original in a different size.

Book Scan Specify whether to perform book scan.

Erase Specify whether to perform frame erase.

Compose Specify whether to print the date/time.

(Date/Time) If yes, specify settings for "Date Type", "Time Type", "Print Position", "Fine-Tune", "Color"
"Pages", and "Size".

Compose Specify whether to print page numbers.

(Page) If yes, specify settings for "Page Number", "Chapter", "Print Position", "Fine-Tune",
"Color", and "Size".

Compose Specify whether to print a header/footer.

(Header/Footer) If yes, specify the registration number of the header/footer. To check the registered head-
er/footer, click [Confirm Registered Contents].

Compose Specify whether to print the stamp.

(Stamp) If yes, specify settings for "Preset Stamp" or "Registered Stamp", "Print Position", "Fine-

Tune", "Color", "Pages", and "Size". To check the registered stamp, click [Confirm Reg-
istered Contents]. To use the registered stamp function, stamps must be registered from
the control panel in advance.

Stamp Combine Method

Specify the stamp composition method.

Limiting Access to Desti-
nations

Click [Display], and then specify the group that is allowed to access a destination and ref-
erence allowed level.

Registering or editing destinations to be temporarily used

Register destinations to be temporarily used or change temporarily used destination settings.

Q

Detail

If "Manual Destination Input” is specified to "Allow", "Temporary One-Touch" is displayed. Specify
settings for "Manual Destination Input"” from the control panel.

Temporary One-Touch

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Temporary One-

Touch".

The settings are the same as the program destination settings. For "Temporary One-Touch", the settings for
“Limiting Access to Destinations" are not displayed. For details on settings for "Temporary One-Touch", refer
to "Registering or editing a program destination" on page 1-160.
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1.48.5 Registering E-mail subject or text
Register a subject and text to be used for sending messages or Internet faxes.

Subject

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Subject" - [Edit].

Specify the following settings.

2 Store Address - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help

£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Model Mame: bizhub G353 &g et 0P
Maintenance Security Box Print Setting Slore Address Network
» Address Book Subject Registration
* Group Mo !
Subject | |
* Program

" Temporary One-Touch
—
* Text

* Prefix/Suffix

* Header Information

Item

Definition

No.

Displays the registration number.

Subject

Register the E-Mail subject (up to 64 characters).

Text

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Text" - [Edit].

Specify the following settings.

2 Store Address - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help

£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Model Mame: bizhub G353 &g et 0P
Maintenance Security Box Print Setting Slore Address Network
» Address Book Text Registration
* Group Mo !
* Program
Text

" Temporary One-Touch

" Subject

B

* Prefix/Suffix

* Header Information

Item

Definition

No.

Displays the registration number.

Text

Register the E-Mail body text (up to 256 characters).
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1.48.6 Using an application registered in an external server

When using an application, such as RightFax Server, registered with an external server, register the
application information and server address.

By registering the application and server, a connection to the server of the selected application can
automatically be established for use. Up to five applications and servers can be registered. Depending on
settings for registered applications, custom items can be specified. PageScope Web Connection provides
the following templates. The templates are provided with pre-determined different custom items by
application.

Q

Detail
If the optional fax kit has not been installed, "Application Registration” /s displayed in the menu.

When not using templates, specify custom item settings manually.

Only when the optional fax kit is not installed and Internet fax is disabled, the registered applications
can be displayed and operated from the control panel of this machine.

For WalkUp Fax

No. Button Name Function Name Keyboard Type Default Value Options
1 Sender Name (CS) Name ASCII Walkup -
2 Fax Number (CS) PersonalFaxNum- ASCII - -
ber
3 TEL Number (CS) PersonalVoiceNum- | ASCII - -
ber
4 Subject Subject ASCII - -
5 BillingCode1 BillingCode1 ASCII - -
6 BillingCode2 BillingCode2 ASCII - -

For Fax with Account

No. Button Name Function Name Keyboard Type Default Value Options
1 Sender Name (CS) Name ASCII - -

2 User ID ID ASCII Walkup -

3 Password Password ASCII - -

4 Password Auth# Authentication - - None

5 Subject Subject ASCII - -

6 BillingCode1 BillingCode1 ASCII - -

7 BillingCode2 BillingCode2 ASCII - -

8 CoverSheet Type CoverSheet - - -

9 Hold For Preview HoldForPreview - - False

For Secure Docs

No. Button Name Function Name Keyboard Type Default Value Options
1 User ID ID ASCII Walkup -
2 Password Password ASCII - -
3 Password Auth# Authentication - - None
4 Subject Subject ASCII - -
5 BillingCode1 BillingCode1 ASCII - -
6 BillingCode2 BillingCode2 ASCII - -
7 CoverSheet Type CoverSheet - - -
8 Document PW DocumentPass- ASCII - -
word
9 Delivery Method Delivery - - Secure
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For Certified Delivery

No. Button Name Function Name Keyboard Type Default Value Options
1 User ID ID ASCII Walkup -
2 Password Password ASCII - -
3 Password Auth# Authentication - - None
4 Subject Subject ASCII - -
5 BillingCode1 BillingCode1 ASCII - -
6 BillingCode2 BillingCode2 ASCII - -
7 CoverSheet Type CoverSheet - - -
8 Document PW DocumentPass- ASCII - -
word
9 Delivery Method Delivery - - Secure

Application Registration

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Application
Registration" - [Registration/Edit].

Select the template type, and then specify the following settings.

2l Store Address - Microsoft Internet Explorer

File Edit Vew Favorites Tools Help

£ KONICA MINOLTA

IE£ASE Web Connection
Model Narne: bizhub C353

Maintenance

&(. Administrator

Q Ready to Scan

G] Ready to Prirt
Security Box Print Setting Slore Address Network

» Group

" Program

P Subject

* Text

* Address Book

* Temporary One-Touch

I _| Application Registration File Path

* Prefix/Suffix

* Header Information

Application Registration
Application Setting
Mo, 1
Application Narme

Server Setting
Host Address [ooon

I
User ID |
I

Password

anonymous

PASY Mode -

Proxy

Part Mo (1-66535)

| Back H Mext H Cancel

Item

Definition

No.

Displays the registration number of the selected application.

Application Name

Enter the application name (up to 16 characters).

Host Address Enter the host address for the server registering the application (up to 15 characters).
File Path Enter the application file path (up to 96 characters).
User ID Enter the user ID for logging in to the server (up to 47 characters).
Password Enter the password for logging in to the server (up to 31 characters).
anonymous Specify whether even an anonymous user can access the destination.
PASV Mode Register whether to make communication in the PASV mode.
Proxy Specifies whether or not a proxy server is used.
1-172
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Item Definition
Port No. Specify the port number to be used.
[Next] Displays the custom item list. To display the Function Setting screen, click [Edit] for an

item to be added or changed.

Function Settings

Item

Definition

No.

Displays the number of the selected item.

Button Name

Enter the button name (up to 16 characters).

Function Name

Specify the function name.

Message on Panel

Enter the name to be displayed on the panel (32 characters or less).

Display Method

Specify whether to display the name.

Default Value

Fkkk Il

Enter the default value. To hide the default value, select the "Input string shown as
check box. The characters that can be entered differ depending on the selected function.

Keyboard Type

Specify the keyboard type.

Options
(When "Authentication”
is selected)

Select either "None" or "Password".

Options
(When "Delivery" is se-
lected)

Select "Normal", "Secure", "Certified" or "Secure Certified".

Options
(When "Hold For Pre-
view" is selected)

Select "Yes" or "No".

Input Type
(When "DelaySendData-
Time" is selected)

Select "Year/Month/Day/Hour/Minute".

Default
(When "DelaySendData-
Time" is selected)

Select either "Device Time" or "Not Specify".
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1.48.7 Simplifying E-mail address entry

To simplify E-mail address entry, register Prefix/Suffix.

Prefix/Suffix

In Administrator mode of PageScope Web Connection, select the Store Address tab - "Prefix/Suffix" - [Edit].

Specify the following settings.

2 Store Address - Microsoft Internet Explorer

Eile Edit Vew Favorites Tools Help

Print Setting Slore Address Network

I » Prefix/Suffix

* Header Information

£ KONICA MINOLTA & Adminisirator
IEXEA5% Web Connection S Reauty 1o Scan
Wlodel Name: bizhub (353 & oo to P
Maintenance Security Box

» Address Book Prefix/Suffix
" Group Mo

Prefix
* Program

Suffix
» Temporary One-Touch
P Subject
* Text

Item

Definition

No.

Displays the registration number.

Prefix

Register the prefix (up to 20 characters).

Suffix

Register the suffix (up to 64 characters).
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Network Settings

A
2 Network Settings

2.1 Displaying the Network Settings screen

Settings by purpose can be specified via network settings in the control panel of the machine.

Access network settings from the Administrator Settings screen. Perform the following steps to display the

Network Settings screen.

C353/C253/C203

Press the [Utility/Counter] key.

Utility/Counter

=

Touch [3 Administrator Settings].

— When setting the Utility screen, you can also select a setting by using the keypad to enter the
number next to the desired button. To select [8 Administrator Settings], press the [3] key in the
keypad.

Use the menu buttons or keypad to make a selection.

Job List
I Heter Count E
< Jutility

Z)
: T
B i s
B o cmmane e

17/04/2007  15:07
Hemory 1007

Type in the password, and then touch [OK].

Use the keyboard or keypad to type in the Administrator password.
Press [C1 1o erase the entered the Adninistrator password.

Utility > Adninistrator Settings

' CoDDDEDDDDDDDD
DDDDDDDDDEDD

{

17/04/2007
Hemory

15:08
1007

RN (T (BTSN



Network Settings 2

The Administrator Settings screen appears.

Use the menu buttons or keypad to make a selection.

dministrator Settings

1 Systen Settings 4 6 Copier Settings

2

¥+
adninistrator |
Settlings i

one—Touch /User Box
Redistration

Far Settings

w
@

5 Hetwork Settings 4 1) Security Settings
17/04/2007  15:09 | Close |
Hemory 100%

Touch [5 Network Settings] in the Administrator Settings screen.

The Network Settings screen appears.

Use the menu buttons or keypad to make a selection.

Administrator Settings > Network Settings

R +=Back Wara -
1 TCP/IP Settings ‘ 6 LDAP Settings

‘ o
WetWare Settings (S E-Hail Settings
Adninistrator
Settings
v HTTP Server Settinos | SHHP Settings
Seutigs 1 FTP Settings K fppleTalk Settings
5 SHB Settings . Bonjour Setting

=

2

17/04/2007
Hemory 100%

Use the menu buttons or keypad to make a selection.

Administrator Settings > Metwork Settings

T« T
. T
» T
B srvce s

Network
Setiings |

26/09,2007 13:21 & Close

Hemory 100%

N

Reminder
In order to apply all changes to the network settings, turn off this machine, then on again.

When turning off the main power switch and turning it on again, wait for 10 seconds or longer after
power-off, and then turn on the power again. Otherwise, the machine may not operate correctly.
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2.2 Network Settings menu list

When specifying settings by purpose from the control panel of the machine, refer to this menu list. This

section describes the buttons available when the [5 Network Settings] is touched.

N

Note

For details on displaying the Network Settings screen, refer to "Displaying the Network Settings

screen” on page 2-2.

221 Network Settings screen (1/2)

The following setting items are available from the Network Settings screen (1/2).

Use the menu buttons or keypad to make a selection.

ministrator Settings > Network Settings

| T
. T
» T
i Z)

7

«
A seonme
17/04/2007 15:10
Hemory 100%
[1] TCP/IP Settings
IP settings ——— Manual Input —— IP Address
— Subnet Mask
L Default Gateway
L Auto Input —— DHCP Settings
BOOTP Set-
| tings
ARP/PING Set-
I tings
AUTO IP Set-
-~ tings
DNS Host
DNS Host —[ Name
Dynamic DNS  gpapje/Disable
Setting
DNS Domain — DNS Domain — Enable/Disable
Name

C353/C253/C203

Auto Retrieval

Default DNS Domain Name

DNS Search Domain Name 1 to 3

EBNED | +=Back bara =
6 LDAP Settings

W il seitins
T settins
0 Bonjour Setting

@

| Close

——— ON/OFF

——— ON/OFF

——— ON/OFF

——— ON/OFF
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DNS Server
Settings

RAW Port
Number

IP Filtering
(Permit Ac-
cess)

IP Filtering (De-
ny Access)

IPv6 Settings

IPsec Settings

C353/C253/C203

— DNS Server
Auto Obtain

Priority DNS
Server

Secondary
DNS
Server 1-2

— Port1-6

—

Enable

Disable

Enable

Disable

Auto IPv6 Set-
tings

— IKE Settings

Enable/Disable

IPv4 Address Input

IPv6 Address Input

IPv4 Address Input

IPv6 Address Input

Job Setting

OFF

Set1to5

Set1to5

ON

OFF

Group 1-4

Encryption Al-
gorithm

Authentication
Algorithm

Key Validity
Period

Diffie-Hellman
Group

Global Address —— Prefix Length

Gateway Address

Link-Local Address

DES_CBC

3DES_CBC

OFF

MD5

SHA-1

OFF

Group 1

Group 2
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C353/C253/C203

IPsec SA Set-
tings

L Peer

Group1-8

Lifetime After
Establishing
SA

—— Group1-10

Security

[ Protocol

ESP Encryp-

| tion Algorithm

ESP Authenti-
cation
Algorithm

AH Authentica-
tion
Algorithm

Encapsulation
Mode

IP Address

Pre-Shared Key Text

Perfect For-
ward Secrecy

AH

ESP

ESP_AH

OFF

DES_CBC

3DES_CBC

AES_CBC

AES_CTR

NULL

OFF

MD5

SHA-1

OFF

MD5

SHA-1

OFF

Tunnel Mode

Transport
Mode

OFF

——— ON/OFF
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[2] NetWare Settings
IPX Settings ——— ON ——— EthernetFrame
Type
L— OFF
NetWare Print Set- ——— ON ——— PServer
tings
L— Nprinter/
Rprinter
— OFF
L— Status
User Authentica- ——— ON/OFF
tion Setting (NDS)
[3] HTTP Server Settings
PSWC Settings ——— ON/OFF
IPP Settings ——— ON/OFF
Accept IPP jobs ——— ON/OFF
Support Information Print Job
Valid Job
Cancel Job

C353/C253/C203

Auto Detect

802.2

802.3

Ethernet Il

802.3SNAP

Print Server
Name

Print Server Password

Polling Interval

NDS/Bindery NDS
Setting
NDS &
Bindery

File Server Name

NDS Context
Name

NDS Tree Name

Print Server
Name

Printer Number
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Printer Information

IPP Authentication Settings

Authentication Method

User Name
Password

realm

[4] FTP Settings

FTP TX Set- ——— ON
tings

FTP Server ——— ON/OFF

Settings

C353/C253/C203

L OFF

Open Job Attributes

Open Job

Open Printer Attributes

Printer Name

Printer Location

Printer Information

Printer URI

ON/OFF

requesting-user-name

basic

digest

——— Proxy Server Address Input Host Name

IPv4 Address Input

IPv6 Address Input

I Proxy Server Port Number

— Port No.

L— Connection Timeout
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[5] SMB Settings

Client Settings

Printer Settings

WINS Settings

Direct Hosting
Setting
[6] LDAP Settings

Enabling LDAP

Setting Up LDAP

C353/C253/C203

L OFF

—— ON/OFF

ON ——— NTLM Setting
—— User Authentication —_—
(NTLM)
OFF
ON NetBIOS Name
Print Service Name
Workgroup
OFF
ON Automatic Retrieval Settings ———
WINS Server Address
Node Type Setting —_
ON/OFF
—— LDAP Server Name
+— Max. Search Results
— Timeout
— Initial Setting for Search —— Name
Details
— E-Mail
—— Fax Number
—— Last Name
—— First Name

v1

v2

vin2

ON/OFF

Enable/Disable

B Node

P Node

M Node

H Node
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City

Company Name

L— Department
— Server Address
— Search Base
— SSL Setting ——— ON/OFF
+— Port Number
—— Port Number (SSL)
—— Authentication Type ———— Anonymous
—— Simple
—— Digest-MD5
—— GSS-SPNEGO
— NTLM v1
L— NTLM v2
— Select Server Authentica- —— Use Settings
tion Method
—— Use User Authentica-
tion
—— Dynamic Authentica-
tion
— Referral Setting ——— ON/OFF
—— Login Name
+— Password

— Domain Name

L— Reset All Settings

Default LDAP Server

Setting
[7] E-Mail Settings
E-Mail TX ———— Scan to E-Mail ——— ON/OFF
(SMTP)
— Status Notification ——— ON/OFF
—— Total Counter ——— ON/OFF
Notification
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E-Mail RX
(POP)

C353/C253/C203

—— SMTP Server Ad-
dress

—— Binary Division e

— Divided Mail Size
—— Connection Time-
out

—— Server Capacity

—— SSL Setting

—— Port No.

—— Port Number (SSL)

L Detail Settings _

___ ON -

Input Host Name

IPv4 Address In-
put

IPv6 Address In-
put

ON/OFF

SMTP over SSL

Start TLS

OFF

SMTP Authenti-
cation

POP Before SMTP
Authentication

POP Before
SMTP Time

POP Server Ad-
dress

Connection
Timeout

SSL Setting
Port No.
Port Number
(SSL)

Login Name

Password

APOP Authenti-
cation

—— ON ———— User ID
— Password
— Domain
Name
L— OFF L— Authentica-
tion Setting
—— ON/OFF
Input Host
Name
IPv4 Address
Input
IPv6 Address
Input
——— ON/OFF
——— ON/OFF
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_ OFF

S/MIME —— ON
Communi-
cation Set-
ting

- OFF

[8] SNMP Settings

SNMP vi1/v2¢(IP)

SNMP v3(IP)

SNMP v1(IPX)

UDP Port Number

SNMP vi/v2c Settings

SNMP v3 Settings

C353/C253/C203

Check for New — Yes/No
Messages

Polling Interval

—— Digital Signature ——— Do not add sig-
nature
— Always add sig-
nature
—— Select when
sending
— E-Mail TextEn- —— RC2-40
cryption Method
—— RC2-64
— RC2-128
— DES
+—— 3DES
—— AES-128
—— AES-192
L— AES-256
—— Print S/MIME in- ——— Yes/No
formation
— Automatically —— Yes/No
Obtain Certifi-
cates
ON/OFF
ON/OFF
ON/OFF
Read Community Name Set-
tings
Write Setting ——— Enable/Disable
Write Community Name Set-
tings
Context Name Settings
Discovery User Permissions ——— ON/OFF

Discovery User Name Set-
tings
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TRAP Setting

TRAP Setting When Au-

thentication Failed

— Read User Name Settings

— Security Level

— Password Setting (Read)

— Write User Name Settings

— Security Level

— Password Setting (Write)

— Encryption Algorithm

L— Authentication Algorithm

——— Allow/Restrict

[9] AppleTalk Settings
AppleTalk Set- ——— ON
tings

L— OFF

C353/C253/C203

——— Enable/Invalid

Printer Name

Zone Name

Current Zone

OFF

auth-password

auth-password/priv-password

Read auth

Read priv

Write auth

Write priv

OFF

auth-password

auth-password/priv-password

Read auth

Read priv

Write auth

Write priv

DES

AES-128

MD5

SHA-1
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[0] Bonjour Setting

Bonjour Setting —[ ON
OFF

222

Network Settings screen (2/2)

——— Bonjour Name

The following setting items are available from the Network Settings screen (2/2).

| Utility
1] ator
5
4
Hetwork
Settings |

[1] TCP Socket Settings

TCP Socket

TCP Socket (ASCII Mode)

[2] Network Fax Settings

Network Fax Function Settings —

SMTP TX Settings —

SMTP RX Settings —
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Use the menu buttons or keypad to make a selection.

ministrator Settings > Metwork Settings
22 [« '

6 Delail Seitings

100%

ON Use SSL/TLS
OFF Port Number
Port Number (SSL)

ON ——— Port Number (ASCII Mode)

OFF

IP Address Fax Function ——— ON/OF

Internet Fax Function ——— ON/OF

Port No.

Connection Timeout

| Close

—— ON/OFF

ON —[ Port No.
Connection Timeout

OFF



Network Settings
[3] WebDAV Settings
WebDAV Client Setting ——— ON ———— Proxy Server Address
—— Proxy Server Port Number
—— User Name
—— Password
L— Connection Timeout
—— OFF
WebDAV Server Settings ———— ON ——— SSL Setting
L Password Setting
-— OFF
[4] Web Service Settings

Web Service Common —E Friendly Name

Settings
SSL Setting ——— ON/OFF
Printer Settings ——— ON Printer Name
Printer Location
Printer Information
-— OFF
Scanner Settings ———— ON ——— Scanner Name
+— Scanner Location
+—— Scanner Information
L— Connection Timeout
-— OFF

C353/C253/C203

Input Host Name

IPv4 Address Input

L— IPv6 Address Input

——— Non-SSL Only

—— SSL only

L— SSL/Non-SSL

——— Password Setting

L Initial Password



Network Settings
[6] Detail Settings
Device Set- MAC Address
ting
Network Speed
Time Ad- ——— ON
justment
Setting
L— OFF
Status Noti- ——— Register Notifi-
fication Set- cation Address
ting
Total Coun- Notification
ter Notifica- Schedule Set-
tion ting
Settings
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——— Auto Setting

plex

plex

—— 100Mbps Half
Duplex

—— 100Mbps Full
Duplex

— 1Gbps Full Du-
plex

—— NTP Server Ad-
dress

L— Port Number

———— IP Address 1 -5

— IPX Address

L— E-Mail1-10

——— Schedule 1 -2

—— 10Mbps Half Du-

—— 10Mbps Full Du-

Input Host
Name

IPv4 Address
Input

IPv6 Address
Input

Address Input Host

Name

IPv4 Address
Input

IPv6 Address
Input

Port Number

Community
Name

Notification
ltems

Network Address
Node Address

Community
Name

Notification
ltems

Edit E-Mail Ad-
dress

Notification
ltems

Monthly

Monthly Fre-
quency
Date Setting



Network Settings

PING
Confirma-
tion

SLP Setting

LPD Setting

Prefix/Suf-
fix Setting

Action for
Invalid Cer-
tificate
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Notification Ad-

dress Setting

Model Name

Send Now

PING TX Ad-
dress

Check Connec-
tion
Enable/Disable
Enable/Disable
ON/OFF Setting
Prefix/Suffix
Setting

Delete the Job

Continue

L

Address 1 -3

Input Host Name
IPv4 Address In-
put

IPv6 Address In-
put

ON/OFF

Prefix

Suffix

Weekly

Daily

Weekly Fre-
quency

Day of the
Week

— Interval of
Day(s)

Edit E-Mail Address

Schedule Set-
tings

——— Schedule 1 -2
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A1
3 Appendix

3.1 Product Specifications (Network functions)
Item Specifications
Type Embedded
Frame type IEEE802.2/802.3 / Ethernet Il / IEEE802.3SNAP
Cable type 10Base-T / 100Base-TX / 1000Base-T
Connector RJ-45

Mainly supported protocols

TCP/IP (IPv4/IPv6), BOOTP, ARP, ICMP, DHCP, AutolP, SLP, SNMP, FTP, LPR/LPD,
RAW Socket, SMB over TCP/IP, IPP, HTTP, POP, SMTP, LDAP, NTP, SSL, IPX/SPX,
AppleTalk, Bonjour, NetBEUI, WebDAV, DPWS, S/MIME, Ipsec, DNS, DynamicDNS

Supported LDAP servers

OpenLDAP 2.1x, Active Directory, Exchange 5.5/2000/2003, Sun Java Directory
Server (Netscape/iPlanet Directory Server), Novell NetWare 5.x/6.x NDS, Novell eD-
irectory 8.6/8.7, LotusDominoServer (5.x/6.x)*

Supported LDAP protocol

LDAP Protocol Version 3 (Version 2 not supported)

Supported SSL versions

SSL2, SSL3, and TLS1.0 (An x.509 certificate must be installed on the server.)

Multiprotocol

Auto detection

Operating environment for
PageScope Web Connection

Supported Web browsers:

Microsoft Internet Explorer Ver. 6 or later (JavaScript and Cookies enabled)
Netscape Navigator Ver. 7.02 or later (JavaScript and Cookies enabled)

Mozilla Firefox Ver. 1.0 or later (JavaScript and Cookies enabled)

Adobe® Flash® Player (plug-in version 7.0 or later required if "Flash" is selected as
the display format)

Setup

Saved to non-volatile memory

* If you specify the search condition to "OR" or "END" when using the LotusDominoServer, it does not

work properly.
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Glossary
Term Description
10Base-T/ A set specifications under the Ethernet standards.
10B100Base-TX/ Uses cables consisting of pairs of twisted copper wires.
1000Base-T The transmission speed of 10Base-T is 10 Mbps, of 100Base-TX is 100 Mbps, and
of 1000Base-T is 1,000 Mbps.
2in1 This is a function to send the page set as double page by consolidating the two-page

document on one sheet of paper.

Abbreviation/ address

This is a function to register the frequently used fax number of the recipient. When
registering abbreviation/address, you can register the address name and search
characters. It makes possible to specify the address using the searched character of
the abbreviated selection.

Active directory

A service that consolidates management of all information such as hardware re-
sources for servers, clients, and printers on a network supported by Microsoft and
the attributes and access permissions of the users.

Adobe® Flash®

Software developed by Adobe Systems Inc. (formerly developed by Macromedia,
Inc.), and used to create data combining vector-graphic animation and sound, and
the format of this data file. The bidirectional content can be manipulated using a key-
board and a mouse. The files can be kept relatively compact, and they can be ac-
cessed with the Web browser plug-in.

anonymous FTP

While normal FTP sites are protected by an account name and password, this type
of FTP site can be used by anyone without a password by simply entering "anony-
mous" as the account name.

APOP Abbreviation for Authenticated Post Office Protocol. An authentication method with
encrypted passwords, which results in increased safety, as compared to the usual
unencrypted passwords used by POP to retrieve e-mail messages.

AppleTalk A generic name for the protocol suite developed by Apple Computer for computer
networking.

Auto IP A function for automatically acquiring the IP address. If acquisition of the IP address

failed with DHCP, an IP address is acquired from the address space of 169.254.0.0.

Background Removal

This function sends a document after adjusting bright-ness of the background color
of the document.

Batch transmission

This is a function automatically sends one document at a specified time, only when
the transmission conditions such as destination, sending time, memory transmission
or resolution are stored in the same document memory.

Binding Position

This is a function for specifying the binding position of a double-sided document sent
using the ADF. There is top/bottom binding, where the binding position is at the top
(or) bottom of the document, and there is left/right binding, where the binding posi-
tion is at the left (or right) of the document and the top and bottom of the second side
of the document differ.

bit Abbreviation for Binary Digit. The smallest unit of information (data quantity) on a
computer or printer. Displays data using 0 or 1.
Bitmap Font A font that is displayed using a collection of dots. These look increasingly jagged with

larger font sizes.

Blocked number

This is a function to avoid receiving of the troublesome fax by registering the number
you want to block in advance. If a registered telephone number matches the receiv-
ing telephone number, the incoming call is rejected and a [Blocked] message is dis-
played.

BMP Abbreviation for Bitmap. A file format for saving image data which uses the .omp ex-
tension.

Commonly used on Windows platforms. You can specify the color depth from mon-
ochrome (2 values) to full color (16,777,216 colors). Images are not usually com-
pressed when saved.

Bonjour Macintosh network technology for automatically detecting devices connected to the
network and for specifying settings. Previously called "Rendezvous", the name was
changed to "Bonjour" starting with Mac OS X v10.4.

Book Copy A function for sending a fax of a book or catalog with the front cover, back cover and
the left and right pages sent as separate pages.

BOOTP Abbreviation for Bootstrap Protocol. A protocol in which a client computer on a
TCP/IP network automatically specifies the network settings from the server.
Currently, DHCP, which is an advanced protocol based on BOOTP, is mainly used.

bps This is an abbreviation of bit per second.

It means the amount of data sent in one second as the unit of data transmission.
3-3

C353/C253/C203



Appendix

Term Description
Brightness Brightness of a display screen.
Broadcast A transmission of a single document to many recipients in one operation.

Bulletin board

This function posts the documents to be viewed, or stores the documents to be
transmitted through polling.

Byte

Unit of information (data quantity) on a computer or printer.
Configured as 1 byte equals 8 bits.

Check Dest. & Send

A function for sending a fax transmission only after the specified fax number and the
fax number information (CSI) for the recipient’s machine match. This prevents misdi-
rected transmissions since a transmission error occurs if the numbers do not match.

Client

A computer that uses the services provided by a server through a network.

Closed Network RX

A function for accepting only transmissions from recipient machines with a matching
password.

CMYK

Abbreviation for Cyan, Magenta, Yellow, and Black.
The toner and ink colors used for color printing and all colors can be represented by
changing the mixing ratio of CMYK.

Color matching

Technology for minimizing color discrepancy among different devices such as scan-
ners, displays, and printers.

Compact PDF

A compression method for reducing the data amount using the PDF format when
converting color documents to data.

The highest compression efficiency is achieved by identifying the text and image re-
gions and using the resolution and compression method most appropriate for each
region.

The compact PDF format can be selected when converting documents to data using
the scanning functions of this machine.

Confidential communication

A function for sending and receiving documents to be viewed only by specific per-
sons. The confidential document is saved in a confidential box in the recipient’s ma-
chine and is not printed when it is received. The received document can be printed
when a specific operation is performed, for example, when the access code for the
confidential box is entered.

Contrast

The difference in intensity between the light and dark parts of the image (light/dark
variation). An image with small light/dark variation has low contrast, and an image
with large light/dark variation has high contrast.

Ccsv

Abbreviation for Comma Separated Values. One of the formats for saving database
or spreadsheet data as a text file. (The file extension is ".csv".) The data, which is sep-
arated by commas (as the delimiter), can be shared by different applications.

Default

The initial settings. The settings first selected when the machine is turned on, or the
settings first specified when the function is selected.

Default gateway

A device, such as a computer or router, used as a gateway to access computers not
on the same LAN.

Default value

The setting value specified in advance when the machine is shipped from the factory.
Some default settings can be changed from the settings menu. It is convenient to set
frequently used values as default settings based on the usage conditions.

Density

An indication of the amount of darkness in the image.

Density Compensation

Color correction function used in output devices such as printers and displays.

DHCP

Abbreviation for Dynamic Host Configuration Protocol.

A protocol in which a client computer on a TCP/IP network automatically specifies
the network settings from the server.

With collective management of the IP address for DHCP clients on the DHCP server,
you can avoid duplication of an address and build a network easily.

Dialing method

There are three types: PB (push-button (tone) dialing), 10PPS (pulse dialing at 10
pps), and 20PPS (pulse dialing at 20 pps).

Direct Inward Dialing (DID)

A function that provides numbers for fax and phone functions separately.
In order to use the DID function, one must subscribe for NTT’s DID (modem DID)
services.

Dither One method of combining two colors to create an approximate representation of
shades of gray. Processing is easier than with error diffusion, but this can lead to ir-
regularities.

DNS Abbreviation for Domain Name System.

A system that acquires the supported IP addresses from host names in a network
environment. DNS allows the user to access other computers over a network by
specifying host names, instead of having to use IP addresses that are difficult to re-
member and complicated.
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Term Description

DPI (dpi) Abbreviation for Dots Per Inch. A resolution unit used by printers and scanners.
Indicates how many dots per inch are represented in an image.
The higher the value, the higher the resolution.

Driver Software that works as a bridge between a computer and a peripheral device.

DSN Abbreviation for Delivery Status Notifications. A delivery status notification message

that is sent back to the sender at the time the E-mail is received at the recipients mail
server.

Dynamic authentication
(LDAP setting)

An authentication method option for connecting to the LDAP server from the multi-
functional product. Select this option if the name and password for logging on to the
LDAP server must be entered each time by the user when referencing the destination
information from the LDAP server.

ECM

Abbreviation for Error Correction Mode.

Error resend mode of G3 communication. It confirms whether the data is correctly
sent to the recipient or not, and if it is not correctly sent, it communicates by resend-
ing the same data. If the recipient is set for the ECM mode and the communication
is done in ECM unless ECM off is specified in this machine.

Ethernet

LAN transmission line standard.

Fax ID

The identifying code for the mutual recognition when transmitting faxes. Normally the
fax number is registered as the fax ID.

File extension

The characters added to the file name in order to identify file formats. The file exten-
sion is added after a period, for example, ".bmp" or ".jpg".

Forced memory reception

This is the function to store the received document in memory and to print if required.

Frame Erase

This is a function to erase the black shadow around the document and then transmit
the fax, for example, when scanning the document formed of booklet or when scan-
ning a document by keeping ADF open.

Frame type

Type of communication format used in a NetWare environment.
Communication is not possible if the same frame type is not used.

FTP

Abbreviation for File Transfer Protocol. A protocol for transferring files over the Inter-
net or an intranet on the TCP/IP network.

F code

This is a communication procedure for the usage of sub address of T.30* standard-
ized by ITU-T (international telecommunication union) provided by Japanese Com-
munications Industrial Corporation. In the communication between fax machines
with the F code function, various functions that use F code can be utilized even if the
manufacturers of the fax machines are different. In this machine, F code is used in
the bulletin boards, relay request, relay transmissions, confidential communication,
and password transmission. (*Communication standard)

G3

This is a fax communication mode standardized by the ITU-T (International Telecom-
munication Union). The communication modes are G3 and G4. G3 is currently the
most popularly used mode.

Gateway

Hardware and software used as the point where a network is connected to a network.
A gateway also changes data formats, addresses, and protocols according to the
connected network.

Gradation

The light and dark levels of an image. As the number increases, smoother brightness
variations can be reproduced.

Gray Scale

Monochrome image expressed with black and white gradation information.

Group

Grouping of the abbreviation No. of multiple groups. This function is useful when
there is a large number sequential broadcast and sequential polling received in the
same address.

GSS-SPNEGO/
Simple/Digest MD5

Authentication methods for logging on to the LDAP server. The authentication meth-
od (GSS-SPENGO, SIMPLE or Digest MD5) for the LDAP server differs depending on
the server being used and the server settings.

Halftone The method of producing the light and dark parts of an image through varying sizes
of black and white dots.

Hard disk Large capacity storage device for storing data.
The data can be stored even if the power is turned off.

Host name Displayed name of a device over a network.

HTTP Abbreviation for HyperText Transfer Protocol. A protocol used to send and receive

data between a Web server and a client (Web browser). Documents containing im-
ages, recordings, or video clips can be exchanged with the expressive form informa-
tion.
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Term Description

ICM Abbreviation for Image Color Management. The color management system used by
Windows. Color differences of input/output devices, such as monitors, scanners and
printers, are adjusted to reproduce colors so that they are nearly the same on any
device.

Install To install hardware, operating systems, applications, printer drivers on to a compu-

ter.

Internet Fax

Transmission method by which scanned documents are sent and received between
an Internet fax and computers as TIFF format E-Mail attachments over intranets (in-
ternal company networks) and the Internet.

IPP

Abbreviation for Internet Printing Protocol. A protocol that sends and receives print
data and controls printers over a TCP/ IP network such as the Internet. Data can also
be sent to printers in remote areas to be printed over the Internet.

IPsec

The security technology that is used with TCP/IP. A service with enhanced security
can be provided by specifying the encryption of transmission packets and the au-
thentication protocol.

IPv6

Abbreviation for Internet Protocol version 6.

A protocol that has been prepared to replace the currently used IPv4 protocol in re-
sponse to increase in the number of devices that use the Internet.

Additional improvements include 128-bit IP addresses and added security features.

IPX

One of protocols used with NetWare. Operates at the network layer of the OSI refer-
ence model.

IPX/SPX

Abbreviation for Internetwork Packet Exchange/Sequenced Packet Exchange. A
protocol developed by Novel, Inc. that is commonly used under a NetWare environ-
ment.

IP Address

A code (address) that is used to identify individual network devices over the Internet.
IPv4 (Internet Protocol version 4), widely spread today, is expressed such as
192.168.1.10 using 32-bit numbers divided into four. In the next generation IPv6 (In-
ternet Protocol version 6), 128-bit IP addresses are used. IP addresses are assigned
to devices, including computers, which are connected to the Internet.

IP Address Fax

An IP address identifies various networked devices on the Internet. IP Address Fax
uses these addresses to transmit and receive faxes within an intranet.

JPEG

Abbreviation for Joint Photographic Experts Group. One of the file formats for saving
image data. (The file extension is ".jpg"). The compression ratio is approximately 1/10
to 1/100. This format uses an effective method in the compression of continuous-
tone images, such as photographs.

Kerberos

A type of network authentication system used by Windows 2000 or later. Used in Ac-
tive Directory authentication. Users can be safely and efficiently authenticated with a
two-phase authentication (user logon and network resource usage) on a dependable
site set up on the network.

LAN

Abbreviation for Local Area Network. A network which connects computers on the
same floor, in the same building, or in neighboring buildings.

Local line

Public telephone line supported by Nippon Telegraph and Telephone Corporation.

Local printer

A printer connected to a parallel or USB port of a computer.

Long Document

A setting for sending document pages longer than A3 size (420 mm/16-1/2 inches).
Long documents can be transmitted by specifying the setting for long originals.

LPD

Abbreviation for Line Printer Daemon. A printer protocol that uses TCP/IP and is plat-
form-independent. LPD was originally developed for BSD UNIX, and it has become
the standard printing protocol that can be used with any computers.

LPR/LPD

Abbreviation for Line Printer Request/Line Printer Daemon. A printing method over a
network in a Windows NT system or UNIX system. Using TCP/IP, you can output
print data from Windows or Unix to a printer over a network.

LDAP

Abbreviation for Lightweight Directory Access Protocol. On a TCP/ IP network, such
as the Internet or an intranet, this protocol is used to access a database for managing
environment information and the E-Mail addresses of network users.

MAC address

Abbreviation for Media Access Control address. With a special ID number for each
Ethernet card, data can be sent and received between the cards. This number con-
sists of 48 bits. The first 24 bits consist of a number that represents a manufacture,
which is controlled and assigned by IEEE. The last 24 bits consist of a number that
the manufacturer assigns uniquely to the card.

Main scanning

The operation of optically scanning the document and converting it to image data.

Main scanning direction

This is the horizontal direction of scanned documents.

Manual transmission

An operation to send a fax while checking the status of the receiving machine.
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Term

Description

Memory

Storage device for storing data temporally.
When the power is turned off the data may or may not be erased.

Memory overflow

A condition where the fax memory becomes full while scanned documents or tem-
porarily stored documents are saved.

Memory transmission

This is a procedure for starting a fax transmission after a document is scanned and
stored in the memory. If memory transmission is used, the total number of pages are
automatically printed in the page number of the transmission source information and
an image of the first page of the sent document is printed in the transmission report.
However, the memory may become full if there are many pages of the document or
if the data is large due to finely detailed images.

MDN

Abbreviation for Message Disposition Notifications.
A delivery confirmation message that is sent back to the sender in response to such
as request.

MH

Abbreviation for Modified Huffman. A data compression encoding method for fax
transmissions. Documents containing mostly text are compressed to about 1/10
their original size.

MIB

Abbreviation for Management Information Base. In a TCP/IP transmission, MIB uses
SNMP to define the management information format for a group of network devices.
There are two formats: the manufacturer-specific private MIB and the standardized
MIB.

Mixed Original

This is a function to detect and send various sizes of documents.

MMR

Abbreviation for Modified Modified Read. A data compression encoding method for
fax transmissions. Documents containing mostly text are compressed to about 1/20
their original size.

Multi Page TIFF

A TIFF file that has multiple pages.

NDPS

Abbreviation for Novell Distributed Print Services. Provides a highly efficient printing
solution in an NDS environment. By using the NDPS as a printer server, you can out-
put from the desired printer, automatically download the printer driver of a newly in-
stalled printer, simplify and automate complicated management environments
related to printer use, and integrate management related to the network printer.

NDS

Abbreviation for Novell Directory Services.

The servers and printers on a network and the shared resources of the user informa-
tion, as well as the user access authority over these items can be consolidated in the
hierarchic structure.

NetBIOS

Abbreviation for Network Basic Input Output System.
A communication interface developed by IBM.

NetBEUI

Abbreviation for NetBIOS Extended User Interface. A network protocol developed by
IBM. By simply specifying the computer name, you can build a small-scale network.

NetWare

Network operating system developed by Novell.
NetWare IPX/SPX is used as the communication protocol.

No. of documents

Used for quick memory transmission to send a fax transmission with the total page
numbers. This function allows the recipient to check whether all pages were received
or not (In case of memory transmission, the total no. of pages are automatically add-
ed).

Nprinter/Rprinter Remote printer support module for using a printer server under a NetWare environ-
ment.

Use NetWare 3.x with Rprinter, and NetWare 4.x with Nprinter.

NTLM Abbreviation for NT LAN Manager. User authentication method used by Windows NT
or later. With the MD4 and MD5 encoding methods, passwords are encoded.

NTP Abbreviation for Network Time Protocol. The protocol for correctly adjusting the in-
ternal clock of the computer over the network. In a hierarchical method, the time is
adjusted with the server at the highest level using GPS to acquire the correct time,
which is then referenced by each lower level host.

OCR Abbreviation for Optical Character Reader. A device or software that converts hand-
written or printed documents to text data by optically scanning it and, through com-
parison with a previously stored pattern, identifies the characters.

OHP/OHT Transparent sheet used for OHP (overhead projector). Used for a presentation, etc.

oS Abbreviation for Operating System. Basic software for controlling the system of a
computer. Windows, MacOS, and Unix are Operating Systems.

QOutline font A font using lines and curves to display an outline of a character.

Large-size characters can be displayed on a screen or printed with no jagged edges.
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Description

Overseas communication

This is a function to communicate with an overseas recipient. If an overseas commu-
nication mode is set, the fax transmission is sent with a lower speed. Specifying an
overseas transmission mode ensures the fax transmission is sent when faxing to the
location where transmission conditions are poor, even within the country.

Password TX A function for sending a fax with a password. If the recipient’s fax machine is set for
closed network receptions, the sender’s fax machine should transmit a fax with the
password same as the closed network reception password.

PASV Abbreviation for PASsiVe. A mode for connecting to an FTP server from within a fire-
wall. If this mode is not specified, the firewall will be considered inaccessible and the
connection will be terminated, preventing the file from being sent.

Pause A temporary break in dialing. In this machine, each pause creates a one second
break during dialing.

PB Push telephone line.

PC-FAX A function for sending a fax directly from a computer without using paper.

PDF Abbreviation for Portable Document Format. An electronically formatted document
which uses the .pdf extension. Based on the Post-Script format, you can use the free
Adobe Acrobat Reader software to view documents.

PDL Abbreviation for Page Description Language. The language for specifying the print

image per page to a printer when printing using a page printer.

Peer-to-peer

A network format that allows connected devices to communicate without using a
dedicated server.

Pixel The smallest unit of an image.

Plug-and-play Ability to automatically find and use the appropriate driver when a peripheral device
is connected to a computer.

Polling This is a function for sending a document loaded on the machine or stored in the
memory when requested by the recipient.

Port Number The number that identifies the transmission port for each process running on a com-
puter on the network. The same port cannot be used by multiple processes.

POP Abbreviation for Post Office Protocol. A protocol for retrieving E-Mail messages from
a mail server. Currently, POP3 (the third version of POP) is most often used.

POP3 Abbreviation for Post Office Protocol - Version 3.

A common transmission protocol (transmission rules) used for the transmission and
reception of E-Mail. This has various functions, including mail box authentication,
confirmation of E-Mail downloads and list information, and deletion of E-Mails.

POP Before SMTP Authenti-
cation

A user authentication method for sending E-Mail messages. First, the reception op-
eration is performed and the user is authenticated by the POP server. Then, IP ad-
dresses where the user was successfully authenticated by the POP server are
permitted to use the SMTP server. This method prevents third parties without per-
mission to use the mail server from sending mail messages.

PostScript A typical page-descriptive language developed by Adobe and is commonly used for
high quality printing.

PPD Abbreviation for PostScript Printer Description. A file used to describe the resolution,
usable paper size, and the PostScript printer model special information.

PPI Abbreviation for Pixels Per Inch. Unit of resolution mainly used in monitors and scan-
ners. Indicates the number of pixels per inch.

Preview A function that allows you to view an image before processing a print or scan job.

Print Job Print request transmitted from a computer to a printing device.

Print queue A software system which queues the generated print job in the devices.

Printer buffer

Memory domain temporarily used for data processing of a print job.

Printer driver

Software that works as a bridge between a computer and a printer.

Profile

Color attribute file

The dedicated file that contains the summarized correlation of the input and output
of each primary color used so that the color input and output devices can reproduce
the color.

Program address

This is a function for registering recipient’s fax numbers where faxes are frequently
sent and received and preset transmission operation procedures. By simply pressing
the program key, the address is specified and the communication can be automati-
cally performed with the specified functions.
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Property Attribute information
When using a printer driver, various functions can be specified in the file properties.
In the file properties, you can check the attribute information of the file.

Protocol The rules that allow computers to communicate with other computers or peripheral

devices

Proxy server

A server that is installed to act as an intermediary connection between each client
and different servers to effectively ensure security over the entire system for Internet
connections.

PServer A printer server module under a NetWare environment.
Monitors, changes, pauses, restarts, or cancels a print job.
Queue name Name specified to each device that allows printing when network printing.

Quick memory transmission

This is the method to start sending a fax transmission by scanning one page of the
document at the same time. Even in a case of multiple documents, this function can
be used to send the document without straining the memory capability.

RAW port number

The TCP port number used when the RAW protocol is selected for Windows TCP
printing. Usually set to 9100.

realm (IPP setting)

Region for performing security functions. This organizes authentication information
such as the user name and password, and defines the security rules in the region.

Receiving

This is the condition where the fax machine answers the call.

Redial

This is a function for dialing a fax number again after waiting for a specified length of
time, such as when the recipient’s line is busy.
You can select either to redial manually or to redial automatically the number.

Reference Allowed Level

A feature for specifying settings so that only certain people are able to view certain
destination information for the purpose information security. When synchronized with
user authentication, only information with an access permission level matching that
specified for the user can be viewed.

Referral setting (LDAP setting)

If there is no corresponding data on the LDAP server searched for the destination,
specify which LDAP server should be searched next or specify an LDAP server.
Specify whether or not the multifunctional product searches this specified LDAP
server.

Relay broadcast

This is a function to send the broadcast the fax via other fax (called as a relay distri-
bution station). When there are multiple broadcast destinations at distant places, one
of the broadcast destination is specified to the relay station and the entire amount of
the communication charges can be reduced by doing the relay transmission from the
relaying station.

Relay distribution station

A feature to broadcast the fax to the relay distribution destination by receiving the re-
lay request from the relay instruction station. The relay distribution function is not
available in this machine.

Relay instruction station

The fax machine that sends the relay broadcast request.

Remote RX

A function to issue a directive for receiving a call via an external phone, using a re-
mote reception number.

Resending

This function retries sending specific documents stored in the memory, which were
not successful sent, to either the same destination or another destination.

Resolution

Displays the ability to reproduce the details of images and print matter correctly.

RIP

Abbreviation for Raster Image Processor. Process that develops picture images from
described text data using the PostScript page description language. The processor
is usually integrated in the printer.

RGB

Abbreviation for Red, Green, and Blue.
Represents all colors by changing the brightness ratio of the three RGB colors using
the primary colors used by the color representation in a monitor.

Samba

UNIX server software that uses SMB (Server Message Block) so that UNIX system
resources can be used from a Windows environment.

Scan size

This is a function to specify the scanning size of a document and transmitting it. If the
width of the paper in the recipient’s fax machine is smaller than that of the transmit-
ted document, the fax is normally reduced when it is printed. If you do not wish to
reduce the fax, specify a document size that is same as the size of the paper in the
recipient’s fax machine in order to send the fax at its original size.

Scanning

When the scanning operation is carried out, an image is read with the row of image
sensors that gradually move. The direction that the image sensors are moved is
called the main scanning direction, and the direction in which the image sensors are
arranged is called the sub-scanning direction.

Screen font

A font for displaying text and symbols on a CRT monitor.
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Term

Description

Screen frequency

Indicates the density of dots used to create an image.

Sender Name

The name of this machine. This name is printed as a part of the transmission source
at the edge of the transmitted document from the recipient’s machine.

Sending

Making a call. It is to send a document or to dial for pollings in case of fax.

Shared printer

A printer setup that enables the printer to be used by multiple computers connected
to a server over a network.

Sharpness

This function sends a document after enhancing the edge of character.

Single-page TIFF

A single TIFF file that contains only a single page.

SLP

Abbreviation for Service Location Protocol. A protocol capable of finding services
over a TCP/IP network and automatically specifying a client.

S/MIME

Abbreviation for Secure/Multipurpose Internet Mail Extensions.

A protocol for adding features such as encryption and digital signatures to MIME (E-
Mail operations).

With this standard, public key encryption, which uses a different key for encryption
and decryption, is used.

SMB

Abbreviation for Server Message Block. A protocol mainly used by Microsoft Win-
dows to share files and printers over a network.

SMTP

Abbreviation for Simple Mail Transfer Protocol. A protocol for sending and forward-
ing E-Mail.

SNMP

Abbreviation for Simple Network Management Protocol. A management protocol in
a network environment using TCP/IP.

Spool

Abbreviation for Simultaneous Peripheral Operation On-Line.
With this function, printer output data is not sent directly to the printer, but it is tem-
porarily stored in another location first, and later sent to the printer in bulk.

SSL/TLS

Abbreviation for Secure Socket Layer/Transport Layer Security.
The encoding method for safely transmitting data between the Web server and
browser.

Subnet Mask

The unit used to divide a TCP/IP network into small networks (subnetworks).
It is used to identify the bits in a network address that are higher than the IP address.

Sub-scanning direction

The vertical direction for scanning documents.

Super G3 (SG3)

This is a G3 communication mode standardized by ITU-T V.34. The communication
becomes possible at a higher speed (high speed 33,400 bps) than that of the usual
G3 communication.

TCP/IP Abbreviation for Transmission Control Protocol/Internet Protocol.
This is the de facto standard Internet protocol.
IP addresses are used to identify respective network devices.
TCP Socket Refers to the network API used with TCP/IP. A transmission route is opened using

this socket to input and output normal files.

Temporary document saving

This is a function for automatically saving the received document in the memory
when the machine cannot print the received document, such as when the machine
has run out of paper. When paper is added, the document that has been temporarily
saved is printed.

Temporary Forward transmis-
sion

This is a function to manually forward the received document on hold, by using the
setting confirmation button of the control panel. The transmission is used when the
fax/scan screen is been displayed, or the operation is being stopped due to paper

misfeed or running out of paper.

Thumbnail A small image that shows the contents of an image or document file (the image dis-
played when the file is opened).

TIFF Abbreviation for Tagged Image File Format. One of the file formats for saving image
data. (The file extension is ".tif"). Depending on the tag indicating the data type, in-
formation for various image formats can be saved in a single image data.

Timer TX A function for sending a fax at a specified time. Sending faxes at discounted calling

times, such as late at night or early in the morning can help to reduce the transmis-
sion costs.

Transmission reservation

This is a function to reserve the next transmission while current transmission or print-
ing.

Transmission speed

Specifies the transmission speed of modem for fax. In this function, the fax can be
communicated at a high transmission speed of 33,600 bps. When overseas commu-
nication mode is set, it communicates at a high transmission speed a with a noise of
7200 bps or 4800 bps.
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Term

Description

Transmission source record

When a fax has been sent, the transmission time, name, telephone number, page
number that is to be printed at the edge of the document saved on the recipient’s
machine.

Transmission time

The time needed to send a fax. The higher the resolution or larger the paper, the long-
er the transmission takes.

TrueType An outline font. It was developed by Apple Computer and Microsoft. It is used as a
standard by Macintosh and Microsoft Windows.
It can be used both on a display and in print.

TSI Abbreviation for Transmitting Subscriber Identification. ID of the fax transmission ter-
minal.

TWAIN The interface standard for imaging devices, such as scanners and digital cameras,
and for applications, such as graphics software.
In order to use a TWAIN-compliant device, the TWAIN driver is required.

Uninstall To delete software installed on a computer.

usSB Abbreviation for Universal Serial Bus.
A general interface standard for connecting a mouse, printer, and other devices to a
computer.

V34 This is a communication mode used at the time of fax communication of super G3.

There are cases when the communication is not possible in super G3 mode depend-
ing on the telephone line conditions when the recipient’s machine/ own machine is
connected to a telephone line via private branch exchange. In such cases, it is rec-
ommended to communicate with super G3 mode turned off by deselecting the V34.

Web browser

Software for viewing Web pages.
Internet Explorer and Netscape Navigator are this type of software.

WINS Abbreviation for Windows Internet Naming Service. A service for recalling name serv-
ers for the conversion of computer names and IP address in a Windows environment.
Zone A name given in an AppleTalk network. This is used to group multiple devices on an

AppleTalk network.

Z-Folded Original

This function first confirms the document size which cannot detect correct document
size due to folds, then scans and sends the document data after verifying the correct
document size. This function can be used only when the document is scanned by
ADF.
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